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UNITED STATES DISTRICT COURT 

SOUTHERN DISTRICT OF NEW YORK 

 

 

BEN JAMIL, HSS DEVELOPMENT GROUP, 

CYBER COMMUNICATIONS   DEMAND FOR JURY TRIAL 

 

v. 

Plaintiffs, 

v. 

AFAN OMAR SHERWANI,  

Juniper Hill Road, Aldie, Va 

 

MASROUR BARZANI,  

1322 Balls Hill Road 

McLean, VA 22101 

 

ASO, LLC,  

1322 Balls Hill Road 

McLean, VA 22101 

 

ASO1, LLC,  

1322 Balls Hill Road 

McLean, VA 22101 

 

HALLORAN, FARKAS,KITTILA, LLP,  

5722 Kennett Pike 

Wilmington, DE 19807 

 

JEFFREY GREILSHEIMER, 

 

JONATHON MOORE,  

134 Three Mile Harbor Road 

East Hampton, NY 11937 

 

THEODORE KITTILA 

5722 Kennett Pike 

Wilmington, DE 19807 
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WAYSI BARZANI 

1532 16th Street, NW 

Washington, DC 20036 

 

KHASRO WASMAN, AKA, KHASAROU WASMAN 

1532 16th Street, NW 

Washington, DC 20036  

 

JOHN AND JANE DOES 1-5 

 

  

 Defendants 

COMPLAINT 

I. INTRODUCTION 

1. This action arises from Defendants’ unlawful scheme to interfere with Plaintiff’s 

contractual relations and business operations through unlawful kickback demands, unregistered  

foreign agent activity, and the weaponization of criminal contempt proceedings in a state civil 

action. 

2. After Plaintiff sought to retain counsel and inquire as to serious pending litigation against 

Defendants in federal court in the United States including discovery to collect on a $2 billion 

 judgment against Barzani family in Iraq Telecom Limited, v. Korek (Barzani), including the 

rightful sharing to prospective counsel all records from state court,  

Defendants sought criminal contempt sanctions in the Commercial Division  

of the Supreme Court of the State of New York, Westchester County, for the collateral purpose 

of coercion, intimidation, and advancement of their foreign principal’s interests and obstruct  

evidence already noticed for preservation in pending federal litigation with allegations of money- 

laundering, Anti-Terrorism Act violations, U.S. Patriot Act violations, and human rights 

violations filed in the U.S. District Court in the District of Columbia since 2024 and District of  

Delaware since September 2023. 
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3. Defendants’ conduct constitutes violations of federal civil rights, tortious interference,  

malicious prosecution, abuse of process, extortion, fraud, civil conspiracy, and attorney  

misconduct. 

4. Defendant attorneys acted as unregistered agents of a foreign principal and used judicial 

process in furtherance of unlawful objectives and foreign political activity in the United States  

which harmed Plaintiff. 

II. JURISDICTION AND VENUE 

A. Federal Question Jurisdiction — 28 U.S.C. §1331 

5. This Court has original subject matter jurisdiction pursuant to 28 U.S.C. §1331 because 

this action arises under the Constitution and laws of the United States. 

6. Plaintiff asserts claims for deprivation of constitutional rights under 42 U.S.C. §1983,  

including violations of Plaintiff’s rights secured by the Fourth and Fourteenth Amendments to  

the United States Constitution, arising from Defendants’ misuse of criminal contempt  

proceedings and abuse of state judicial power. 

7. Federal question jurisdiction exists where a plaintiff’s well-pleaded complaint establishes  

that federal law creates the cause of action or that Plaintiff’s right to relief necessarily depends  

on resolution of a substantial question of federal law. 

Authorities: 

• Grable & Sons Metal Prods., Inc. v. Darue Eng’g & Mfg., 545 U.S. 308 (2005) 

• Gunn v. Minton, 568 U.S. 251 (2013) 

8. Plaintiff’s claims also arise from conduct involving federal statutory obligations,  

including the Foreign Agents Registration Act, 22 U.S.C. §611 et seq., and the Foreign Corrupt 

Practices Act, 15 U.S.C. §§78dd-1–3, which form part of the federal law framework governing  

Defendants’ conduct and provide additional bases for federal jurisdiction. 
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B. Civil Rights Jurisdiction — 42 U.S.C. §1983 

9. Plaintiff brings claims pursuant to 42 U.S.C. §1983, which provides a private right of  

action against any person acting under color of state law who deprives another of constitutional  

rights. 

10. Defendants acted under color of state law by invoking criminal contempt powers in state  

court proceedings, thereby exercising coercive governmental authority. 

Authorities: 

• Lugar v. Edmondson Oil Co., 457 U.S. 922 (1982) 

• Dennis v. Sparks, 449 U.S. 24 (1980) 

C. Supplemental Jurisdiction — 28 U.S.C. §1367 

11. This Court has supplemental jurisdiction over Plaintiff’s state law claims pursuant to 28 

U.S.C. §1367(a) because they form part of the same case or controversy as Plaintiff’s federal 

claims. 

12. Plaintiff’s claims for tortious interference, malicious prosecution, abuse of process, fraud, 

and related causes of action derive from a common nucleus of operative fact concerning  

Defendants’ unlawful interference with Plaintiff’s contractual relations and misuse of judicial  

process. 

Authority: 

• United Mine Workers v. Gibbs, 383 U.S. 715 (1966) 

D. Contract-Based Federal Jurisdiction and Local Nexus 

13. The underlying contractual relationship giving rise to this action was centered in the  

Southern District of New York. 

14. Plaintiff resides in and maintains its principal place of business within the Southern  

District of New York. 
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15. The contract was negotiated, performed, and/or intended to be performed in substantial 

part within this District. 

16. The economic injury caused by Defendants’ interference was suffered in this District. 

17. The interference with contract, wrongful demands, and economic harm arose directly  

from Plaintiff’s business operations conducted within this District. 

18. Federal courts routinely exercise jurisdiction where contractual relationships and  

resulting economic injuries are centered within the forum district. 

Authorities: 

• Burger King Corp. v. Rudzewicz, 471 U.S. 462 (1985) 

• Licci ex rel. Licci v. Lebanese Canadian Bank, 732 F.3d 161 (2d Cir. 2013) 

E. Personal Jurisdiction 

19. Defendants transacted business within the Southern District of New York and  

purposefully directed activities toward this District. 

20. Defendants’ actions caused injury to Plaintiff within this District. 

21. Personal jurisdiction is proper under New York’s long-arm statute, CPLR §302(a)(1) and  

§302(a)(3), and is consistent with due process because Defendants purposefully availed  

themselves of conducting activities within this forum. Defendants Masrour Barzani, Waysi 

Barzani, transacted business on a personal beneficiary level in the United States. Masrour 

Barzani a defendant in two pending SDNY cases and was successfully personally served by one 

of the Plaintiffs by order of the magistrate in this district by Linkedin, email, and express mail. 

Authority: 

• Licci ex rel. Licci v. Lebanese Canadian Bank, 732 F.3d 161 (2d Cir. 2013) 

22.  Recognition of the corporate form would sanction fraud or injustice. 

F. No Foreign Sovereign Immunity — Commercial Activity Exception 
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23. The claims asserted arise from private commercial conduct and not sovereign 

governmental acts. 

24. The transaction involves a commercial contract for purchase and demonstration of a 

system and associated financial obligations. 

25. The conduct constitutes “commercial activity” within the meaning of the Foreign 

Sovereign Immunities Act (“FSIA”), 28 U.S.C. §1605(a)(2). 

26. A foreign state or its agents are not immune from jurisdiction in actions based upon 

commercial activity carried on in the United States or causing a direct effect in the United States. 

27. The Agreement was governed by New York law, administered through New York, and 

caused direct economic effects in New York. 

28. To the extent Masrour and Waysi Barzani, Afan Sherwani, and Khasrou Wasman or 

related entities claim sovereign status, such immunity is unavailable because the conduct at issue  

constitutes private commercial activity. 

Authorities: 

• Republic of Argentina v. Weltover, Inc., 504 U.S. 607 (1992) 

• Saudi Arabia v. Nelson, 507 U.S. 349 (1993) 

• Kensington Int’l Ltd. v. Itoua, 505 F.3d 147 (2d Cir. 2007) 

G. Declaratory Relief — 28 U.S.C. §2201 

29. This Court has authority under 28 U.S.C. §2201 to declare the rights and legal relations  

of the parties in a case of actual controversy. 

30. An actual controversy exists regarding Defendants’ conduct, their obligations under  

federal law, and the legality of their interference with Plaintiff’s contractual rights. 

Authority: 

• MedImmune, Inc. v. Genentech, Inc., 549 U.S. 118 (2007) 
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H. Venue — 28 U.S.C. §1391 

31. Venue is proper in the Southern District of New York pursuant to 28 U.S.C. §1391(b)  

because: 

(a) A substantial part of the events or omissions giving rise to the claims occurred within this  

District; 

(b) The contract at issue was centered in this District; 

(c) Plaintiff’s business and resulting injury are located in this District; and 

(d) Defendants are subject to personal jurisdiction in this District. 

32. The economic harm, contractual interference, and constitutional injury were felt in this 

District. 

33. Venue is therefore proper under 28 U.S.C. §1391(b)(1) and (b)(2). 

III. THE PARTIES 

34. Plaintiff is Ben Jamil, an individual is a citizen of White Plains, NY in the district. 

 

35. Plaintiff, HSS Development, operates in White plains, NY and owned 100% by Ben 

Jamil formerly was a Delaware corporation and operates as a DBA. 

36. Cyber Communications Group, operates in White Plains, NY, and operates 100% as a  

sole membership owner by Ben Jamil and operates as a DBA. 

37. Defendant Afan Omar Sherwani, is a citizen of Aldie, Virginia, Loudoun County, VA 

38. Defendant ASO, LLC is a non-active LLC operating from Loudoun County, VA  

39. Defendant ASO1, LLC is a Virginia organization with operations on Balls Hill Road, 

McLean, VA Fairfax County, VA Masrour Barzani’s personal home. 

40. Defendant Masrour Barzani, resides in McLean, Virginia, Erbil, Kurdistan, and Dubai 
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41. Theodore Kittila, is a citizen of the State of Delaware 

42. Jonathon Moore, is a citizen of the State of New York, Suffolk County, NY 

43. Halloran, Farkas, Kittila, LLP is organized as a limited liability partnership in the State of  

Delaware. 

44. At all relevant times Defendants acted jointly and in concert. 

IV. STATE ACTION AND MUNICIPAL LIABILITY 

A. Use of Criminal Contempt Power 

45. Defendants invoked state judicial authority by pursuing criminal contempt sanctions  

against Plaintiff in a civil proceeding in Westchester County Commercial Division Court in 

White Plains, NY after Plaintiff seeking legal counsel sent pleadings and depositions for review  

of the case. (Exhibit A, contempt).  Unbeknownst to Plaintiff, Defendants had already been sued  

in other federal cases on allegations of money-laundering, terrorist-funding, violations of U.S.  

Patriot Act and human rights abuses.  Contrary to the sworn testimony during depositions  

(Exhibit B), Defendant Sherwani, committed perjury relating to his involvement in prior  

litigation.  Defendant Sherwani, concealed from Plaintiffs and the court his role as an original  

defendant in the federal case Revend, et al., v. Barzani, Moore, et al. in the U.S. District Court  

for the District of Columbia which is currently pending and filed in January 2024. Also unknown  

to Plaintiff on and around May-June 2025, Defendants had been referred to the U.S. Attorney’s 

Office in the Southern District of New York and other investigations as far back as 2020 by the 

FBI. 

46. Criminal contempt is a criminal sanction imposed to punish and vindicate judicial 

authority and implicates liberty interests. The criminal contempt violated civil rights, due  

process, and was maliciously motivated to silence intimidate Plaintiffs to quell any future  
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testimony as a witness in current SDNY and District of Columbia cases where they are  

defendants. Defendants have litigated also in other state cases to bring contempt charges for 

those adverse to Defendants Masrour Barzani and Waysi Barzani including SDNY case Moore v. 

Barzani, et al.  

Authorities: 

• Bloom v. Illinois, 391 U.S. 194 (1968) 

• International Union, UMWA v. Bagwell, 512 U.S. 821 (1994) 

47. By invoking criminal contempt power, Defendants acted under color of state law. 

48. Private parties who jointly engage state authority to deprive rights act under color of law. 

Authorities: 

• Lugar v. Edmondson Oil Co., 457 U.S. 922 (1982) 

• Dennis v. Sparks, 449 U.S. 24 (1980) 

• Adickes v. S.H. Kress & Co., 398 U.S. 144 (1970) 

• Ciambriello v. County of Nassau, 292 F.3d 307 (2d Cir. 2002) 

B. Monell Liability — Westchester County 

49. The constitutional violations occurred through the Commercial Division of the Supreme  

Court, Westchester County. 

50. The violations resulted from: 

• municipal policy or custom, 

• failure to supervise use of contempt powers, 

• deliberate indifference to constitutional rights. 

Authorities: 

• Monell v. Dep’t of Social Servs., 436 U.S. 658 (1978) 

• City of Canton v. Harris, 489 U.S. 378 (1989) 

V. FACTUAL ALLEGATIONS 

A. Plaintiff’s Contract 

51. Plaintiff entered a valid contract with ASO, LLC, it was unknown at the time that ASO,  
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LLC was owned by ASO1, LLC with a beneficiary owner as Masrour Barzani, Waysi Barzani, 

and possibly Golden Eagle Global, Inc., TarinNet a Kurdish internet service provider owned by 

Barzani and upon information and belief, Ster Group owned by Barzani associate Sarwar  

Pedawi. (Exhibit C, contract). 

52. Defendants knew of the contract and the specifications required for the demonstration  

and terms. 

B. Unlawful Kickback Demands 

53. Defendant Sherwani, ASO, LLC, ASO1, LLC Masrour Barzani, Waysi Barzani,  

demanded unlawful payments as a condition of contract performance. Both foreign principals 

and Sherwani a foreign spy operating on behalf of Kurdistan’s spy agency. Defendants  

demanded a $360,000 from the Memorandum of Understanding and an additional amount to be 

paid which for their personal benefit from the contract. 

54. Such demands constituted bribery of foreign officials prohibited by: 

• 15 U.S.C. §§78dd-1–3 (Foreign Corrupt Practices Act). 

C. Foreign Principal Relationship and Failure to Register under FARA. 

55. During sworn deposition testimony in related proceedings, Defendants disclosed facts 

demonstrating that Defendant attorneys were acting on behalf of and subject to direction or  

control of a foreign principal within the meaning of 22 U.S.C. §611(c).  Those facts include Afan 

Sherwani’s role as an “employee” and intelligence spy for Kurdistan Regional Government with 

 the beneficial owner a foreign principal, Masrour Barzani and Waysi Barzani. ASO, LLC and 

ASO1, LLC were shell “front” companies to obfuscate espionage activity targeting private  

citizens in the U.S. and other areas where electronic security such as described in the contract is 

considered espionage. Khasro Wasman, known as the “General” in Whatsapp correspondence to 
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Plaintiffs and email, in public documents and reports, has maintained his role as a spy chief for  

Kurdistan Regional Government for decades (Exhibit D). These facts  appear in the  

decades long pattern of behavior of targeted private citizens and Barzani political adversaries.  In 

European reports surveying the use of spyware, Barzani has been suspected of acquiring such  

technology for the sole purpose of targeting journalists, activists, and other citizens including in  

Europe and the U.S. and not for anti-terrorism security protocols as detailed in a report showing 

Kurdistan Regional Government’s active spyware status in 2015 including group Hacking 

Team’s reluctance to sell to Barzani’s due to their massive human rights abuses and targeting  

individual citizens and not for solely anti-terrorism surveillance (Exhibit E, report). And, through  

online databases showing contracts for operation “Condor” through Wasman internationally  

(Exhibit F). 

56. The testimony described activities advancing the foreign principal’s interests in U.S.  

legal proceedings. 

57. Upon information and belief, Defendants failed to register as required under 22 U.S.C.  

§612 and had a statutory duty to register. FARA requires any person acting within the United  

States as an agent of a foreign principal to register with the United States Department of Justice.  

Under 22 U.S.C. §611(c), an “agent of a foreign principal” includes any person who acts at the 

order, request, or under the direction or control of a foreign principal and who: 

• represents the interests of the foreign principal before any court or agency of the United 

States; 

• engages in political activities or strategic representation; 

• acts as a public relations counsel or representative; or 

• conducts activities in the interests of such foreign principal including nature of the 

agency relationship and financial arrangements and control. It is doubtful, ASO, LLC had 

the means or funds to continue to litigate and pursue criminal contempt as this was third-

party funded litigation by a foreign government in this case Kurdistan Regional 

Government and Barzani brothers. 
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Further, Defendant attorneys acting as foreign agents of a foreign principal purported to 

represent the contracting entity in negotiations, contractual dealings, litigation proceedings in the 

United States. In all times relevant , Defendants represented that the contracting entity was an 

independent commercial party. Through communication with Defendants Wasman, Sherwani, 

and in depositions, Defendants attorneys knew the entity functioned as a front organization on 

 behalf of the Barzani foreign principals and the contracting front company was registered in 

Virginia public corporate records as doing business from Defendant Masrour Barzani’s home in  

McLean, VA. Legal Representation applies in this case as FARA provides only limited  

exemptions for bona fide legal representation in “ordinary” commercial matters. Defendant  

emailed Defendants Greilsheimer stating he was in violation of FARA and had a duty to register  

and that of the other lawyers of record in 2024. Here the exemption also does not apply  

That exemption does not apply where legal services: 

• advance political, governmental, or strategic interests of a foreign principal; 

• conceal the identity or control of a foreign principal; 

• involve activities beyond routine legal services; or 

• further unlawful or fraudulent conduct. 

Defendants’ activities exceeded routine legal representation because they included  

concealment of foreign control, advancement of the foreign principal’s interests, and invocation  

of judicial authority to pressure Plaintiff. Representation before courts in furtherance of a foreign 

principal’s interests constitutes registrable activity under FARA. The Crime-Fraud exception  

between all defendants and their clients made in furtherance of unregistered foreign agent  

activity or fraudulent concealment are not protected by attorney-client privilege. 

Authorities: 

• United States v. Zolin, 491 U.S. 554 (1989) 

• In re Richard Roe, Inc., 68 F.3d 38 (2d Cir. 1995) 
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58. No registration statement exists with the U.S. Department of Justice. 

59. Defendants’ conduct exceeded routine commercial legal services. Defendant Moore, filed  

in pending federal district court actions, had primarily performed financial services work  

including handling finances, bills, and paying credit card statements, opening bank accounts, and  

other “non legal” representative duties, beyond legal representation, for almost 20 years and  

failed to register under FARA in his work for Defendants Masrour Barzani, Waysi Barzani, 

associations with Afan Sherwani as far back as 2018. 

Authorities: 

C. Interference with Contract 

60. Defendants intentionally prevented Plaintiff’s performance which originally occurred on  

Defendants requested a second demonstration which was performed  by Rhaine Dylan  

Knox and his company Admitech, a South African company. The demonstration was conducted 

in Erbil, Kurdistan. After that demonstration, Knox claims another cheaper electronic protocol  

named “Gatekeeper” was stolen by Defendants Barzani, Sherwani, Waysi Barzani,  

Khasro Wasman and he changed hotels three times as he was receiving threats while in Erbil. A 

second demonstration date of March 24, 2023 was selected however, Knox demanded he would 

not travel and demonstrate with certain officials namely Wasman due to personality conflicts and  

clashes during the first demonstration and allegations officials stole some of the equipment.  In  

fact, consultant Helena Calitz traveled to Kurdistan and was 

granted a visa and performed under the agreement in June 2023 (Exhibit G, visa and boarding  

passes). Sherwani, Barzanis and Knox interfered with the contract Plaintiffs had, and tortiously  

interfered with millions of dollars of future revenue Plaintiffs would receive by distribution and 

brokering  agreements on a global scale which included 51% shares of all 
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revenues from Admitech and Plaintiff’s new structure, NEWCO and ownership of the  

intellectual property (Exhibit H ). 

61. Plaintiff suffered extreme economic loss due to Defendants’ conduct and deliberate 

breach and tortiously interfered with arrangements and agreements which would have generated  

hundreds of millions of dollars in revenue. 

Authorities: 

• Lama Holding Co. v. Smith Barney Inc., 88 N.Y.2d 413 (1996) 

• Kirch v. Liberty Media Corp., 449 F.3d 388 (2d Cir. 2006) 

• Carvel Corp. v. Noonan, 3 N.Y.3d 182 (2004) 

D. Weaponization of Criminal Contempt 

62. After Plaintiffs refused unlawful demands, Defendants sought criminal contempt  

sanctions, and after Plaintiffs attempted to retain counsel by sharing the case file and exhibits  

with numerous lawyers.  

63. The contempt lacked probable cause and was malicious. 

64. The objective was coercion and intimidation. 

E. Fraudulent Misrepresentations (Rule 9(b)) 

65. Defendants made false statements regarding authority, payments, performance, and legal 

consequences. 

66. Plaintiff relied on those misrepresentations including ASO, LLC, was the bonafide entity  

and not controlled and directed for a foreign principal to circumvent FCPA, FARA, and hide the  

Kurdistan Regional Government’s involvement with the contract. 

67. Such conduct constitutes unlawful means supporting Plaintiff’s claims. 

68. Their activities included representation advancing the foreign principal’s interests before  

U.S. courts. 
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69. Such conduct required registration under 22 U.S.C. §612. 

70. Upon information and belief, Defendants failed to register. 

71. Defendants Moore, Kittila, Greilsheimer, and firm Halloran, et al. pursued criminal 

contempt proceedings to advance the interests of their foreign principal and to coerce Plaintiff 

and conceal before the state court in New York the true beneficial owner and work for a foreign  

principal required to file under FARA. 

72. The attorney-client privilege does not protect communications made in furtherance of  

crime or fraud. 

Authorities: 

• United States v. Zolin, 491 U.S. 554 (1989) 

• In re Richard Roe, Inc., 68 F.3d 38 (2d Cir. 1995) 

• United States v. Jacobs, 117 F.3d 82 (2d Cir. 1997) 

73. Defendants’ conduct constitutes bad-faith litigation conduct. 

Authority: 

• Chambers v. NASCO, Inc., 501 U.S. 32 (1991) 

VI. COUNT I- BREACH OF CONTRACT 

74. Plaintiff repeats all prior allegations. Plaintiff and ASO LLC entered a valid and  

enforceable agreement and memo of understanding December  2022 and dated February 20, 

2023 (Exhibit C). 

75. Plaintiff performed or was ready, willing, and able to perform its contractual  

obligations and fulfilled the required specification per the contract in Exhibit C . 

76. Defendants breached the Agreement by: 

a) preventing performance when Plaintiff had already fulfilled the obligation and a 

second demonstration was desired between March 10, 2024 and March 24, 2023 with 

Defendants Sherwani, Barzani, and Wasman.  In fact, the second demonstration was 

fulfilled and defendants deliberately concealed the  performance as agreed for the 
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purpose of breaching the contract and circumventing Plaintiff’s involvement by directly 

doing business with Admitech instead of Plaintiffs who had the sole distribution 

agreement and a signed contract which included after performance in the contract the 

right to purchase 51% of shares and start Newco providing all rights to the intellectual 

property negotiated with Defendants (Exhibit H).  

b) interfering with demonstration obligations including attempting to steal “Gatekeeper” 

technology at the demonstration. Defendants have claimed the demonstration was not 

successful which warranted a second demonstration, yet agreed to the purchase within the 

full amount of the contract in March 2023.  Defendants claim the internet was not 

accessible or inoperable the day of the demonstration is implausible.  Barzani brothers 

own the internet company TarinNet, Wasman’s own email is with TarinNet, including 

areas within Erbil including the U.S. Consulate, major hotel chains, and an international 

airport.   

c) failing to comply with payment and performance obligations, by agreeing to purchase 

the equipment and technology and failing to pay the full performance of the contract. As 

requested the second demonstration was successfully executed as consultant Helena 

Calitz obtained the required visa issued by Kurdistan and in June 2023, without 

complaints from Defendants, traveled to conduct the demonstration as shown by the copy 

of the visa and boarding pass of Admitech officer Knox and employee Calitz (Exhibit G). 

d) engaging in conduct inconsistent with contractual duties by fraudulently 

misrepresented a failure in the demonstration and consequently agreed to the full 

performance and terms of the contract in March 2023. Defendants had full knowledge the 

second demonstration was accomplished, recognized performance was executed per the 

contract, and falsely instructed Defendant Moore to send a demand letter to  Plaintiffs 

with accusations Plaintiffs failed to perform under the contract and was due a refund. 

That demand letter by Defendant Moore was sent to Plaintiffs March 31, 2023 after 

Defendants agreed to a second demonstration (Exhibit I). 

77. Defendants’ conduct deprived Plaintiff of the benefit of the bargain. 

78. Plaintiff suffered damages including loss of contract value exceeding $11 million. 

Authorities: 

• Harsco Corp. v. Segui, 91 F.3d 337 (2d Cir. 1996) 

• Terwilliger v. Terwilliger, 206 F.3d 240 (2d Cir. 2000) 

VII. COUNT II — §1983 MALICIOUS PROSECUTION 

79. Plaintiff repeats and realleges the previous allegations set forth herein. Defendants  

initiated criminal contempt proceedings without probable cause and with 



 17 

malice in October 2024 in New York state court when global press stories circulated on the 

contract including exhibits from depositions.  Defendants had full knowledge much of the 

contract and exhibits, despite being sealed by the court, were public record on Trellis.law and 

 Unicourt.  Pending federal cases and investigations on Defendants Barzani, Sherwani, Moore, 

 and Wasman includes subpoenas for information from witnesses.  The commercial division 

case was a civil contract case and Defendants conspired to destroy Plaintiff by criminal contempt 

charges to silence his testimony in current pending cases against defendants in the United States. 

80. Plaintiffs suffered constitutional injury, and Defendants’ actions inflicted severe  

emotional injury and distress. 

Authorities: 

• Thompson v. Clark, 596 U.S. 36 (2022) 

• Manganiello v. City of New York, 612 F.3d 149 (2d Cir. 2010) 

VIII. COUNT III — §1983 ABUSE OF PROCESS  

81. Plaintiff repeats and realleges the previous allegations set forth herein.  All Defendants  

used criminal process for collateral objectives including malicious and 

unlawful criminal contempt of court to further their financial and political incentives by filing 

criminal contempt of court charges in New York in October 2025 against Plaintiffs for claims 

Plaintiffs violated a TRO pertaining to documents and records. Defendants feared their illicit  

conduct would become public and used in the federal cases against them currently pending in the 

District of Columbia and SDNY. Masrour Barzani also has a separate unrelated action against 

him in the SDNY and was ordered by this court to be served in Yakob v. Lalav Group, et al. by 

Linkedin and mail in Erbil.  

Authorities: 

• Cook v. Sheldon, 41 F.3d 73 (2d Cir. 1994) 
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• Savino v. City of New York, 331 F.3d 63 (2d Cir. 2003) 

IX. COUNT IV — SUBSTANTIVE DUE PROCESS (ABUSE OF POWER) 

82. Plaintiff repeats and realleges the previous allegations set forth herein. Defendants’  

conduct was arbitrary, malicious, and attempted intimidate Plaintiffs to obstruct justice and  

evidence of defendants misconduct alleged in current cases including Revend v. Barzani, et al.,  

Moore v. Barzani, et al. (SDNY), Yakob v. Lalav Group, Barzani, et al. (SDNY). 

Authorities: 

• County of Sacramento v. Lewis, 523 U.S. 833 (1998) 

• Cine SK8, Inc. v. Town of Henrietta, 507 F.3d 778 (2d Cir. 2007) 

X. COUNT V — CIVIL RIGHTS CONSPIRACY (§1983) (42 U.S.C. §§ 1983 and 1985 — 

Conspiracy to Violate Civil Rights) 

A. Conspiracy to Deprive Plaintiff of Constitutional Rights 

83. Plaintiff repeats and realleges all preceding paragraphs. 

Defendants knowingly entered into an agreement and reached a meeting of the minds to deprive  

Plaintiff of constitutional rights secured by the Fourth and Fourteenth Amendments to the United  

States Constitution. 

84. Defendants jointly agreed to misuse governmental authority and judicial process,  

including the filing and pursuit of criminal contempt proceedings in a civil action, for the  

purpose of coercing Plaintiff, interfering with contractual relations, and inflicting financial and  

personal harm. 

85. Defendants acted under color of state law and in concert with one another to invoke and  

misuse the coercive power of the State. 

B. Overt Acts in Furtherance of the Conspiracy 

86. In furtherance of the conspiracy, Defendants committed overt acts including: 
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• initiating or procuring criminal contempt proceedings without probable cause; 

• using judicial process for collateral purposes unrelated to legitimate enforcement; 

• interfering with Plaintiff’s contractual and business relationships; 

• making false or misleading representations to courts or authorities by using ASO, LLC 

when in fact ASO, LLC was a shell front company with the ultimate beneficiary Barzani 

brothers and ultimate beneficiary and user Kurdistan Regional Government whereby 

Defendants Moore, Kittila, Greilsheimer, and Halloran, et al., had full knowledge ASO 

was a front for a foreign spy agency operating in the United States. 

• coordinating actions designed to intimidate, coerce, and financially harm Plaintiff; 

• abusing governmental authority to advance private objectives and influence in the U.S. 

on behalf of foreign principals Barzani brothers and KRG and conspired to conceal 

foreign representative work required to be public disclosure under FARA. 

87. These acts were taken intentionally, willfully, and with knowledge that they would  

deprive Plaintiff of constitutional rights. 

C. Purpose and Object of the Conspiracy 

88. The purpose of the conspiracy included: 

• retaliation against Plaintiff; 

• coercion of unlawful payments or concessions; 

• obstruction of Plaintiff’s contractual performance; 

• infliction of financial and reputational harm; 

• abuse of criminal contempt power to intimidate Plaintiffs from pursuing legal avenues to 

enforce the contract between the parties. 

89. The conspiracy constituted an abuse of governmental power and misuse of judicial  

authority. 

D. Deprivation of Constitutional Rights 

90. As a direct and proximate result of Defendants’ concerted conduct, Plaintiff suffered  

deprivation of: 

• liberty and property interests without due process of law; 

• the right to conduct lawful business free from arbitrary governmental interference; 

• protection against malicious prosecution and abuse of criminal process. 

E. Federal Statutory Basis 

91. This claim arises under: 
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• 42 U.S.C. §1983, which provides a remedy against persons acting under color of state 

law who deprive constitutional rights; 

• 42 U.S.C. §1985(3), which prohibits conspiracies to deprive persons of equal protection 

or equal privileges and immunities; and 

• 42 U.S.C. §1988, providing for attorneys’ fees. 

F. Legal Standards 

92. A civil rights conspiracy exists where two or more persons agree to act in concert to  

inflict unconstitutional injury and commit overt acts in furtherance of that agreement. 

Supreme Court Authority: 

• Adickes v. S.H. Kress & Co., 398 U.S. 144 (1970) — conspiracy through joint action with 

state actors 

• Dennis v. Sparks, 449 U.S. 24 (1980) — private parties liable for conspiracy with state 

officials 

Second Circuit Authority: 

• Pangburn v. Culbertson, 200 F.3d 65 (2d Cir. 1999) — elements of §1983 conspiracy 

• Ciambriello v. County of Nassau, 292 F.3d 307 (2d Cir. 2002) — agreement and overt 

acts required 

• Singer v. Fulton County Sheriff, 63 F.3d 110 (2d Cir. 1995) — malicious prosecution 

under §1983 

G. Resulting Injury 

93. As a direct result of the conspiracy, Plaintiff suffered: 

• interference with contractual relations; 

• loss of business opportunities; 

• economic damages; 

• reputational harm; 

• emotional distress; 

• deprivation of constitutional rights. 

H. Damages 

94. Plaintiff is entitled to compensatory damages, punitive damages against individual  

defendants, injunctive relief, and attorneys’ fees pursuant to 42 U.S.C. §1988. 

95. Defendants agreed to misuse judicial authority to harm and intimidate Plaintiffs. 
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Authority: 

• Pangburn v. Culbertson, 200 F.3d 65 (2d Cir. 1999) 

XI. COUNT VI — TORTIOUS INTERFERENCE WITH CONTRACT 

96. Plaintiff repeats and realleges the previous allegations set forth herein. Defendants  

Sherwani, ASO, LLC, ASO1, LLC, Rhaine Knox, Admitech, Ltd., Masrour Barzani, Waysi 

Barzani, Wasman, tortiously interfered in the performance of the contract as in Exhibit C by  

circumventing Plaintiffs falsely accusing Plaintiff of non-performance, and directly making an  

agreement with Admitech, Ltd., Rhaine Knox, and other Admitech employees to deny Plaintiff  

the $10,775,000 owed under the contract in Exhibit C. In addition, the theft of IP technology  

during the demonstration, cost Plaintiffs the IP acquisition from Admitech, Ltd., securing 51%  

ownership of Newco shares, and an approximate 2% of the global market for the technology as  

described under the contract and agreements with Admitech.  

 The loss of revenue due to the tortious interference by Defendants,  according to Carnegie  

Endowment’s report on zero-click technology  in 2023 was $12 billion. Plaintiffs opportunity for  

ownership of the intellectual property and distribution rights caused Plaintiffs to lose  

 $450,000,000 in potential revenue.  

XII. COUNT VII — CIVIL EXTORTION / COERCION 

 97. Plaintiff repeats and realleges the previous allegations set forth herein.  Defendants  

Sherwani, ASO, LLC, ASO1, LLC, Masrour Barzani, Waysi Barzani, Wasman on conspired to  

commit extorsion against Plaintiffs through Whatsapp and other protocols relaying “all will be  

forgotten” and start “fresh” and Defendants would withdraw the criminal and civil contempt of  

court civil proceedings in state court in New York, if Plaintiffs perform demonstrations for the  

technology under the contract in Exhibit C on November 18, and November 19, 2025 days  
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before the scheduled contempt of court trial in Westchester County, NY. (Exhibit J). These  

communications include Defendants attempt to coerce Plaintiffs to a fraudulent deal behind their  

attorneys and Defendants Moore, Kittila, Greilsheimer, Halloran, et  

al. All Defendants were aware of the extortive and coercive threats and conspired to promote the  

intimidation and extortive threats by pursuing criminal contempt. Further, Wasman continued to  

approach Plaintiffs through Whatsapp communication in June 2023 with intentions to move f 

forward. 

Statutes: 

• N.Y. Penal Law §155.05(2)(e) 

• N.Y. Penal Law §135.60 

XIII. COUNT VIII —FRAUD, CIVIL CONSPIRACY, AND SCHEME TO DEFRAUD 

(Common Law Fraud; 42 U.S.C. §§1983, 1985, 1986; Wire Fraud as Unlawful Conduct) 

A. Federal Statutory Basis 

98. This count arises under federal law including: 

• 42 U.S.C. §1983 (deprivation of constitutional rights under color of state law); 

• 42 U.S.C. §1985(3) (civil rights conspiracy); 

• 42 U.S.C. §1986 (failure to prevent conspiracy); 

• federal question jurisdiction under 28 U.S.C. §1331; 

• supplemental jurisdiction under 28 U.S.C. §1367. 

99. Plaintiff repeats and realleges the previous allegations set forth herein.  Defendants  

engaged in a coordinated scheme to defraud Plaintiff, deprive Plaintiff of property and  

contractual rights, and misuse state judicial authority. 

100. Defendants’ conduct included acts constituting wire fraud in violation of 18 U.S.C.  

§1343, which form part of the unlawful scheme and constitute wrongful conduct supporting  

Plaintiff’s civil claims. 

B. Fraudulent Scheme and Enterprise 
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101. Plaintiff repeats and realleges the previous allegations set forth herein.  Defendants  

devised and executed a scheme to defraud Plaintiff through an associated  

enterprise consisting of corporate entities, individuals, and agents acting in concert. 

     102. The enterprise operated through coordinated communications, shared objectives, and  

division of roles designed to obtain Plaintiff’s proprietary technology, contractual rights, and  

business opportunities through deception which commenced from the signing of the contract and  

the memo of understanding in 2023. 

103. Upon information and belief, one or more defendant entities were created or used as 

sham or front companies lacking independent commercial purpose and used to conceal  

beneficial ownership and the true purpose of the transaction and the beneficial owner.  ASO,  

LLC was utilized to conceal the true beneficial owner, foreign principals Barzani brothers, and 

 conceal Defendants’ work was required to file under FARA promoting the work and spy agency  

of a foreign country, namely, Kurdistan Regional Government.  The enterprise by Defendants  

continues to be through other court pleadings in the U.S. and judgments affirmed in the United  

States by Barzani and Defendant family, a continual enterprise of decades-long pattern of illicit  

behavior in the United States funneling funds from U.S. Government contracts into private  

enterprises for the benefit of foreign principals using experts, representatives, agents, and  

lawyers, to conceal those activities. See Revend, et al. v. Barzani, Yakob v., Barzani, Lalav  

Group, et al., Moore v. Barzani, et al., (SDNY) . 

C. Defendants’ enterprise had a common objective to: 

• induce Plaintiff into contractual relations through false pretenses; 

• obtain access to Plaintiff’s technology and proprietary systems; 

• interfere with Plaintiff’s contractual performance; 

• destroy Plaintiff’s business operations; 

• misuse judicial process, including criminal contempt proceedings, to coerce Plaintiff. 
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 D. (Rule 9(b)) 

104. Defendants made material misrepresentations and omissions of fact including: 

• the identity, authority, and beneficial ownership of contracting entities; 

• the legitimacy and commercial purpose of the transaction; 

• Defendants’ intent and ability to perform contractual obligations; 

• the intended use of Plaintiff’s proprietary technology; 

• the legal consequences and authority asserted against Plaintiff. 

105. These representations were false when made. 

Defendants knew the statements were false or acted with reckless disregard for their truth. 

     106. Defendants intended Plaintiff to rely on these representations. 

Plaintiff reasonably relied on the misrepresentations. 

    107. Plaintiff suffered substantial economic harm exceeding $11 million. 

Rule 9(b) Authorities: 

• Fed. R. Civ. P. 9(b) 

• Lerner v. Fleet Bank, 459 F.3d 273 (2d Cir. 2006) 

• ECA, Local 134 IBEW v. JP Morgan Chase Co., 553 F.3d 187 (2d Cir. 2009) 

E. Wire Fraud as Part of the Scheme — 18 U.S.C. §1343 

108. Defendants executed the fraudulent scheme through interstate and international  

electronic communications, including emails, electronic transmissions, and wire transfers. 

109. The wire communications were used to: 

• transmit false representations; 

• induce contractual performance; 

• coordinate enterprise activities; 

• obtain money and proprietary information; 

• advance the scheme to defraud. 

110. Such conduct constitutes wire fraud under 18 U.S.C. §1343, which prohibits schemes to  

defraud using interstate wire communications. 
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Authorities: 

• 18 U.S.C. §1343 

• Bridge v. Phoenix Bond & Indem. Co., 553 U.S. 639 (2008) (scheme to defraud 

framework) 

• United States v. Finazzo, 850 F.3d 94 (2d Cir. 2017) (elements of wire fraud) 

• United States v. Binday, 804 F.3d 558 (2d Cir. 2015) (intent to defraud standard) 

111. The wire fraud conduct constitutes wrongful and fraudulent means supporting Plaintiff’s  

civil claims. 

F. §1983 Civil Conspiracy 

112. Defendants knowingly agreed and acted in concert to inflict unconstitutional injury and  

economic harm. 

113. The agreement is demonstrated by coordinated actions, communications, and shared  

objectives. 

114. Defendants committed overt acts including: 

• coordinated misrepresentations; 

• use of front entities in the contract such as ASO, LLC 

• interference with contractual performance; 

• misuse of criminal contempt proceedings to coerce Plaintiff as filed in October 2025. 

Authorities: 

• Adickes v. S.H. Kress & Co., 398 U.S. 144 (1970) 

• Dennis v. Sparks, 449 U.S. 24 (1980) 

• Pangburn v. Culbertson, 200 F.3d 65 (2d Cir. 1999) 

• Ciambriello v. County of Nassau, 292 F.3d 307 (2d Cir. 2002) 

G. §1985(3) Conspiracy 

115. Defendants conspired to deprive Plaintiff of federally protected rights through abuse of  

governmental power and judicial process. 

Authorities: 

• Griffin v. Breckenridge, 403 U.S. 88 (1971) 

• United Brotherhood of Carpenters v. Scott, 463 U.S. 825 (1983) 
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H. §1986 Failure to Prevent 

116. Defendants with knowledge of the conspiracy failed to prevent its execution. 

I. Pattern and Continuity of Conduct 

117. Defendants’ actions constituted a coordinated and continuous pattern of conduct rather  

than isolated acts. 

118. The enterprise demonstrated continuity through repeated fraudulent conduct,  

coordinated business interference, and sustained efforts to obtain Plaintiff’s technology and  

destroy Plaintiff’s business. This pattern of behavior is well documented over decades with  

Barzani brothers, and other Defendants including family members in this court, public records,  

international arbitration cases, the U.K., U.S. State Department and FBI records and statements,  

credible media reports, and the United Nations. 

J. Misuse of Criminal Contempt as Instrument of Fraud 

119. Defendants invoked criminal contempt proceedings in a civil action to coerce Plaintiff  

and advance the fraudulent scheme. 

120. Criminal contempt constitutes punitive state power implicating liberty interests. 

Authorities: 

• Bloom v. Illinois, 391 U.S. 194 (1968) 

• International Union, UMWA v. Bagwell, 512 U.S. 821 (1994) 

121. The coordinated misuse of criminal process supports liability for malicious prosecution  

and abuse of process. 

Authorities: 

• Manganiello v. City of New York, 612 F.3d 149 (2d Cir. 2010) 

• Cook v. Sheldon, 41 F.3d 73 (2d Cir. 1994) 

K. Plausibility Under Twombly and Iqbal 
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122. Plaintiff has alleged specific actors, objectives, overt acts, and resulting injury sufficient  

to state a plausible claim. 

Authorities: 

• Bell Atlantic Corp. v. Twombly, 550 U.S. 544 (2007) 

• Ashcroft v. Iqbal, 556 U.S. 662 (2009) 

L. Damages  

Plaintiff seeks compensatory damages, punitive damages, equitable relief, and attorneys’  

fees under 42 U.S.C. §1988. 

XIV. COUNT IX — ALTER EGO LIABILITY AND VEIL PIERCING 

123. Plaintiff repeats all prior allegations. 

124.  ASO LLC, ASO1, LLC and related entities were dominated and controlled by Masrour 

Barzani and Waysi Barzani and the ultimate decision makers controlling the contract.  

ASO LLC and related entities operated as instrumentalities or alter egos for the personal interests  

of Masrour Barzani and Waysi Barzani. 

125. Such domination was used to commit wrongful acts including interference with  

contractual relations and misuse of corporate form. 

126. The corporate structure was used to perpetrate fraud or injustice against Plaintiffs and  

hide activities from public scrutiny and beneficial ownership who are foreign principals Masrour  

Waysi Barzani, and Khasrou Wasman on behalf of the Kurdistan Regional Government. 

127. Equity requires piercing the corporate veil and imposing liability on Masrour Barzani  

and Waysi Barzani, Khasrou Wasman, Afan Sherwani (who has never in court argued in New 

York he holds sovereign immunity), individually. 

Authorities: 

• Morris v. N.Y. State Dep’t of Taxation & Fin., 82 N.Y.2d 135 (1993) 
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• MAG Portfolio Consultant v. Merlin Biomed Group, 268 F.3d 58 (2d Cir. 2001) 

XV. DAMAGES 

128. Plaintiff seeks: 

• compensatory damages 

• lost profits 

• consequential damages 

• punitive damages (Smith v. Wade, 461 U.S. 30 (1983)) 

• attorneys’ fees under 42 U.S.C. §1988 

• injunctive relief 

XVI. PRAYER FOR RELIEF 

WHEREFORE Plaintiffs demands judgment for: 

1. COUNTS I and IX against Defendants Sherwani, ASO, LLC, ASO1, LLC, Masrour Barzani,  

Waysi Barzani, Khasro Wasman, John Does 1-5, Plaintiffs demand relief in the amount of 

$460,000,000 for compensatory damages. 

2. COUNTS II, III, IV, V, VI, VII, VIII, X, XI, XII, XIII, XIV, XV, XVI,  against All  

Defendants, Plaintiffs demand relief in the amount of $100,000,000 in punitive damages. 

3. Injunctive Relief: Plaintiffs ask for injunctive relief from the court to immediately stay all  

proceedings in state court, and set-aside all orders from the Westchester Commercial Division 

Court, based on the fraud, misrepresentation, and fraud on the court as specified in this 

Complaint effective immediately. 

4. Attorneys’ Fees and Costs: All fees and costs related to the actions and harm by Defendants. 

5. Other Relief:  Such other relief as the Court deems just 
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XVI. JURY DEMAND 

Plaintiff demands trial by jury. 

Respectfully submitted, 

 

/s/Ben Jamil, individual       /s/February 27, 2026 

HSS Development Group,  

Cyber Communications  

35 Saxon Woods Road 

White Plains, NY 10605 

37@secintel.com 
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EXHIBIT A 
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At an IAS Part __ of the Supreme Court of 
the State of New York, held in and for the 
County of Westchester, at the Courthouse 
located at 111 Dr. Martin Luther King Jr. 
Blvd., White Plains, New York, Courtroom 
103, on October __, 2025. 

PRESENT:  Hon. Linda S. Jamieson        
J.S.C. 

SUPREME COURT OF THE STATE OF NEW YORK 
COUNTY OF WESTCHESTER 

ASO LLC and AFAN SHERWANI (f/k/a AFAN 
OMAR), 

Plaintiffs, 

v. 

HHS DEVELOPMENT GROUP LTD. and 
CYBER COMMUNICATIONS CONTROL 
GROUP INC., 

Defendants. 

Index No.:  64236/2023 

Motion Sequence No. 10 

ORDER TO SHOW 
CAUSE AS TO WHY 
DEFENDANTS AND 
BEN JAMIL SHOULD 
NOT BE HELD IN 
CRIMINAL AND CIVIL 
CONTEMPT 

UPON reading and filing of the accompanying memorandum of law, the documents filed 

on the docket in this case on NYSCEF, and upon all the papers and proceedings heretofore had 

herein, and good cause having been alleged, it is hereby: 

ORDERED that Defendants HHS Development Group Ltd. and Cyber Communications 

Control Group Inc. (together, “Defendants”) and Defendants’ principal, Mr. Ben Jamil, show cause 

before this Court at IAS Part __, at the Courthouse located at 111 Dr. Martin Luther King Blvd., 

White Plains, New York, Courtroom 103, on __________, 2025, at _____ a.m./p.m., or as soon 

thereafter as counsel may be heard, why an Order should not be made and entered herein pursuant 

to Judiciary Law §§ 750(A) and 753(A) finding them in contempt of this Court’s Orders dated July 

28, and October 27, 2023; and it is further 
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·1· · · · · · · · Videoconference deposition upon oral

·2· ·examination of AFAN SHERWANI, taken on behalf of the

·3· ·Defendants, before Penny C. Wile, RPR, RMR, CRR,

·4· ·E-Notary Public for the Commonwealth of Virginia at

·5· ·large, taken pursuant to notice, commencing at 9:35 a.m.

·6· ·EST on January 29, 2025, via Zoom Videoconference; and

·7· ·this pursuant to Article 31 of the Civil Practice Law

·8· ·and Rules of the Commercial Division Rules.

·9· · · · · · · · · · ·-· · -· · -

10· · · · · · · · AFAN SHERWANI was sworn and deposed on

11· ·behalf of the Defendants as follows:

12· ·EXAMINATION BY COUNSEL FOR THE DEFENDANTS:

13· ·BY MR. RUTHERFORD:

14· · · · · Q.· · Good morning, Mr. Sherwani.

15· · · · · A.· · Good morning.

16· · · · · Q.· · My name is Tyler Rutherford.· I represent

17· ·the defendants and counterclaim plaintiffs in this

18· ·action, HSS Development Group, Limited and Cyber

19· ·Communications Control Group, Incorporated.

20· · · · · · · · Have you ever been deposed before?

21· · · · · A.· · No.

22· · · · · Q.· · Have you ever testified in court before?

23· · · · · A.· · No.

24· · · · · Q.· · The court reporter just placed you under

25· ·oath.· Do you understand that means you must tell the



·1· ·truth here today?

·2· · · · · A.· · Yes, I do.

·3· · · · · Q.· · This is a formality, and I apologize, but

·4· ·it is a standard question:· Are you under the influence

·5· ·of any drugs, alcohol, medications, that would prevent

·6· ·you from answering my questions truthfully and cogently

·7· ·here today?

·8· · · · · A.· · No.

·9· · · · · Q.· · Is there any medical reason or otherwise

10· ·that you cannot remember or testify accurately today?

11· · · · · A.· · No.

12· · · · · Q.· · And as Madam Court Reporter noted, please

13· ·let me finish asking my question before providing the

14· ·answer.· If you do not understand my question, please

15· ·let me know and I can try to rephrase or repeat the

16· ·question.

17· · · · · · · · And given that this proceeding is being

18· ·transcribed, it's important to give a verbal answer, so

19· ·no like head nods or shakes.· It's yes, no, that sort of

20· ·thing.· Does that make sense?

21· · · · · A.· · Yes.

22· · · · · Q.· · If at any time you need a break, please

23· ·just let me know and we'll take a break.

24· · · · · A.· · Sure.

25· · · · · Q.· · Given that this is on Zoom -- typically



·1· ·with in-person depositions we can see everyone that's in

·2· ·the room -- so I'm just going to ask, is there anyone in

·3· ·the room with you today?

·4· · · · · A.· · No.

·5· · · · · Q.· · And do you have anything in front of you,

·6· ·besides obviously your computer screen?

·7· · · · · A.· · Only my monitor and the desktop, too, but

·8· ·it's turned off.

·9· · · · · Q.· · Have you done anything to prepare for this

10· ·deposition?

11· · · · · A.· · Nothing officially, no.

12· · · · · Q.· · Did you speak with anyone about your

13· ·deposition?

14· · · · · A.· · Yes.· I speak with my lawyer yesterday.

15· · · · · Q.· · All right.· Okay.· And let's kind of just

16· ·do the basics first and talk about ASO, LLC and what it

17· ·is and what kind of work and industries it transacts in.

18· ·So what is ASO, LLC?

19· · · · · A.· · It's a technical company.

20· · · · · Q.· · And what does -- like what industry --

21· ·what does it do?· What is its function?

22· · · · · A.· · It provides technical consultation.

23· · · · · Q.· · Technical consultations in what?· Is there

24· ·a particular area that it provides technical

25· ·consultations on?



·1· · · · · A.· · Whatever is needed.· Nothing in

·2· ·particular.

·3· · · · · Q.· · Is one of those technical consultations in

·4· ·the area of cybersecurity?

·5· · · · · A.· · Yeah.· One of them is also cybersecurity.

·6· · · · · Q.· · What is the ownership structure of ASO?

·7· · · · · A.· · I'm the only owner, sir.

·8· · · · · Q.· · You're the only member of the company?

·9· · · · · A.· · Yes.· I'm the only member.

10· · · · · Q.· · Does ASO have any employees other than

11· ·yourself?

12· · · · · A.· · No.

13· · · · · Q.· · So you're the only individual associated

14· ·with ASO?

15· · · · · A.· · Yes.

16· · · · · Q.· · And how long have you been with ASO?· When

17· ·did you form ASO?

18· · · · · A.· · 2018.

19· · · · · Q.· · Are you -- given you're the sole

20· ·individual associate with ASO, do you take a salary or

21· ·do you distribute the profits of the company to

22· ·yourself?

23· · · · · A.· · Yes, we do the salary.

24· · · · · Q.· · Do you have any other jobs or positions

25· ·with any other entities or organizations?



·1· · · · · A.· · Yes.

·2· · · · · Q.· · Could you tell me about those?

·3· · · · · A.· · I also have another LLC as the property

·4· ·manager.

·5· · · · · Q.· · Does that LLC have -- sorry.· I thought I

·6· ·heard feedback.

·7· · · · · · · · Is there -- that other LLC that you were

·8· ·mentioning, the property management, does that have

·9· ·anything to do with ASO at all?

10· · · · · A.· · It's a property manager.· The other one is

11· ·technical consultation.

12· · · · · Q.· · And has ASO ever employed independent

13· ·contractors?

14· · · · · A.· · Independent contractors?· The only one --

15· ·we already have a contract with -- the only contract

16· ·that we have, it was with HSS, Mr. Ben.

17· · · · · · · · MR. GREILSHEIMER:· I think there is a

18· ·miscommunication --

19· · · · · · · · MR. RUTHERFORD:· I can rephrase.

20· · · · · · · · MR. GREILSHEIMER:· -- with the question.

21· · · · · · · · THE WITNESS:· Sorry.

22· ·BY MR. RUTHERFORD:

23· · · · · Q.· · So independent contractor, when I'm

24· ·referring to that I'm referring to basically it's a type

25· ·of employee.



·1· · · · · · · · But has ASO at any point hired in some

·2· ·capacity an individual or individuals to work --

·3· · · · · A.· · No.· Sorry.

·4· · · · · Q.· · No.· That's okay.· And we'll get to later

·5· ·on about contracts with ASO.

·6· · · · · · · · And so I guess I'll actually stick along

·7· ·the lines of contracts.· Given you're the only

·8· ·individual associated with ASO, is it fair to say you

·9· ·negotiate all of the contracts that ASO enters into?

10· · · · · A.· · Yes.

11· · · · · Q.· · Are you familiar with negotiating

12· ·contracts?

13· · · · · A.· · No.· Not too much, no.

14· · · · · Q.· · How many contracts would you say you've

15· ·negotiated and entered into?

16· · · · · A.· · Only one.

17· · · · · Q.· · And when you say only one, are you

18· ·speaking as ASO's only negotiated and entered into one

19· ·contract?

20· · · · · A.· · Yes.· Correct.

21· · · · · Q.· · Now, taking a step back from ASO, you as

22· ·an individual, how many contracts have you negotiated,

23· ·entered into, roughly?

24· · · · · A.· · The only contract, it was the one which we

25· ·did, the ASO one.· ASO, the only one that -- it's the



·1· ·only one.· That's the only one.

·2· · · · · Q.· · So that's the only contract that you as an

·3· ·individual, setting aside ASO, has ever negotiated and

·4· ·entered into?

·5· · · · · A.· · Correct.

·6· · · · · Q.· · Okay.· We might come back to that.

·7· · · · · A.· · Uh-huh.

·8· · · · · Q.· · Are you associated with any other

·9· ·litigation in the United States?

10· · · · · A.· · I don't understand the question.

11· · · · · Q.· · Do you have any role in or are you

12· ·associated with any other currently pending litigation

13· ·in the United States?

14· · · · · A.· · No.

15· · · · · Q.· · Have you ever been involved with or

16· ·associated with any other litigation in the United

17· ·States?

18· · · · · A.· · No.

19· · · · · Q.· · Does anyone else have the authority to

20· ·enter into binding contracts on behalf of ASO?

21· · · · · A.· · No.

22· · · · · Q.· · Do you consider yourself to be an

23· ·experienced negotiator?

24· · · · · A.· · No.

25· · · · · Q.· · Have you ever walked away from an offer



·1· ·while negotiating a contract?

·2· · · · · A.· · No.

·3· · · · · Q.· · Have you ever agreed to a contract and not

·4· ·complied with its terms?

·5· · · · · A.· · No.

·6· · · · · · · · Sorry.· Not complain?

·7· · · · · Q.· · Not complied with the terms of the

·8· ·contract.

·9· · · · · A.· · Can you explain more?

10· · · · · Q.· · I can rephrase the question.

11· · · · · · · · Have you ever entered into a contract and

12· ·then breached the contract by not complying with the

13· ·terms of the agreement?

14· · · · · A.· · No.

15· · · · · Q.· · Let's take a step back from ASO and ask --

16· ·you know, switch to some background information.

17· · · · · · · · So you currently reside in Virginia.· And

18· ·you're the sole owner of ASO.· What did you do starting

19· ·ASO?

20· · · · · A.· · I just moved to country 2017.

21· · · · · Q.· · And before moving to the United States,

22· ·where did you reside?

23· · · · · A.· · In Europe.· I was working for the

24· ·Kurdistan government.

25· · · · · Q.· · Do you have -- did you obtain any higher



·1· ·education from like a college or university?

·2· · · · · A.· · Yes.· I have a bachelor's in Applied

·3· ·Science.

·4· · · · · Q.· · And have you ever used the degree, Applied

·5· ·Science?

·6· · · · · A.· · No.

·7· · · · · Q.· · As you mentioned, prior to the United

·8· ·States you were working for the Kurdistan government.

·9· ·What were you doing for the Kurdistan government?

10· · · · · A.· · IT department.

11· · · · · Q.· · How long were you in that position, in the

12· ·IT department?

13· · · · · A.· · Since 2000.

14· · · · · Q.· · Oh.· So you were there for a while?

15· · · · · A.· · Yes.

16· · · · · Q.· · And what was your role in the IT

17· ·department?· What were your day-to-day functions?

18· · · · · A.· · Anything related to IT.

19· · · · · Q.· · So when you say anything related to IT, is

20· ·that -- expand upon that a little bit more.· Are you

21· ·referring to, you know, fixing technical problems with,

22· ·you know, computers or are you talking like on a larger

23· ·scale of coding and that kind of stuff?

24· · · · · A.· · Stuff connected to the computer.

25· · · · · Q.· · Did you do anything else in that role



·1· ·other than assisting with computer issues?

·2· · · · · A.· · No.

·3· · · · · Q.· · And so you moved to the United States in

·4· ·2017, and a year later formed ASO; is that fair?

·5· · · · · A.· · Correct.

·6· · · · · Q.· · What was the -- what brought you to the

·7· ·United States in 2017?

·8· · · · · A.· · We win the lottery, and that was --

·9· · · · · Q.· · The visa lottery?

10· · · · · A.· · Yes.

11· · · · · Q.· · So turning back to ASO and the issues

12· ·pertaining to this litigation, you've brought an action

13· ·against HSS Development Group, Limited and Cyber

14· ·Communications Control Group, Incorporated.· Do you

15· ·recall when you first encountered or learned of HSS

16· ·Development Group, Limited?· And for ease of reference

17· ·I'm just going to refer to that entity as HSS throughout

18· ·this deposition.

19· · · · · A.· · I can't remember exactly when I learn

20· ·about them, but it was about 2019, and I get email from

21· ·them first.

22· · · · · Q.· · And same question but in regards to Cyber

23· ·Communications Control Group.· So when did you learn or

24· ·hear about that company?

25· · · · · A.· · Actually, I think it was about after



·1· ·the -- I don't remember when I learn about it.· Maybe

·2· ·2022 or 2023.· I'm not sure.

·3· · · · · Q.· · And so you mentioned that your first

·4· ·interaction with HSS was an email around 2019.· Did you

·5· ·start to do business with HSS in 2019?

·6· · · · · A.· · We just got email from them.· It was the

·7· ·advertising email that said they are -- be able to

·8· ·intercept the phones, iOS and Android.· And I was -- I

·9· ·just called him to see if they are able to do that or

10· ·not.

11· · · · · Q.· · And you said called him.· Who is that him

12· ·you're referring to?

13· · · · · A.· · I spoke with Ben on that time, emailed and

14· ·called.

15· · · · · Q.· · Ben Jamil?

16· · · · · A.· · Ben Jamil, yeah.

17· · · · · Q.· · And that occurred in 2019?

18· · · · · A.· · Not sure exactly, but it should be 2019,

19· ·something like that.

20· · · · · Q.· · And did you move forward with purchasing

21· ·the equipment that you discussed with Ben at that time,

22· ·in 2019?

23· · · · · A.· · No.

24· · · · · Q.· · No?

25· · · · · · · · Why not?



·1· · · · · A.· · We interested in the iOS, and they don't

·2· ·have iOS on that.

·3· · · · · Q.· · And when you say they do not have iOS,

·4· ·what are you referring to in they?

·5· · · · · A.· · IPhones.· To be able to intercept the

·6· ·iPhone program.

·7· · · · · Q.· · But the they in that sentence, are you

·8· ·referring to HSS?

·9· · · · · A.· · HSS.· Mr. Benjamin.

10· · · · · Q.· · And so after that encounter with HSS and

11· ·Mr. Jamil in 2019, did you reach out to them again

12· ·regarding purchasing equipment?

13· · · · · A.· · Yes.· I received another email maybe

14· ·2020-2021, and I just called him to confirm.· And it was

15· ·the same scenario.· They say they don't have the

16· ·capability of iOS.

17· · · · · Q.· · Okay.· So after that instance that

18· ·occurred in 2020 or 2021, was there another time that

19· ·you reached out inquiring about purchasing their

20· ·equipment?

21· · · · · A.· · Yeah.· The last time was November of --

22· ·I'm not sure it's November or December, or maybe

23· ·October.· Not exactly.· But it was 2022 when we talk and

24· ·they say they have the system.

25· · · · · Q.· · And so, then, in total is it fair to say



·1· ·you had three interactions with Mr. Jamil and HSS

·2· ·regarding potential purchases of equipment?

·3· · · · · A.· · Correct.

·4· · · · · Q.· · Okay.

·5· · · · · A.· · Yeah.

·6· · · · · Q.· · During those three encounters, did you

·7· ·ever speak to anyone other than Mr. Jamil?

·8· · · · · A.· · There was -- I think someone, his name

·9· ·Stefan.· I'm not sure.· And he referred me to Mr. Jamil.

10· · · · · Q.· · And so the encounter that happened in the

11· ·fall of 2022, tell me a little bit more about how that

12· ·encounter started and how that process worked.

13· · · · · A.· · Like always, I received an email, called

14· ·them.· And Mr. Benjamin say they have the system for

15· ·both iOS and Android.· We schedule a meeting.· And

16· ·that's when it started.

17· · · · · Q.· · And so this email that you reference, is

18· ·it like an advertisement, something you get from like a

19· ·store?

20· · · · · A.· · Yes.· Yes.

21· · · · · Q.· · And at that time were you aware if HSS had

22· ·successfully delivered on selling any of the systems

23· ·previously?

24· · · · · A.· · No.

25· · · · · Q.· · And why were you looking to purchase the



·1· ·system in 2022?

·2· · · · · A.· · The Kurdish government, they told me they

·3· ·are interested in the project and they are willing to

·4· ·buy it.

·5· · · · · Q.· · When the government reached out to you,

·6· ·was that in connection with or because you had

·7· ·previously worked in the IT department there?

·8· · · · · A.· · Yes.

·9· · · · · Q.· · Do you recall who reached out to you?

10· · · · · A.· · It's the IT department.· The manager of

11· ·the IT department.

12· · · · · Q.· · So the manager of the IT department of the

13· ·government reached out to you?· Okay.

14· · · · · · · · And did you tell the manager about the

15· ·system or was he already aware of the system?

16· · · · · A.· · We already were -- your question is --

17· ·refer to when?

18· · · · · Q.· · I can rephrase.

19· · · · · · · · So you mentioned how the manager of the IT

20· ·department of the government reached out to you and

21· ·stated that the government was interested in the system.

22· ·My question is --

23· · · · · A.· · Sorry.· Let me correct that one.· They

24· ·were interested to a system, but they didn't know that

25· ·the Ben has this system before.· They say there is



·1· ·something like that existed and we're interested to

·2· ·purchase.· And that way I was looking.· And then I

·3· ·received Ben's email, and from there.

·4· · · · · Q.· · All right.· Well, let me see if I

·5· ·understand.

·6· · · · · · · · So the manager of the IT department of the

·7· ·government told you, hey, we're looking for something

·8· ·that can do X, Y, Z, and you received the email from HSS

·9· ·and you went, oh, that meets what the government's

10· ·looking for, and so that's how the sequence of events

11· ·occurred?

12· · · · · A.· · Right.· Yes.

13· · · · · Q.· · Thank you.

14· · · · · · · · Do you recall the name of the manager?

15· · · · · A.· · It's Mr. Barzani.

16· · · · · Q.· · Okay.· So we've established -- we're at

17· ·the point now where you received the email from HSS, you

18· ·contacted Ben, and there was interest.· So what happened

19· ·after that?

20· · · · · A.· · We visited New York.

21· · · · · Q.· · And when you say we visited New York --

22· · · · · A.· · I am the only one.· I visited Ben in New

23· ·York.

24· · · · · Q.· · And what was the purpose of that visit in

25· ·New York?



·1· · · · · A.· · To get some information about the project

·2· ·that Ben was, HSS.

·3· · · · · Q.· · And the project -- I just want to make

·4· ·sure we're talking about the same thing.· We're talking

·5· ·about the system --

·6· · · · · A.· · The system.· Correct.· Yes.

·7· · · · · Q.· · And could you tell me what your

·8· ·understanding of what the system was supposed to do?

·9· · · · · A.· · The system supposed to do -- with

10· ·Zero-Click be able to intercept all iOS and Android

11· ·phone.

12· · · · · Q.· · And so the meeting you had with Mr. Jamil

13· ·in December of 2022, do you recall who was present at

14· ·that meeting other than you and Mr. Jamil?

15· · · · · A.· · Can you explain more?· I don't know what

16· ·you mean.

17· · · · · Q.· · Sure.· I can rephrase.

18· · · · · · · · You mentioned that you met with Mr. Jamil

19· ·in New York in December 2022 about wanting to get

20· ·information about the system.· Was there anyone else

21· ·present during that meeting?

22· · · · · A.· · Yes.· I was -- someone else from Ben

23· ·Jamil's office.· It was EJ, if I'm not -- I think it was

24· ·EJ.

25· · · · · Q.· · EJ, Mr. Jamil's son?



·1· · · · · A.· · I believe it was EJ.· He was -- yes.

·2· · · · · Q.· · So it was just you, Mr. Jamil, and then

·3· ·EJ?

·4· · · · · A.· · Yes.

·5· · · · · Q.· · And do you recall the outcome of that

·6· ·December 2022 meeting with Mr. Jamil and EJ?

·7· · · · · A.· · What do you mean about that?· I didn't get

·8· ·the question.

·9· · · · · Q.· · Sure.· I can...

10· · · · · · · · At the meeting in December 2022, what

11· ·transpired?· Did you obtain the information?· Tell me

12· ·about the meeting.

13· · · · · A.· · Yeah.· They show me some presentation and

14· ·explain the system to me.· And they said they are -- be

15· ·able to come to Erbil to do the demonstration for the

16· ·system.

17· · · · · Q.· · And at that time did you discuss with

18· ·Mr. Jamil the requirements of the demonstration?

19· · · · · A.· · They send me email.· And the only

20· ·requirement was internet.· And I prepared the internet

21· ·for them.· It was -- they're asking for about 500 to 1

22· ·giga.· And I have prepared 1 gigabyte internet for them.

23· · · · · Q.· · So you provided 1 gigabyte of download

24· ·speed?

25· · · · · A.· · Download and -- yeah.· Both of them.



·1· ·Download and upload speed was 1 gigabyte in Erbil.· They

·2· ·provide that for them.

·3· · · · · Q.· · And this demonstration in Erbil, is this

·4· ·the December --

·5· · · · · A.· · Yes.

·6· · · · · Q.· · -- demonstration?

·7· · · · · · · · And do you recall who was supposed to be

·8· ·present at the December demonstration in Erbil?

·9· · · · · A.· · Yes.· It was me and General.· One, his

10· ·name is General.· And someone, his name is Sarwan.

11· · · · · Q.· · Could you spell that last name?

12· · · · · A.· · The last name is Aziz, A-Z-I-Z.

13· · · · · Q.· · Thank you.

14· · · · · A.· · And from the Jamil's group it was Shaun.

15· ·And I don't know -- actually, I don't remember the name

16· ·of the other one.· Stefan.· It's Rhaine, I believe.

17· ·Rhaine, Shaun, and Stefan.

18· · · · · Q.· · So Shaun and Rhaine were with the

19· ·General's group?

20· · · · · A.· · No.· It was with Ben's group.

21· · · · · Q.· · Ben's group.· Thank you.· Just wanted

22· ·clarification on that.

23· · · · · · · · Sticking with the software and trying to

24· ·find a system like this, have you interviewed other

25· ·companies for this type of system?



·1· · · · · A.· · What do you mean about interview?

·2· · · · · Q.· · So going back to earlier in our

·3· ·conversation, you mentioned how that the manager of the

·4· ·IT department, I believe you said his name was

·5· ·Mr. Barzani, I think is what you said --

·6· · · · · A.· · (Moved head up and down.)

·7· · · · · Q.· · -- had kind of given you the general

·8· ·specifications of what they were looking for.· And so

·9· ·other than HSS, were there any other companies that you

10· ·contacted or interviewed that had the potential software

11· ·system that you were looking for?

12· · · · · A.· · Yes.

13· · · · · Q.· · How many other companies?

14· · · · · A.· · I don't remember.· I receive several

15· ·email.· And whoever they said they have it, I just

16· ·contacted.

17· · · · · Q.· · Going back to the -- sorry.· Backtracking

18· ·a little bit.

19· · · · · · · · So for the ad that went out in the fall of

20· ·2022 that prompted you to reach out to Mr. Jamil, do you

21· ·recall if Mr. Jamil told you via phone or email that

22· ·that system could do iOS?

23· · · · · A.· · Before that email.

24· · · · · Q.· · So turning back to the December meeting --

25· ·let's see if I can have -- I'm going to show you a



·1· ·document.· It's going to be the Memorandum of

·2· ·Understanding.· I believe we have it marked as Exhibit

·3· ·D.

·4· · · · · · · · MR. RUTHERFORD:· So just put -- I think

·5· ·it's D.· Bear with me for a second.

·6· · · · · · · · MR. GREILSHEIMER:· If you scroll up a tiny

·7· ·bit just before Exhibit A, you have a document marked

·8· ·MOU.

·9· · · · · · · · MR. RUTHERFORD:· Yeah.· That's not the one

10· ·I want.· It's in my binder.

11· · · · · · · · Perfect.

12· · · · · · · · · · · · · · · ·(Exhibit A was marked and

13· · · · · · · · · · · · · attached to the transcript.)

14· ·BY MR. RUTHERFORD:

15· · · · · Q.· · So I'm showing you what will be Exhibit A.

16· ·Can you see this in front of you, sir?

17· · · · · · · · MR. GREILSHEIMER:· I'm sorry.· From the

18· ·Dropbox which document is this?

19· · · · · · · · MR. RUTHERFORD:· This is Exhibit E from

20· ·the Dropbox.· I'm going out of order.

21· · · · · · · · MR. GREILSHEIMER:· There is no such thing

22· ·as an order.· I want to be able to follow it along.

23· ·It's easier to read it on the second screen where it's

24· ·bigger.

25· · · · · · · · MR. RUTHERFORD:· Absolutely.



·1· · · · · · · · I'm going to ask my colleague,

·2· ·Mr. McCauley, just to scroll through the document so you

·3· ·can see.

·4· ·BY MR. RUTHERFORD:

·5· · · · · Q.· · So, sir, do you recognize this document?

·6· · · · · A.· · Yes, I recognize it.

·7· · · · · · · · MR. RUTHERFORD:· Do you want to go back to

·8· ·page 3?

·9· ·BY MR. RUTHERFORD:

10· · · · · Q.· · It's Bates labeled Def. JLF 0669.· And,

11· ·sir, is that your signature on this document?

12· · · · · A.· · Yes.

13· · · · · · · · MR. RUTHERFORD:· We can go back to the top

14· ·of the page, the first page.· Thank you.

15· ·BY MR. RUTHERFORD:

16· · · · · Q.· · So this is a Memorandum of Understanding.

17· ·And it appears that you personally entered into this

18· ·agreement with HSS and Cyber Communications Control

19· ·Group.· And it's dated December 3rd, 2022.· So could

20· ·you -- do you recall entering into this document?

21· · · · · A.· · Yes, I entered into this document.

22· · · · · Q.· · What was the circumstances of entering

23· ·into this document?· Was this -- I'll leave it at that,

24· ·and I'll follow up.

25· · · · · A.· · Sorry.· Can you repeat the question?



·1· · · · · Q.· · Sure.· It was a bad question.

·2· · · · · · · · Is this Memorandum of Understanding a

·3· ·product of that meeting that you had with Mr. Jamil and

·4· ·EJ in December of 2022?

·5· · · · · A.· · Yes.

·6· · · · · Q.· · Did you enter into this at the meeting?

·7· · · · · A.· · Yes, I entered into.

·8· · · · · Q.· · And if we look at the second paragraph, it

·9· ·says "Presentations and demonstrations of its cyber

10· ·surveillance system, the Intellus Zero-Click."· Is that

11· ·the system we've been discussing?

12· · · · · A.· · Yes.

13· · · · · Q.· · If we go to the first paragraph, there's

14· ·discussions about providing a presentation demonstration

15· ·on December 15th, 2022.· Is that the presentation that

16· ·you were referencing earlier?

17· · · · · A.· · Yes.

18· · · · · · · · MR. GREILSHEIMER:· You're referring not to

19· ·the first paragraph but the paragraph numbered 1?

20· · · · · · · · MR. RUTHERFORD:· Thank you.· The paragraph

21· ·numbered 1.

22· ·BY MR. RUTHERFORD:

23· · · · · Q.· · And going down to the paragraph numbered

24· ·2, it mentions the payment of $60,000 to HSS and Cyber.

25· ·Could you tell me about that payment?· What was --



·1· ·first, did you make that payment?

·2· · · · · · · · MR. GREILSHEIMER:· Object to form.

·3· ·Mischaracterizes the document.

·4· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

·5· ·BY MR. RUTHERFORD:

·6· · · · · Q.· · Sir, could you tell me about the provision

·7· ·in the paragraph number 2, particularly about the

·8· ·$60,000?

·9· · · · · A.· · The $60,000, Ben told me they need that

10· ·money to bring their technician -- five technician and

11· ·for bring the system, pickup, and expenses.

12· · · · · Q.· · And so the five technicians --

13· · · · · A.· · That's correct.

14· · · · · Q.· · Do you know who those five technicians

15· ·were?

16· · · · · A.· · No.

17· · · · · Q.· · Do you know where they were coming from?

18· · · · · A.· · No.

19· · · · · Q.· · Do you know --

20· · · · · A.· · At that time I didn't know.

21· · · · · Q.· · Do you currently know where they were

22· ·coming from, as you sit here today?

23· · · · · A.· · Yeah.· Two of them was coming from South

24· ·Africa.· One of them came from Europe.· And then these

25· ·other two.



·1· · · · · Q.· · Apologies.· But you said some were coming

·2· ·from South Africa.· And what's the other location you

·3· ·said?

·4· · · · · A.· · One of them, Stefan -- I believe it was

·5· ·Stefan, if I'm not wrong, is coming from Europe.

·6· · · · · · · · MR. GREILSHEIMER:· Europe.

·7· · · · · · · · MR. RUTHERFORD:· Europe.· Thank you.

·8· ·BY MR. RUTHERFORD:

·9· · · · · Q.· · And the individuals coming from South

10· ·Africa, what entity or company were they associated

11· ·with?

12· · · · · A.· · Admitech.

13· · · · · Q.· · What is Admitech?

14· · · · · A.· · It's a company related to -- one of the

15· ·partner of Mr. Ben, I believe.

16· · · · · Q.· · So Admitech is a partner with Mr. Jamil?

17· · · · · A.· · As I know, at that time they was working

18· ·for Mr. Jamil.

19· · · · · Q.· · Prior to your introduction -- sorry.· Let

20· ·me rephrase.

21· · · · · · · · Did you have any previous interactions

22· ·with Admitech --

23· · · · · A.· · No.

24· · · · · Q.· · -- before this interaction?

25· · · · · A.· · No.



·1· · · · · Q.· · Had you ever heard of Admitech prior to

·2· ·this transaction?

·3· · · · · A.· · No.

·4· · · · · Q.· · So is it fair to say Mr. Jamil introduced

·5· ·you to Admitech?

·6· · · · · A.· · Yes.

·7· · · · · Q.· · All right.· So turning to the second page

·8· ·of this document.· So we're looking at the paragraph

·9· ·numbered 13.· It says "System features to be

10· ·demonstrated."

11· · · · · A.· · Yes.

12· · · · · Q.· · Are these the features that were going to

13· ·be demonstrated at the December 15th demonstration that

14· ·we discussed earlier?

15· · · · · A.· · Yes.

16· · · · · Q.· · Is it fair to say some of these features

17· ·require the internet?

18· · · · · A.· · Yes.

19· · · · · Q.· · And that's why you were providing the 1

20· ·gig upload and download speed?

21· · · · · A.· · Yes.

22· · · · · Q.· · At the meeting you had with Mr. Jamil and

23· ·EJ, did you observe any of the features listed here?

24· · · · · A.· · Yes.· They explain it.

25· · · · · Q.· · So they explained the features to you at



·1· ·that meeting?

·2· · · · · A.· · Yes.· They say they have access to

·3· ·everything.· Not one-by-one, but they say they have

·4· ·access to everything.

·5· · · · · Q.· · But you did not observe those features in

·6· ·action at that meeting?· That's what the demonstration

·7· ·was going to be for?

·8· · · · · A.· · Exactly.

·9· · · · · Q.· · And if you look at numbered paragraph 14,

10· ·it says "The reseller will provide a new unpacked

11· ·Android phone and a new unpacked iOS phone with similar

12· ·cards with data for each phone."

13· · · · · · · · The reseller earlier in the document -- we

14· ·can look at it if you want -- is defined -- you're

15· ·defined as reseller, just to clarify.

16· · · · · A.· · Yes.

17· · · · · Q.· · And so did you provide the phones

18· ·mentioned here in the paragraph numbered 14?

19· · · · · · · · MR. GREILSHEIMER:· At what time?

20· · · · · · · · THE WITNESS:· At the meeting, the

21· ·demonstration.

22· ·BY MR. RUTHERFORD:

23· · · · · Q.· · Sorry.· Let me kind of break it up a bit.

24· · · · · · · · At what point did you provide the phones

25· ·mentioned in paragraph numbered 14?



·1· · · · · A.· · In December meeting.

·2· · · · · Q.· · The December --

·3· · · · · A.· · Demonstration.

·4· · · · · Q.· · Demonstration.

·5· · · · · · · · And that did not occur on December 15th,

·6· ·though, correct?

·7· · · · · A.· · Yes.

·8· · · · · Q.· · We'll get to that demonstration.· Okay.

·9· · · · · · · · And so at this time when the Memorandum of

10· ·Intent was signed -- sorry -- Memorandum of

11· ·Understanding; my apologies -- was signed it was your

12· ·intention or was it your intention to essentially broker

13· ·a deal between HSS and the government?

14· · · · · · · · MR. GREILSHEIMER:· Objection.

15· · · · · · · · MR. RUTHERFORD:· Let me rephrase.

16· ·BY MR. RUTHERFORD:

17· · · · · Q.· · Tell me what ASO's role was in this

18· ·transaction, this Memorandum of Understanding.

19· · · · · A.· · I try to buy the system for the Kurdish

20· ·government.

21· · · · · Q.· · So is it fair to say you were serving as a

22· ·middleman between HSS and the government?

23· · · · · · · · MR. GREILSHEIMER:· Objection.

24· ·BY MR. RUTHERFORD:

25· · · · · Q.· · You may answer.



·1· · · · · A.· · Yes.· I try to buy that one for the

·2· ·government.

·3· · · · · · · · MR. RUTHERFORD:· If you can put up Exhibit

·4· ·F.

·5· · · · · · · · This will be Exhibit B.· Jeff, for

·6· ·purposes of the Dropbox it's in there as Exhibit F.

·7· · · · · · · · · · · · · · · (Exhibit B was marked and

·8· · · · · · · · · · · · · attached to the transcript.)

·9· ·BY MR. RUTHERFORD:

10· · · · · Q.· · Sir, do you recognize this document?

11· · · · · A.· · Yes, I do.

12· · · · · · · · MR. RUTHERFORD:· If you want to scroll

13· ·down slowly to the last page so he can look at it.

14· ·BY MR. RUTHERFORD:

15· · · · · Q.· · So this is a document bearing Bates stamp

16· ·Def. JLF 0325 through 0327.

17· · · · · · · · And so, sir, going back up to the top of

18· ·the document, is this meeting agenda, is this related to

19· ·that demonstration we've been talking about was going to

20· ·happen in December?

21· · · · · A.· · Yes.

22· · · · · · · · MR. GREILSHEIMER:· I'm going to note for

23· ·the record there is a number of emails in the chain

24· ·that's been marked as Exhibit B that indicate that text

25· ·is missing from them.



·1· ·BY MR. RUTHERFORD:

·2· · · · · Q.· · So tell me about this agenda.· Did you

·3· ·come up with this agenda?· Tell me your understanding,

·4· ·what you recall about this agenda.

·5· · · · · A.· · The requirement was the internet.· And we

·6· ·provide the internet.· And I don't remember anything

·7· ·else.· We saw Stefan, Shaun, and Rhaine.· They arrived.

·8· · · · · Q.· · So Stefan, Shaun, and Rhaine all arrived

·9· ·in Erbil for the demonstration?

10· · · · · A.· · Yes.

11· · · · · Q.· · And tell me about that demonstration.· How

12· ·did it go?

13· · · · · A.· · The demonstration -- as you see, they

14· ·should be -- arrive at 10 a.m.· We been at the office

15· ·waiting for them at 10 a.m., and they didn't show up.

16· ·Call them, and they say that Rhaine is sleeping.· And at

17· ·1 p.m. he wake up at -- from the sleeping.· And they

18· ·show up at the demonstration at 4 p.m.

19· · · · · Q.· · The they in that sentence, is that Shaun,

20· ·Rhaine, and Stefan?

21· · · · · A.· · Sorry.· Can you repeat the question?

22· · · · · Q.· · When you say they showed up for the

23· ·demonstration at 4 p.m., so I'm just trying to clarify,

24· ·the they, are you referring to Shaun, Rhaine, and

25· ·Stefan?



·1· · · · · A.· · Yes.

·2· · · · · Q.· · And so when they showed up at 4 p.m., how

·3· ·did the demonstration go?

·4· · · · · A.· · Nothing.· They tried to show the iOS.

·5· ·They tried to manipulate our phone and install his

·6· ·iCloud.· And we told him it's a Zero-Click and he's not

·7· ·allowed to install his iCloud.· He told me, okay, then

·8· ·iOS will be respond -- will not -- is not ready, and we

·9· ·are working on it, and I will show you the Android.

10· · · · · · · · And for Android, the same.· My PC is not

11· ·working.· And we stay until 8 p.m.· His PC is not

12· ·working.· He said it's better to go back to hotel.

13· · · · · · · · We return to the hotel.· We stayed there

14· ·for one more hour.· And his PC wasn't be able to work or

15· ·see anything on his PC.· And we just left it -- we just

16· ·left because he wasn't able to do the demonstration.

17· · · · · Q.· · So the demonstration identified in the

18· ·Memorandum of Understanding was not successful?

19· · · · · A.· · Yes.· Correct.

20· · · · · Q.· · Tell me what happened next.· After the

21· ·issues with the demonstration in December 2022, what

22· ·happened next?

23· · · · · A.· · They returned.

24· · · · · Q.· · I'm sorry?

25· · · · · A.· · They returned.· Stefan and Shaun and



·1· ·Rhaine returned to home after that.

·2· · · · · Q.· · And did you reach out to Mr. Jamil

·3· ·regarding the demonstration?

·4· · · · · A.· · Yes.

·5· · · · · Q.· · And what steps did you take after reaching

·6· ·out to Mr. Jamil to -- sorry.· Let me strike that.· Let

·7· ·me rephrase.

·8· · · · · · · · Did you schedule another demonstration?

·9· · · · · A.· · Yes, we did.

10· · · · · Q.· · And when was that demonstration scheduled

11· ·for?

12· · · · · A.· · For March.

13· · · · · Q.· · Was there a particular date in March or

14· ·was it just sometime in March?

15· · · · · A.· · March 10th.

16· · · · · Q.· · So between the demonstration at the end of

17· ·December of 2022 and March 10th, what transpired between

18· ·you and Mr. Jamil?· Take me through the process of what

19· ·happened.

20· · · · · A.· · We have a lot of email and call.· And they

21· ·said they need to bring the whole system there, they

22· ·need to bring the South African SS7 to be able to do the

23· ·successful demonstration.

24· · · · · Q.· · And the SS7, is that part of the system?

25· · · · · A.· · Yes.· Correct.



·1· · · · · Q.· · And were there any issues -- let me

·2· ·rephrase.

·3· · · · · · · · Did you encounter any issues with

·4· ·logistics prior to the March 10th meeting?

·5· · · · · · · · MR. GREILSHEIMER:· Objection.

·6· · · · · · · · MR. RUTHERFORD:· Let me rephrase.

·7· ·BY MR. RUTHERFORD:

·8· · · · · Q.· · What did you need to prepare for the

·9· ·March 10th meeting?

10· · · · · A.· · They only need the hotel and

11· ·transportation, and of course the internet.

12· · · · · Q.· · And were you in charge of arranging the

13· ·hotel, transportation, and the internet?

14· · · · · A.· · The government was in charge.

15· · · · · Q.· · And for the March 10th demonstration, who

16· ·were the anticipated participants?· Is it the same:

17· ·Rhaine, Stefan, and Shaun, or were there other

18· ·individuals?

19· · · · · A.· · It was Rhaine, Shaun -- and instead of

20· ·Stefan there should be someone else.· I don't remember

21· ·the name.

22· · · · · Q.· · Was that other individual that replaced

23· ·Stefan with Admitech, as well?

24· · · · · A.· · Yes.

25· · · · · Q.· · I think this would be a good stopping



·1· ·point before we get into the actual contract, if that

·2· ·works for you?

·3· · · · · A.· · Yes.

·4· · · · · Q.· · So if we want to take a brief break,

·5· ·reconvene at 10:42, so 10-minute break.

·6· · · · · · · · MR. GREILSHEIMER:· That's fine.

·7· · · · · · · · (A recess was taken.)

·8· ·BY MR. RUTHERFORD:

·9· · · · · Q.· · So, Mr. Sherwani, we were talking about

10· ·the various demonstrations.· And I kind of want to

11· ·backtrack a little bit and clean up a couple aspects

12· ·that we were talking about before the break.

13· · · · · · · · And so for the person that reached out to

14· ·you, the manager of the IT department, you mentioned his

15· ·name was Mr. Barzani, I believe you said.· Was that

16· ·Nechirvan, N-E-C-H-I-R-V-A-N, Barzani?

17· · · · · A.· · I don't know what that mean.

18· · · · · Q.· · Is that -- the person that managed the IT

19· ·department.· Is that the person you referred to as the

20· ·IT department?

21· · · · · A.· · He's my -- he was my boss also when I was

22· ·in the IT department also.

23· · · · · Q.· · But is that his full name, the --

24· · · · · A.· · Barzani is the last name.

25· · · · · Q.· · And what's his first name?



·1· · · · · A.· · Waysi, W-A-Y-S-I.

·2· · · · · Q.· · And do you still -- are you still a member

·3· ·of the government?

·4· · · · · A.· · Yes.

·5· · · · · Q.· · And what is your current role in the

·6· ·government?

·7· · · · · A.· · I just doing some IT work for them.· The

·8· ·ASO is not working anymore.· After that they are not

·9· ·working with ASO.

10· · · · · Q.· · I'm sorry?· They're not working with who?

11· · · · · A.· · After the March demonstration they stop

12· ·paying the ASO because of what happened with Mr. Ben.

13· · · · · Q.· · Oh.· The government is no longer paying

14· ·ASO.· Understood.

15· · · · · · · · Okay.· So, now, prior to ASO the

16· ·government was paying you directly?

17· · · · · A.· · Yes.

18· · · · · Q.· · And then you formed ASO and the government

19· ·paid ASO?

20· · · · · A.· · The government at that time was paying for

21· ·the ASO because I was self-employed.· But starting this

22· ·year, starting January, now I am working as a -- virtual

23· ·for them for the IT as the network department.· It

24· ·started from January, this month.· That's the first

25· ·month.



·1· · · · · Q.· · Understood.

·2· · · · · · · · With ASO when you were looking for a

·3· ·system that can provide the certain specifications that

·4· ·the government was looking for and you were brokering

·5· ·these transactions or -- let me take a step back and

·6· ·rephrase.· Sorry.

·7· · · · · · · · Do you hold or possess any licenses or

·8· ·certifications that allow you to broker the sale of this

·9· ·type of equipment?

10· · · · · A.· · I don't know.· I don't know if there is

11· ·anything necessary.

12· · · · · Q.· · Do you know if ASO has any licenses or

13· ·registrations that allows for the broker or sale of this

14· ·type of equipment?

15· · · · · A.· · I don't know.

16· · · · · Q.· · And if ASO did possess such certification

17· ·or license you would be the person that would know,

18· ·right?

19· · · · · A.· · Yes.· Normally if you need any

20· ·certification or any license the company will tell

21· ·you -- they ask you, you should have this type of

22· ·license, then we will be able to sell you the product.

23· ·When they say we are ready to sell you, that mean you

24· ·don't need any license.· That's how it work.

25· · · · · Q.· · But as a broker, so brokering the sale of



·1· ·this technology, you don't hold any license or

·2· ·registration in terms of being able to broker the sale

·3· ·of this kind of technology?

·4· · · · · · · · MR. GREILSHEIMER:· Objection to form.

·5· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

·6· ·BY MR. RUTHERFORD:

·7· · · · · Q.· · Is it fair to say that you do not hold a

·8· ·license or a registration that allows you to broker the

·9· ·sale of this type of computer system, software system?

10· · · · · · · · MR. GREILSHEIMER:· Same objection.

11· ·BY MR. RUTHERFORD:

12· · · · · Q.· · Sir, is it fair to say that you do not

13· ·hold the license or registration to broker the sale of

14· ·the technology that's at issue in this case?

15· · · · · · · · MR. GREILSHEIMER:· Objection to form.

16· ·BY MR. RUTHERFORD:

17· · · · · Q.· · You may answer.

18· · · · · A.· · I think whatever is necessary I have for

19· ·selling this product.

20· · · · · Q.· · And what is that?

21· · · · · A.· · Whatever is necessary.· If there is any

22· ·issue, I should know, but there is no issue with the

23· ·selling and doing this business.

24· · · · · · · · MR. RUTHERFORD:· If we could turn to --

25· ·it's going to be -- I think we have it in the Dropbox



·1· ·marked as A.1.· It's going to be Exhibit C.

·2· · · · · · · · · · · · · · · (Exhibit C was marked and

·3· · · · · · · · · · · · · attached to the transcript.)

·4· ·BY MR. RUTHERFORD:

·5· · · · · Q.· · Sir, do you recognize this document?· And

·6· ·I'll have my colleague scroll through for you.· You

·7· ·recognize this document?

·8· · · · · A.· · Yes, I do.

·9· · · · · Q.· · Just so the record is clear, this document

10· ·is marked Def. JLF 1198 through 1201.

11· · · · · · · · MR. RUTHERFORD:· So if we can go back to

12· ·the top of the document.

13· ·BY MR. RUTHERFORD:

14· · · · · Q.· · Sir, what is this document?

15· · · · · A.· · It's the agreement between ASO and HSS to

16· ·sell the system to the Kurdish government.

17· · · · · Q.· · And this agreement, if you look at the

18· ·first line, is dated February 20th; is that correct?

19· · · · · A.· · Yes.

20· · · · · · · · MR. GREILSHEIMER:· 2023.

21· · · · · · · · MR. RUTHERFORD:· Yes.· February 20th,

22· ·2023.· Thank you.

23· ·BY MR. RUTHERFORD:

24· · · · · Q.· · So prior to the break I was asking you

25· ·what transpired between the first demonstration at the



·1· ·end of December 2021 and the March 10th, 2023 date.

·2· · · · · · · · So tell me about the transactions leading

·3· ·up to entering into this agreement.· How did ASO come to

·4· ·enter into this agreement?

·5· · · · · · · · MR. GREILSHEIMER:· I'm sorry.· What's the

·6· ·question?· There were two or three of them in there.

·7· · · · · · · · MR. RUTHERFORD:· Let me rephrase.

·8· ·BY MR. RUTHERFORD:

·9· · · · · Q.· · How did ASO come to enter into this

10· ·agreement dated February 20th, 2023?

11· · · · · A.· · After the demonstration we have some call

12· ·and the email with Ben, and we get the decision that

13· ·they said they'd be able to do demonstration but they

14· ·need to bring the whole system.· So we agree that they

15· ·bring the system to the second demonstration.

16· · · · · Q.· · So this -- so ASO entered into this

17· ·contract after the first demonstration failed?

18· · · · · A.· · Yes.

19· · · · · Q.· · And so is it fair to say that after the

20· ·first demonstration ASO was still interested in

21· ·purchasing the product, the system, despite the fact

22· ·that the first demonstration was not a success?

23· · · · · A.· · Yes.

24· · · · · Q.· · And if we look at the paragraph numbered

25· ·2.0, it's HSS live in-country demonstration, and it



·1· ·discusses a $300,000 deposit.· Could you tell me about

·2· ·that?

·3· · · · · A.· · They said they need $300,000 deposit to

·4· ·rent the South African HSS and bring the whole system

·5· ·for the demonstration.

·6· · · · · Q.· · And at the time of entering into this

·7· ·agreement was it understood that the demonstration was

·8· ·going to take place on March 10th or was it -- what was

·9· ·your understanding as of the date of this contract of

10· ·the demonstration and when it was going to happen?

11· · · · · A.· · It was certainly going to take on

12· ·March 10th.

13· · · · · Q.· · And was that March 10th date a hard date?

14· · · · · A.· · They should be arrived on March -- I

15· ·believe -- I'm not sure because it's a long time ago,

16· ·but I think it was March 8th they should arrive.· They

17· ·need two or three days to stay.· And then -- as I

18· ·remember the email, it said before March 17 they should

19· ·be -- leave the country.

20· · · · · Q.· · Now, this contract does not state that the

21· ·demonstration is going to occur on March 10th, 2023,

22· ·does it?· And I can have my colleague scroll through if

23· ·you'd like.· But March 10th, 2023 does not appear in

24· ·this contract; is that fair?

25· · · · · A.· · Yes.



·1· · · · · Q.· · So is it fair to say, then, that the

·2· ·March 10th date was a step to fulfill the obligation

·3· ·under this contract to provide a demonstration?

·4· · · · · · · · MR. GREILSHEIMER:· Objection to form.

·5· ·Calls for a legal conclusion.

·6· ·BY MR. RUTHERFORD:

·7· · · · · Q.· · And is it fair to say that this contract

·8· ·does not specify when the demonstration needed to occur

·9· ·by?

10· · · · · A.· · I don't understand the question.

11· · · · · Q.· · Sure.

12· · · · · · · · Are you aware of a provision in this

13· ·contract that requires the live demonstration to occur

14· ·by a certain date?

15· · · · · A.· · We have an email that's when they would

16· ·arrive and they -- exactly when will be the

17· ·demonstration.

18· · · · · Q.· · But besides those emails, no such date

19· ·appears in the contract?

20· · · · · A.· · No.

21· · · · · Q.· · If we look at paragraph 3.0, purchase

22· ·price, do you see in line two of the paragraph it says

23· ·"Of which 360,000 United States Dollars has already been

24· ·paid"?

25· · · · · · · · Tell me about the $360,000.



·1· · · · · A.· · The $60,000 was the previous one for the

·2· ·first demonstration.· And 300 was the -- for the second

·3· ·demonstration.

·4· · · · · Q.· · And so did you actually transfer the

·5· ·$60,000 to HSS?

·6· · · · · A.· · It was 5,000 in cash and another 50,000

·7· ·and 5,000 transferred wire.

·8· · · · · Q.· · So 55,000 by wire and 5,000 by cash?

·9· · · · · A.· · Yes.

10· · · · · Q.· · Did you end up transferring the $300,000

11· ·that's in paragraph 2.0 of this contract?

12· · · · · A.· · Yes.· We transferred $300,000.

13· · · · · Q.· · So in total you transferred, in some form

14· ·or fashion, $360,000 to HSS?

15· · · · · A.· · Yes.

16· · · · · Q.· · Did you transfer anything beyond the

17· ·$360,000 or is that to the extent the total that you

18· ·transferred?

19· · · · · A.· · No.

20· · · · · Q.· · And earlier, at the very beginning of the

21· ·deposition, when I was asking you about negotiating

22· ·contracts you said you've only negotiated one contract

23· ·and it was the one at issue in this case.· Is this the

24· ·contract -- the one we're looking at now, is this the

25· ·contract you were referring to earlier?



·1· · · · · A.· · Yes.

·2· · · · · Q.· · The funds that you transferred to HSS,

·3· ·were those transferred to HSS from an ASO bank account?

·4· · · · · A.· · 55,000, yes.

·5· · · · · Q.· · And what about the 300,000?· Did that come

·6· ·from an ASO bank account?

·7· · · · · A.· · No.· They come from the government.

·8· · · · · Q.· · And looking at paragraph 6.0, unsuccessful

·9· ·demonstration, it says "If HSS is not able to

10· ·successfully demonstrate the features in the proposal

11· ·then HSS shall refund the $360,000 has previously paid

12· ·within 14 days of the unsuccessful demonstration."

13· · · · · A.· · So what was the question?

14· · · · · Q.· · I'm getting there.

15· · · · · · · · So the question is what was your

16· ·understanding of unsuccessful -- sorry.· Let me

17· ·rephrase.

18· · · · · · · · What was your understanding of an

19· ·unsuccessful demonstration?

20· · · · · A.· · Unsuccessful demonstration, if they didn't

21· ·show up on the demonstration as we agreed, or the email

22· ·that I sent to Ben, or if they cancel the demonstration

23· ·or the contract, or if they come, show up, and wasn't be

24· ·able to do the agreement that we have on the feature,

25· ·that they should be show up for the demonstration.



·1· · · · · Q.· · So is it fair to say that you were not

·2· ·expecting a repeat of the first demonstration?

·3· · · · · A.· · Exactly.

·4· · · · · · · · MR. GREILSHEIMER:· Objection to form.

·5· ·BY MR. RUTHERFORD:

·6· · · · · Q.· · The return of the $360,000, is it your

·7· ·understanding that if the demonstration was unsuccessful

·8· ·that $360,000 was to be returned to ASO?

·9· · · · · A.· · Yes.

10· · · · · Q.· · Even though $300,000 of that came from the

11· ·government?

12· · · · · A.· · Then I can transfer them back from my

13· ·account.

14· · · · · Q.· · And were there any additional

15· ·demonstrations that were envisioned at this point?· Were

16· ·you expecting an additional demonstration after the one

17· ·envisioned in this contract or is this the last and

18· ·final demonstration?

19· · · · · · · · MR. GREILSHEIMER:· Objection to form.

20· ·Compound question.

21· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

22· ·BY MR. RUTHERFORD:

23· · · · · Q.· · The demonstration that is mentioned in

24· ·paragraph 2.0 of this contract, were you anticipating

25· ·any further demonstrations after the one in



·1· ·paragraph 2.0 of this contract?

·2· · · · · A.· · Can you repeat the question?· I didn't

·3· ·understand it.

·4· · · · · Q.· · Sure.

·5· · · · · · · · So there was the first demonstration in

·6· ·December of 2022.· And then there is discussions of a

·7· ·second demonstration in March of 2023.· Were you

·8· ·expecting additional demonstrations after the March of

·9· ·2022 demonstration?

10· · · · · A.· · No.

11· · · · · · · · MR. GREILSHEIMER:· Objection to form.

12· ·Mischaracterizes the record.· I think you used 2022.

13· · · · · · · · MR. RUTHERFORD:· Thank you.· I was

14· ·thinking about that.· I was thinking, huh?

15· ·BY MR. RUTHERFORD:

16· · · · · Q.· · So the March 2023 demonstration, you

17· ·expected that to be the final demonstration?

18· · · · · A.· · Yes.

19· · · · · Q.· · Turning to page 3 of the document, it's

20· ·labeled Def. JLF 1200, so for the notices provision

21· ·HSS -- all notices to be sent to HSS in White Plains.

22· ·And then reseller, I believe -- ASO is defined as

23· ·purchaser in this agreement.· Do you have an

24· ·understanding of resellers that -- do you know if that's

25· ·referring to ASO?



·1· · · · · A.· · Yes.

·2· · · · · Q.· · So any notices to be sent to ASO should be

·3· ·sent to the government?

·4· · · · · A.· · I don't understand your question.

·5· · · · · Q.· · I'm just trying to understand that ASO is

·6· ·the one that entered into this contract, why the notices

·7· ·under this contract, why notices would be sent to the

·8· ·Kurdish government and not ASO, to you.

·9· · · · · · · · MR. GREILSHEIMER:· Objection to form.

10· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

11· ·BY MR. RUTHERFORD:

12· · · · · Q.· · Do you see under this paragraph 17.0,

13· ·notices -- we go down to reseller.· It has Kurdistan

14· ·Region Government, Iraq, Kurdistan Region Government,

15· ·Erbil, 44001.· It goes on to list a telephone ending in

16· ·1225, and then an email which is afan@k-rsc.org.· Is

17· ·that your email?

18· · · · · A.· · Yes.

19· · · · · Q.· · And is the k-rsc.org, is that a Kurdistan

20· ·government email address?

21· · · · · A.· · No.· It's my email address.

22· · · · · Q.· · So that email address was not provided to

23· ·you by the Kurdish government?

24· · · · · A.· · No.

25· · · · · Q.· · And the telephone that's listed there, is



·1· ·that your telephone number?

·2· · · · · A.· · Yes.

·3· · · · · Q.· · And this contract was entered into in

·4· ·February of 2023.· So you were residing in the United

·5· ·States at this time, correct?

·6· · · · · A.· · Yes.

·7· · · · · Q.· · And ASO is an LLC established in Virginia,

·8· ·correct?

·9· · · · · A.· · Yes.

10· · · · · Q.· · And it was a -- it was established in

11· ·Virginia as of -- sorry.· Let me rephrase.

12· · · · · · · · At the time this contract was entered

13· ·into, in February of 2023, ASO was still registered in

14· ·Virginia, correct?

15· · · · · A.· · Yes.

16· · · · · Q.· · Why, then, are notices for ASO supposed to

17· ·be sent to the Kurdistan government?

18· · · · · · · · MR. GREILSHEIMER:· Objection to form.

19· ·Mischaracterizes the agreement.

20· · · · · · · · MR. RUTHERFORD:· Let me rephrase.

21· ·BY MR. RUTHERFORD:

22· · · · · Q.· · Why are notices to reseller supposed to be

23· ·sent to the Kurdistan government?

24· · · · · · · · MR. GREILSHEIMER:· Objection to form.

25· ·Mischaracterizes the agreement.



·1· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

·2· ·BY MR. RUTHERFORD:

·3· · · · · Q.· · Why does notices to reseller include

·4· ·information regarding the Kurdistan government?

·5· · · · · A.· · Because the system was for the Kurdish

·6· ·government.

·7· · · · · Q.· · So the Kurdistan government wouldn't need

·8· ·to be notified about things pertaining to this contract?

·9· · · · · · · · MR. GREILSHEIMER:· Objection to form.

10· ·Mischaracterizes the agreement.

11· ·BY MR. RUTHERFORD:

12· · · · · Q.· · You may answer.

13· · · · · · · · THE WITNESS:· Sorry, Jeff.· Do I need to

14· ·answer this type of question?

15· · · · · · · · MR. GREILSHEIMER:· You can answer when I

16· ·have an objection.· Yeah.· I'm happy to explain the

17· ·objection, but I can't do that unless Tyler gives me

18· ·permission.

19· · · · · · · · THE WITNESS:· I didn't know.

20· · · · · · · · Can you repeat the question, please?

21· ·BY MR. RUTHERFORD:

22· · · · · Q.· · I can repeat the question.· You know what?

23· ·I'll rephrase.

24· · · · · · · · The system was being purchased for the

25· ·Kurdistan government, right?



·1· · · · · A.· · That's correct.

·2· · · · · Q.· · Did you have to keep the Kurdistan

·3· ·government updated on the negotiations of this contract?

·4· · · · · A.· · Yes.

·5· · · · · Q.· · Who did you inform in the Kurdistan

·6· ·government about the negotiations of this contract?

·7· · · · · A.· · Mr. Barzani or General.

·8· · · · · Q.· · And Mr. Barzani -- I just want to make

·9· ·sure I understand correctly -- is that the -- sorry if I

10· ·mispronounce it.· Waysi Barzani, is that the individual

11· ·we mentioned earlier?

12· · · · · A.· · Yes.

13· · · · · Q.· · Okay.· And then the General, I don't think

14· ·we've mentioned his name yet.· Is that General Khasro

15· ·Wasman?

16· · · · · A.· · That's correct.

17· · · · · Q.· · I'll spell that for the court reporter.

18· ·It's K-H-A-S-R-O?

19· · · · · A.· · I believe so.

20· · · · · Q.· · And then Wasman, W-A-S-M-A-N?

21· · · · · A.· · That's correct.

22· · · · · Q.· · Is it fair to say, then, you were keeping

23· ·Mr. Barzani and the General informed about the

24· ·transaction with HSS?

25· · · · · A.· · That's correct.



·1· · · · · Q.· · And when -- let me rephrase.

·2· · · · · · · · Did you contact Mr. Barzani or the General

·3· ·to request the Kurdistan government wire the $300,000 to

·4· ·HSS?

·5· · · · · A.· · Mr. Barzani.

·6· · · · · Q.· · So Mr. Barzani is the one that worked out

·7· ·the logistics of that wire?

·8· · · · · A.· · No.· He's head of the security council

·9· ·also -- not security council.· Head of the -- I don't

10· ·know exactly what will be the same thing here, but he

11· ·has the power that he can agree to transfer the money.

12· · · · · Q.· · So Mr. Barzani then -- is it fair to say

13· ·that Mr. Barzani is much more than just a manager in the

14· ·IT department then?

15· · · · · A.· · He has a --

16· · · · · · · · MR. GREILSHEIMER:· Objection to form.

17· ·BY MR. RUTHERFORD:

18· · · · · Q.· · What other roles does Mr. Barzani have in

19· ·the Kurdistan government?

20· · · · · A.· · I don't know.

21· · · · · Q.· · But he has authority to send $300,000 --

22· · · · · A.· · Yes.

23· · · · · Q.· · I'm going to look -- before we move off

24· ·from the contract, did Mr. Barzani or the General

25· ·provide any input on the contract before you signed it?



·1· · · · · A.· · No.

·2· · · · · · · · MR. RUTHERFORD:· So if we can turn now

·3· ·to -- it will be Exhibit B in the Dropbox.

·4· · · · · · · · Jeff, it's B in the Dropbox.· As far as

·5· ·the deposition, it's going to be Exhibit D.

·6· · · · · · · · · · · · · · · (Exhibit D was marked and

·7· · · · · · · · · · · · · attached to the transcript.)

·8· ·BY MR. RUTHERFORD:

·9· · · · · Q.· · Particularly looking at the big email in

10· ·the middle of the page, do you recognize that, sir?

11· · · · · A.· · Yes, I do.

12· · · · · Q.· · For the record -- we'll scroll down --

13· ·this document is Def. JLF 0349.

14· · · · · · · · So looking at the email, it appears you

15· ·sent this email on February 20th, 2023.· It appears it

16· ·goes on and lists various terms of the agreement.· Are

17· ·these the terms that are memorialized in the contract

18· ·that we just looked at?

19· · · · · A.· · Yes.

20· · · · · Q.· · And if we look at the last paragraph, it

21· ·says "Regarding the demonstration, we kindly ask that

22· ·you should send us your requirement and we will make

23· ·sure and get everything approved by your team before

24· ·starting it in Kurdistan to make sure there is no

25· ·exception or excuse on our side if the demo is not



·1· ·successful."

·2· · · · · · · · Did you or your side set up everything

·3· ·that needed to be done for the demonstration that's

·4· ·referenced in this paragraph?

·5· · · · · A.· · Yes.

·6· · · · · Q.· · So after the agreement was signed

·7· ·February 20th, 2023, what transpired between

·8· ·February 20th, 2023 and March 10th, 2023?· Walk me

·9· ·through what happened.

10· · · · · A.· · Transferred the funds to them.· And I

11· ·traveled to Erbil, waited for them, Ben's team, to come,

12· ·and they didn't show up.

13· · · · · Q.· · And expand on that a little bit.· Do you

14· ·know why they did not show?

15· · · · · A.· · Yes.· The night we was waiting at the

16· ·airport they didn't show up, and they wasn't in the

17· ·airport -- the airplane, so we called Ben.· He told me

18· ·he will be calling me back in a few -- in an hour, I

19· ·believe.· I'm not sure.· I called the other guys.  I

20· ·don't know what was his name.· He also said he will call

21· ·me back.

22· · · · · · · · And after a few hours we have a Zoom

23· ·meeting with Ben and the other guys of Ben's team.· And

24· ·Ben told me they wasn't going to be able to do the

25· ·project, the system, and they wanted to cancel the whole



·1· ·system.· And he asked me to do something to keep their

·2· ·relation with the government and help them.· And on that

·3· ·time I asked Ben for my money back.· He told me, don't

·4· ·do that to me.· I don't have it.· I will be return it to

·5· ·you with interest.

·6· · · · · Q.· · So let's break that up some.

·7· · · · · · · · So during this Zoom meeting -- this Zoom

·8· ·meeting, do you recall -- was that night that they were

·9· ·supposed to get in.· So was that March 8th?

10· · · · · A.· · I don't remember.· I think it was 9th or

11· ·10th.· It should be 10, I believe.

12· · · · · Q.· · March 10th.

13· · · · · · · · And during that Zoom meeting you said that

14· ·Ben wanted to cancel the whole thing?· Is that what you

15· ·said?

16· · · · · A.· · Correct.· Because he said, we don't know

17· ·when or even if we can do the system.

18· · · · · Q.· · And so by whole thing, are you referring

19· ·to the demonstration or the contract?

20· · · · · A.· · The contract.

21· · · · · Q.· · So it's your understanding that Ben wanted

22· ·to cancel the whole contract, not just the

23· ·demonstration?

24· · · · · A.· · Yes.· That is what he told me.

25· · · · · Q.· · On that Zoom call?



·1· · · · · A.· · That's correct.

·2· · · · · Q.· · You said there were others on that Zoom

·3· ·call.· Do you recall, besides you and Ben, who was on

·4· ·that Zoom call?

·5· · · · · A.· · Someone from Ben's team.· I don't remember

·6· ·the name, but I believe it was Eric.

·7· · · · · Q.· · Eric?

·8· · · · · A.· · If I'm not wrong.

·9· · · · · Q.· · Do you recall why March 10th, 2023 was the

10· ·date for the demonstration?· Was it time-sensitive?

11· ·What was -- what went into picking March 10th, 2023?

12· · · · · A.· · Just the date they picked.

13· · · · · Q.· · And they -- who are you referring to as

14· ·they?

15· · · · · A.· · HSS or maybe Admitech.· I don't remember.

16· ·But that was accurate.

17· · · · · Q.· · After this Zoom call with Ben, yourself,

18· ·and possibly Eric, what did you do?

19· · · · · A.· · I spoke with the government and tried to

20· ·find a way for the Ben.· So I convinced them to buy

21· ·another device from the Ben, make sure they cover our

22· ·money so I can get my money back.

23· · · · · Q.· · So at that time you were trying to assist

24· ·Ben to sell a new device?· Did you try to reschedule the

25· ·demonstration?



·1· · · · · A.· · No.· There is no reschedule because the

·2· ·Ben say they will not be able to do demonstration.

·3· · · · · Q.· · So it's your understanding that on

·4· ·March 10th, 2023, on that video call, the Zoom call, Ben

·5· ·essentially was cancelling the contract and saying it

·6· ·was -- he wasn't even sure if it was possible for him

·7· ·ever to do this?

·8· · · · · A.· · Yes.

·9· · · · · Q.· · Did you take any notes on that Zoom call?

10· · · · · A.· · Unfortunately, no.

11· · · · · Q.· · Did you record the Zoom call?

12· · · · · A.· · Unfortunately, no.

13· · · · · Q.· · And was the demonstration -- back up.

14· · · · · · · · So Ben's team was supposed to arrive in

15· ·Erbil on March 10th, 2023, but the demonstration was not

16· ·supposed to occur until a couple -- several days later,

17· ·correct?· The demonstration wasn't going to happen on

18· ·March 10th, 2023?

19· · · · · A.· · No.· They should be arriving on March 10th

20· ·preparing for the demonstration.

21· · · · · Q.· · Did you have any contact with Admitech

22· ·after that March 10th, 2023 Zoom call?

23· · · · · A.· · Yes, I do.

24· · · · · Q.· · What prompted you to reach out to

25· ·Admitech?



·1· · · · · A.· · To see why they cancelled the

·2· ·demonstration, and ask them to sell the device to the

·3· ·Ben so Ben can -- mainly because they were having

·4· ·problem with him and Ben complying.

·5· · · · · Q.· · But it's your testimony that you asked

·6· ·Admitech to sell Ben the technology so that Ben could

·7· ·sell the technology to ASO?

·8· · · · · A.· · No.

·9· · · · · Q.· · I'm sorry.· Did you say no?

10· · · · · A.· · Yes.· I say no.

11· · · · · Q.· · What part of that was incorrect?

12· · · · · A.· · I asked the Ben to buy me the device from

13· ·them.· The device name is Gatekeeper.· And the Ben says

14· ·not available.· I speak with them, and they say

15· ·available.· And I asked them, please work with the Ben

16· ·so I can get my money back.

17· · · · · Q.· · All right.· So you reached out -- just

18· ·trying to make sure I understand all this.· So you

19· ·reached out to Admitech after the Zoom call to inquire

20· ·what were the technical difficulties and why the

21· ·demonstration could not move forward, and then to also

22· ·encourage Admitech to sell Ben the Gatekeeper device?

23· · · · · A.· · To work with them, yeah, to sell.· Yeah.

24· ·Because they wasn't work with each other.· And in this

25· ·case my money was the one he's going to -- the Ben tried



·1· ·to buy it, but they said they were not selling to Ben.

·2· · · · · Q.· · Did you ask Admitech or inquire of

·3· ·Admitech about acquiring the system directly from them?

·4· · · · · A.· · Which system?

·5· · · · · · · · MR. GREILSHEIMER:· Tyler, when you're

·6· ·referring to system, could you just clarify?· Because I

·7· ·think there's been discussion of two of them in the last

·8· ·three or four questions.

·9· · · · · · · · MR. RUTHERFORD:· Absolutely.· I'll

10· ·clarify.

11· ·BY MR. RUTHERFORD:

12· · · · · Q.· · So did you inquire about purchasing the

13· ·Intellus Zero-Click system directly from Admitech?

14· · · · · A.· · No.

15· · · · · Q.· · So if I can show you what's Exhibit --

16· · · · · · · · MR. RUTHERFORD:· I think we have them in

17· ·there as L.· So this should be Exhibit E.· We're in

18· ·Exhibit E.· But in the Dropbox, Jeff, it's L.

19· · · · · · · · · · · · · · · (Exhibit E was marked and

20· · · · · · · · · · · · · attached to the transcript.)

21· ·BY MR. RUTHERFORD:

22· · · · · Q.· · Do you recognize this document, sir?· And

23· ·I'll have my colleague scroll so that way you can see

24· ·it.

25· · · · · · · · MR. GREILSHEIMER:· Do you have a copy of



·1· ·this with the rest of the email chain?

·2· · · · · · · · MR. RUTHERFORD:· Not in my deposition

·3· ·prep, but it's something we can easily get it out after

·4· ·a break.

·5· ·BY MR. RUTHERFORD:

·6· · · · · Q.· · But for purposes of this question, if we

·7· ·look at -- let's take a step back.

·8· · · · · · · · So this is an email to you.· And it

·9· ·appears to have -- if you scroll down, it's signed Shaun

10· ·and Rhaine, Admitech.· And we look at the second

11· ·paragraph on the screen right now, it starts with "We

12· ·need to sort..."

13· · · · · · · · "We need to sort out these urgent vital

14· ·requirements in order to be ready on time to do the demo

15· ·on the planned date you mentioned 17th March from what I

16· ·recall?· Correct?"

17· · · · · · · · Do you recall what demo they're referring

18· ·to?

19· · · · · A.· · No.

20· · · · · Q.· · Could this be the demo for the Intellus

21· ·Zero-Click system that HSS was coordinating?

22· · · · · A.· · I don't know.

23· · · · · Q.· · The date of this email is March 11th,

24· ·2023.· That's the day after the March 10th, 2023 Zoom

25· ·call with Ben and possibly Eric, correct?



·1· · · · · A.· · Yes.

·2· · · · · Q.· · If you see at the bottom of the screen, it

·3· ·says "Ben really messed this up with all he did."

·4· · · · · · · · Did you recall what that's referring to?

·5· · · · · A.· · What do you mean about the call -- the

·6· ·question?

·7· · · · · Q.· · Do you recall if that's referring to the

·8· ·March 2023 demonstration?

·9· · · · · A.· · Maybe.

10· · · · · Q.· · Well, isn't it fair to say that this email

11· ·not even 24 hours after the Zoom call with Ben and

12· ·Admitech is -- the individuals at Admitech with them

13· ·saying "Ben really messed this up with all he did",

14· ·isn't it fair to assume that's about the March 2023

15· ·demonstration?

16· · · · · A.· · Yes.

17· · · · · Q.· · And Rhaine and Shaun were two of the

18· ·individuals from Admitech that were supposed to attend

19· ·that March 2023 demonstration, correct?

20· · · · · A.· · Yes.

21· · · · · Q.· · And did you have any other demonstrations

22· ·planned with them during March of 2023?

23· · · · · A.· · No.

24· · · · · Q.· · So is it fair to assume, then, that

25· ·where -- it says "We need to sort out these urgent vital



·1· ·requirements in order to be ready on time to do the demo

·2· ·on the planned date you mentioned 17th March from what I

·3· ·recall?· Correct?"· Isn't it fair to assume that demo

·4· ·referred to in that sentence is referring to the

·5· ·March 2023 demonstration?

·6· · · · · · · · MR. GREILSHEIMER:· Objection to form.· It

·7· ·requires the witness to guess.

·8· ·BY MR. RUTHERFORD:

·9· · · · · Q.· · If you did not have any other

10· ·demonstrations planned with Rhaine and Shaun in March of

11· ·2023, what other demonstration could this be referring

12· ·to?

13· · · · · A.· · I don't know.

14· · · · · Q.· · You had no prior relationship with

15· ·Admitech, correct?

16· · · · · A.· · Correct.

17· · · · · Q.· · And so is it fair to say, then, that

18· ·without Ben introducing you to Admitech you would have

19· ·had no interactions with them?

20· · · · · A.· · Yes.

21· · · · · · · · MR. RUTHERFORD:· If you want to scroll

22· ·down slightly, please, to -- there.

23· ·BY MR. RUTHERFORD:

24· · · · · Q.· · If you look at the last paragraph of this

25· ·email, it says "Also, last thing, what are the chances



·1· ·of us possibly moving the demo for the 19th or 20th?

·2· ·Can we try for that?"

·3· · · · · A.· · What was the question?

·4· · · · · Q.· · So the question is -- the question is the

·5· ·demonstration -- the March 10th, 2023 demonstration was

·6· ·not a hard date?· It was flexible, right?

·7· · · · · A.· · Yes.

·8· · · · · Q.· · I think now would be a good time for --

·9· · · · · A.· · Let me explain that one.· When you say

10· ·flexible, it's not that flexible because we have

11· ·discussed with Ben, when they give us the date, that's

12· ·the date because when we bring back the General and

13· ·other technician, he should be back from the trip or

14· ·with the job that they have.· So we have a concrete

15· ·date.· When they told us that's the date for

16· ·demonstration, it should be that one.· And I also have

17· ·it even conversation with Ben that told them they would

18· ·come back from the trip, it's the only date that can be

19· ·here.· So when you give us the date for demonstration,

20· ·that's the date.

21· · · · · · · · Before that, yes, it was -- if we didn't

22· ·say that's the date for demonstration, it was flexible.

23· ·But when we say that's the date for demonstration,

24· ·that's it.

25· · · · · Q.· · Well, clearly Shaun and Rhaine are asking



·1· ·if the demonstration can be moved, right?

·2· · · · · A.· · We never have a demonstration with Shaun

·3· ·and Rhaine.

·4· · · · · Q.· · But in this email they're asking whether

·5· ·or not a demo can be moved?

·6· · · · · A.· · That's their email.

·7· · · · · Q.· · And is it your testimony that Shaun and

·8· ·Rhaine never came to Erbil for a demonstration?

·9· · · · · A.· · Shaun and Rhaine never --

10· · · · · · · · MR. GREILSHEIMER:· Objection.· Whoa.

11· ·Whoa.· Whoa.· Slow down.

12· · · · · · · · Objection to form.· That mischaracterizes

13· ·testimony from earlier today.

14· · · · · · · · MR. RUTHERFORD:· Apologies.

15· ·BY MR. RUTHERFORD:

16· · · · · Q.· · Is it your testimony -- putting aside the

17· ·December 2022 demonstration, is it your testimony that

18· ·Shaun and Rhaine did not return to Erbil for a

19· ·demonstration at any point?

20· · · · · A.· · We don't have any active commitment with

21· ·them at all, never.

22· · · · · Q.· · So the only time Shaun and Rhaine traveled

23· ·to Erbil for a demonstration was December of 2022?

24· · · · · A.· · The only time where they come to Erbil for

25· ·the demonstration of the Zero-Click was December 2022.



·1· · · · · Q.· · I think now would be a good time for

·2· ·another brief 10-minute break, if that works for

·3· ·everyone.

·4· · · · · A.· · Yes.

·5· · · · · · · · MR. GREILSHEIMER:· So come back at about

·6· ·11:55 or so?

·7· · · · · · · · MR. RUTHERFORD:· Yeah.· 11:55.· That's

·8· ·fine.· Yeah.

·9· · · · · · · · (A recess was taken.)

10· ·BY MR. RUTHERFORD:

11· · · · · Q.· · So, sir, we've been talking -- right

12· ·before the break we were talking about March 10th and

13· ·March 11th, 2023 about Admitech and HSS and the

14· ·March 2023 demonstration, just to kind of refresh your

15· ·recollection on what we were discussing.

16· · · · · · · · And so you mentioned that Ben cancelled

17· ·the contract because of technical issues.· Did Ben tell

18· ·you what those technical issues were?

19· · · · · A.· · No.

20· · · · · Q.· · And the email that we were looking at from

21· ·Shaun and Rhaine talking about the requirements for a

22· ·demo planned on March -- 17th of March 2023, are you

23· ·aware of any technical difficulties for that

24· ·demonstration?

25· · · · · A.· · No.



·1· · · · · Q.· · And is it fair to say, then, that if Shaun

·2· ·and Rhaine, who were supposed to bring the system --

·3· ·just for clarification because I know there's --

·4· ·supposed to bring the Intellus Zero-Click system to

·5· ·Erbil for the demonstration in March of 2023 -- sorry.

·6· ·Let me rephrase.

·7· · · · · · · · So Shaun and Rhaine were supposed to

·8· ·attend the March 2023 demonstration under the contract

·9· ·with HSS, right?

10· · · · · A.· · That's correct.

11· · · · · Q.· · And Shaun and Rhaine were the ones

12· ·bringing the Intellus Zero-Click system to the

13· ·demonstration?

14· · · · · A.· · It was through the Ben, yes.

15· · · · · Q.· · And so if -- if your testimony is that

16· ·there were no technical difficulties that you're aware

17· ·of for the March 17th demonstration with Shaun and

18· ·Rhaine here that's mentioned in this email, then is it

19· ·fair to say there shouldn't have been any technical

20· ·difficulties with the March 10th, 2023 demonstration?

21· · · · · · · · MR. GREILSHEIMER:· Objection to form.

22· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

23· ·BY MR. RUTHERFORD:

24· · · · · Q.· · Is it fair to say that if there are

25· ·technical difficulties for the March 10th, 2023



·1· ·demonstration that HSS was coordinating, Shaun and

·2· ·Rhaine would have known about it considering they're the

·3· ·ones that were bringing the Intellus Zero-Click system

·4· ·for the demonstration?

·5· · · · · · · · MR. GREILSHEIMER:· Objection to form.

·6· ·Assumes facts not in the record.

·7· · · · · · · · MR. RUTHERFORD:· I think he's testified

·8· ·that Shaun and Rhaine were the ones bringing the system

·9· ·to Erbil for the March 2023 demonstration.

10· · · · · · · · THE WITNESS:· They were sent there, HSS,

11· ·the Ben -- through Ben, not Shaun.

12· ·BY MR. RUTHERFORD:

13· · · · · Q.· · I'm sorry?

14· · · · · A.· · It was HSS the one who bring the system.

15· ·Shaun and Ben was bringing the system through HSS, not

16· ·individually.

17· · · · · Q.· · Understood as far as who they were

18· ·bringing it technically through.

19· · · · · · · · But they personally were physically

20· ·bringing the system, the Intellus Zero-Click system,

21· ·whether or not -- on behalf of HSS, but they were the

22· ·ones bringing the system to Erbil for the March 2023

23· ·demonstration?

24· · · · · A.· · Technically HSS who the one bringing the

25· ·system.



·1· · · · · Q.· · I think we're getting into semantics here.

·2· · · · · · · · I understand that HSS is the one

·3· ·coordinating the March 2023 demonstration and putting

·4· ·the demonstration on.

·5· · · · · A.· · Uh-huh.

·6· · · · · Q.· · But the system, the Intellus Zero-Click

·7· ·system, was being brought on behalf of HSS to Erbil in

·8· ·March of 2023 by Shaun and Rhaine?

·9· · · · · A.· · You should be asked this question from

10· ·Mr. Ben, not me, because, you know, the system is coming

11· ·through the HSS.· Even if they're not Shaun and Rhaine,

12· ·they send someone else.· I didn't care.· I just needed

13· ·the system.· It doesn't matter for me who bring the

14· ·system.

15· · · · · Q.· · And is it fair to say that in the

16· ·March 2023 email Shaun and Rhaine are offering to bring

17· ·the system?

18· · · · · A.· · I don't know.

19· · · · · Q.· · And did you ever negotiate an agreement

20· ·with Admitech concerning a Zero-Click system after

21· ·March 10th, 2023?

22· · · · · A.· · No.

23· · · · · · · · MR. RUTHERFORD:· So let's go to Exhibit --

24· ·it's going to be Exhibit M in the Dropbox, but for the

25· ·deposition it's going to be Exhibit F.



·1· · · · · · · · · · · · · · · (Exhibit F was marked and

·2· · · · · · · · · · · · · attached to the transcript.)

·3· ·BY MR. RUTHERFORD:

·4· · · · · Q.· · I'll have my colleague scroll through the

·5· ·document just so you can see it, and then I'll ask you

·6· ·some questions.

·7· · · · · · · · Sir, do you recognize this document?

·8· · · · · A.· · Yes.

·9· · · · · Q.· · How do you recognize it?

10· · · · · A.· · Mr. Jeffrey send it to me.

11· · · · · Q.· · Okay.

12· · · · · · · · MR. GREILSHEIMER:· So, Tyler, we're going

13· ·to sort of stop there.· And we're going to have to go

14· ·very carefully to deal with the privilege issue that's

15· ·going to come up.

16· · · · · · · · MR. RUTHERFORD:· Absolutely.· I have no

17· ·desire to step on the privilege issue.

18· ·BY MR. RUTHERFORD:

19· · · · · Q.· · So to be clear, sir, at no point am I

20· ·asking you to disclose conversations between you and

21· ·your attorney.· That's privileged, and I don't want to

22· ·know it, and so don't say anything.

23· · · · · · · · Other than receiving this document from

24· ·your counsel, have you -- let me rephrase that.

25· · · · · · · · Had you seen this document prior to your



·1· ·counsel sending it to you?

·2· · · · · A.· · No.

·3· · · · · · · · MR. RUTHERFORD:· You can go back to the

·4· ·top of the document.

·5· · · · · · · · Scroll to the -- there you go.

·6· ·BY MR. RUTHERFORD:

·7· · · · · Q.· · Were you aware, prior to receiving this

·8· ·document from your counsel, that the Kurdistan

·9· ·government was looking at doing an agreement with

10· ·Admitech?

11· · · · · A.· · No.

12· · · · · · · · MR. GREILSHEIMER:· Objection to the form.

13· ·Contains assumptions not in the record.

14· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

15· ·BY MR. RUTHERFORD:

16· · · · · Q.· · Prior to receiving this document from

17· ·counsel, were you aware of any discussions between the

18· ·Kurdistan government and Admitech about a potential

19· ·agreement?

20· · · · · · · · MR. GREILSHEIMER:· Objection to form.

21· ·Contains assumptions of fact that are not in the record.

22· · · · · · · · MR. RUTHERFORD:· I think -- I'm just

23· ·asking him a simple question, whether or not he knew.

24· ·It's not assuming it's true or not.· It's whether or

25· ·not, his knowledge, prior to receiving this document if



·1· ·he was aware of discussions.

·2· · · · · · · · MR. GREILSHEIMER:· You're making an

·3· ·assumption there are discussions.· There is no evidence

·4· ·in the record that there were.

·5· · · · · · · · MR. RUTHERFORD:· Well, I'm asking him if

·6· ·he knows if there were any.

·7· · · · · · · · MR. GREILSHEIMER:· That's a different

·8· ·question.

·9· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

10· ·BY MR. RUTHERFORD:

11· · · · · Q.· · Sir, prior to receiving this document from

12· ·counsel, do you know if the Kurdistan government was in

13· ·talks with Admitech concerning an agreement?

14· · · · · A.· · No.

15· · · · · Q.· · Sir, prior to receiving this document from

16· ·counsel, do you know if there were any discussions

17· ·between the Kurdistan government and Admitech regarding

18· ·a Zero-Click Solution, which is in bold on this page?

19· · · · · A.· · No.

20· · · · · Q.· · And I believe you testified earlier that

21· ·you understood Admitech to be HSS's partner; is that

22· ·correct?

23· · · · · A.· · Ben told me they fired him and they are

24· ·not working for them anymore after March 11th.

25· · · · · Q.· · After March 11th, 2023?



·1· · · · · A.· · That's correct.

·2· · · · · · · · MR. RUTHERFORD:· We can go to Exhibit P.

·3· ·This is going to be Exhibit -- so it's P in the Dropbox,

·4· ·Jeff, but it's going to be Exhibit G for the deposition.

·5· · · · · · · · · · · · · · · (Exhibit G was marked and

·6· · · · · · · · · · · · · attached to the transcript.)

·7· ·BY MR. RUTHERFORD:

·8· · · · · Q.· · So, sir, do you recognize this document?

·9· · · · · A.· · Yes.

10· · · · · Q.· · And this is an email from -- again, it

11· ·appears to be signed Shaun and Rhaine.· And it says "Hi,

12· ·Afan."

13· · · · · · · · So do you recall receiving this email?

14· · · · · A.· · I never opened that email.· I just receive

15· ·it from my counsel.

16· · · · · Q.· · So, again, I do not want to know

17· ·anything --

18· · · · · A.· · Yeah.· Okay.

19· · · · · Q.· · No.· That's fine.· What you said is fine.

20· · · · · A.· · I always worried --

21· · · · · · · · MR. GREILSHEIMER:· There is a challenge

22· ·here, right?· Because emails get delivered to an inbox

23· ·in real life, and then lawyers share documents with

24· ·their clients during the course of a litigation.· It's

25· ·probably pretty safe to assume that I shared documents



·1· ·with my client over the course of litigation.

·2· · · · · · · · MR. RUTHERFORD:· Absolutely.

·3· · · · · · · · THE WITNESS:· It was a long time.

·4· · · · · · · · MR. GREILSHEIMER:· I'm not telling you

·5· ·what they were.

·6· ·BY MR. RUTHERFORD:

·7· · · · · Q.· · Without disclosing any privileged

·8· ·communication prior to obviously your counsel giving you

·9· ·this document, do you recall receiving this document?

10· · · · · A.· · It was sent to my inbox, yes.

11· · · · · Q.· · Do you recall looking at it at the time it

12· ·was delivered?· And it appears the date on this is

13· ·March 10th, 2023.

14· · · · · A.· · No.

15· · · · · Q.· · So is it your testimony that you did not

16· ·open this email when you -- when it was received in your

17· ·inbox?

18· · · · · A.· · Yes.

19· · · · · Q.· · March 10th, 2023, that's the same date

20· ·that the HSS demonstration was cancelled, correct?

21· · · · · A.· · Yes.

22· · · · · Q.· · And if you look, it says "Hi, Afan.· Refer

23· ·contract attached."

24· · · · · · · · Do you recall or do you know what -- if

25· ·you scroll down -- so it says one attachment.· And you



·1· ·can kind of see a picture of the attachment.· Is that

·2· ·the contract that we just looked at, the agreement --

·3· ·the proposed agreement that we just looked at, do you

·4· ·know?

·5· · · · · · · · MR. GREILSHEIMER:· Objection to form.

·6· ·This is your production.· You should know what's

·7· ·attached to the documents that you're showing.

·8· · · · · · · · MR. RUTHERFORD:· Well, I know it is.· I'm

·9· ·trying to get it for the record regarding the -- from

10· ·the witness.· But I'll move on to a different question.

11· ·BY MR. RUTHERFORD:

12· · · · · Q.· · So, sir, Shaun and Rhaine appear to be

13· ·sending you a contract on March 10th, 2023, the same day

14· ·that the demonstration is cancelled by HSS.· Do you

15· ·recall discussing this contract with Shaun and Rhaine?

16· · · · · A.· · No.

17· · · · · Q.· · You don't recall ever discussing a

18· ·contract with Shaun and Rhaine other than potentially

19· ·the HSS contract?

20· · · · · A.· · The only contract that we have is HSS

21· ·contract.

22· · · · · Q.· · And so you did not negotiate a contract

23· ·with Shaun or Rhaine personally for Admitech?

24· · · · · A.· · No.

25· · · · · Q.· · So if you look, it says, the last



·1· ·paragraph, "Remember to also include the details of the

·2· ·devices/cell phones that will be used at the demo so we

·3· ·can clear them with our SS7 guys here in ample time to

·4· ·avoid any problems they might give us as we get closer

·5· ·to the date of the demo."

·6· · · · · · · · Sir, do you know what demo they're

·7· ·referring to?

·8· · · · · A.· · No.

·9· · · · · Q.· · Would it be fair to assume that it's the

10· ·March 2023 demo that was supposed to happen with HSS?

11· · · · · · · · MR. GREILSHEIMER:· Objection to form.

12· ·Calls for speculation.

13· ·BY MR. RUTHERFORD:

14· · · · · Q.· · You may answer.

15· · · · · A.· · I don't know.

16· · · · · Q.· · So moving on to -- what I want to show you

17· ·is Q.· It's going to be Exhibit Q in the Dropbox, but

18· ·it's going to be Exhibit H for the deposition.

19· · · · · · · · · · · · · · · (Exhibit H was marked and

20· · · · · · · · · · · · · attached to the transcript.)

21· ·BY MR. RUTHERFORD:

22· · · · · Q.· · Sir, do you recognize -- so this appears

23· ·to be a transcript of messages.· Do you recognize this,

24· ·sir?

25· · · · · A.· · Yes.



·1· · · · · · · · MR. GREILSHEIMER:· Can we just clarify

·2· ·it's an excerpt?· It looks like there was a page before

·3· ·this and probably a page after this.

·4· · · · · · · · MR. RUTHERFORD:· Yes.· So for the record,

·5· ·there will be a couple of excerpts that I'll show later

·6· ·on, but for ease we've broken them up into different

·7· ·exhibits.· So for this particular one, this is an

·8· ·excerpt of a larger document.· This was Bates labeled

·9· ·ASO-SHERWANI 000565.

10· ·BY MR. RUTHERFORD:

11· · · · · Q.· · So if you look at -- it's going to be

12· ·March 23rd at 12:12:01:00 p.m.

13· · · · · · · · MR. RUTHERFORD:· If you can highlight it

14· ·for him.

15· ·BY MR. RUTHERFORD:

16· · · · · Q.· · Do you see the line that --

17· · · · · A.· · Yeah, I see it.

18· · · · · Q.· · Okay.· And so it says Afan and Omar.· Is

19· ·that you, sir?

20· · · · · A.· · Yes, that's me.

21· · · · · Q.· · And you say "I don't have any business

22· ·with Rhaine."

23· · · · · · · · And were you referring to Admitech in that

24· ·sentence?

25· · · · · A.· · Yes.



·1· · · · · Q.· · But we've seen earlier in this deposition

·2· ·emails with individuals from Admitech that appears to be

·3· ·discussing business.· So is it true that you didn't have

·4· ·any business with Admitech?

·5· · · · · · · · MR. GREILSHEIMER:· Objection to form.

·6· ·BY MR. RUTHERFORD:

·7· · · · · Q.· · When you wrote this on March 23rd, 2023,

·8· ·were you telling the truth that I don't have any

·9· ·business with Rhaine?

10· · · · · A.· · Yes, I do.

11· · · · · Q.· · Yes, you were telling the truth or yes,

12· ·you do have business?

13· · · · · A.· · Yes, I am telling the truth.

14· · · · · Q.· · Despite the fact that we've seen emails

15· ·where you were conducting business with individuals at

16· ·Admitech?

17· · · · · · · · MR. GREILSHEIMER:· Objection to form.

18· ·Mischaracterizes the documents.

19· ·BY MR. RUTHERFORD:

20· · · · · Q.· · You may answer.

21· · · · · A.· · Can you repeat the question?· I didn't get

22· ·the question.

23· · · · · Q.· · Let me, I guess, take a step back.

24· · · · · · · · So Shaun and Rhaine both work at Admitech,

25· ·correct?



·1· · · · · A.· · Correct.

·2· · · · · Q.· · And you didn't have any interaction with

·3· ·Shaun and Rhaine outside of them working at Admitech,

·4· ·right?

·5· · · · · · · · MR. GREILSHEIMER:· Objection to form.

·6· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

·7· ·BY MR. RUTHERFORD:

·8· · · · · Q.· · Did you have any interaction with Rhaine

·9· ·and Shaun outside of their connection with Admitech?

10· · · · · A.· · I don't understand the question.

11· · · · · Q.· · Did you have any communication with Rhaine

12· ·and Shaun that was not related to Admitech?

13· · · · · · · · MR. GREILSHEIMER:· Objection to form.

14· ·BY MR. RUTHERFORD:

15· · · · · Q.· · Your communication with Rhaine and Shaun

16· ·was -- let me rephrase.

17· · · · · · · · Sir, you did have a personal relationship

18· ·with Rhaine and Shaun, right?

19· · · · · A.· · No.

20· · · · · Q.· · Were all of your communications with Shaun

21· ·and Rhaine related to business?

22· · · · · A.· · Yes.

23· · · · · Q.· · If you look down to -- it's going to be

24· ·March 23rd, 2023, 12:15:54.· And it appears to be a

25· ·message from Ben Jamil, HSS.· He says "We have our team



·1· ·who are waiting to fly to Erbil."

·2· · · · · · · · So, sir, did Mr. Jamil try to reschedule

·3· ·the demonstration?

·4· · · · · A.· · With new condition.

·5· · · · · Q.· · And what's that new condition?

·6· · · · · A.· · Several.

·7· · · · · Q.· · What are the several new conditions?

·8· · · · · A.· · First one, he's asking to give them the

·9· ·access to government, HSS -- SS7.· Sorry.· That was

10· ·impossible.

11· · · · · Q.· · So -- I'm sorry.· The first one was wanted

12· ·access to?

13· · · · · A.· · He said if we be able to give them access

14· ·to Kurdish government SS7 so they may have a solution.

15· ·That was his condition, access into SS7.

16· · · · · Q.· · And what were the other -- you mentioned

17· ·there were several new conditions.· So that's one.· What

18· ·are the others?

19· · · · · A.· · The second time, he come up with a new

20· ·idea.· And we said, okay, if you can do that we are

21· ·agreed.· He say, it's free.· And when we say we are

22· ·agreed, he said, okay, you should be pay 100,000 euro.

23· ·And then he bring it down to 60,000 euro.· That's the

24· ·second condition.

25· · · · · Q.· · Were there any other conditions other than



·1· ·those two?

·2· · · · · A.· · The other condition, I believe it was

·3· ·2024, he's asking that we put 11 million in escrow.

·4· · · · · Q.· · Put 11 million in escrow?

·5· · · · · A.· · Yes.· That was other condition.

·6· · · · · · · · MR. GREILSHEIMER:· I think that that may

·7· ·have come up during the mediation.

·8· · · · · · · · MR. RUTHERFORD:· So I'm not asking --

·9· · · · · · · · MR. GREILSHEIMER:· So I don't think that's

10· ·really a subject that we should be taking -- discussing

11· ·at the deposition.· So we can forget that situation for

12· ·this scenario.

13· · · · · · · · MR. RUTHERFORD:· Don't even know what

14· ·you're talking about.

15· · · · · · · · MR. GREILSHEIMER:· Well, it was two sets

16· ·of lawyers before you joined the case.

17· · · · · · · · MR. RUTHERFORD:· For clarification, I was

18· ·making a joke saying I didn't -- it's already forgotten.

19· ·That's what I meant.

20· ·BY MR. RUTHERFORD:

21· · · · · Q.· · But as far as the new conditions, sticking

22· ·with March 2023, were there any other new conditions

23· ·other than access to the Kurdish SS7 and the 100,000

24· ·euro which then was brought down to 60,000 euro?· Were

25· ·there any other conditions?



·1· · · · · A.· · That's what I remember.

·2· · · · · Q.· · So is it fair to say that Ben was trying

·3· ·to fulfill his obligations under the contract?

·4· · · · · A.· · No.

·5· · · · · · · · MR. GREILSHEIMER:· Object to form.

·6· ·BY MR. RUTHERFORD:

·7· · · · · Q.· · You may answer.

·8· · · · · A.· · No, he's not, because Ben tried to come

·9· ·with new condition to make it impossible for us.

10· · · · · Q.· · If you look down -- it's going to be

11· ·March 23rd, 2023 at 12:54:49.· It says, from Ben Jamil

12· ·HSS, "You cannot prevent us from fulfilling that

13· ·contract without your incurring damages which you and

14· ·your government clients."· That's the end of that

15· ·particular message.

16· · · · · · · · So were you preventing Mr. Jamil and HSS

17· ·from fulfilling their obligations under the contract?

18· · · · · · · · MR. GREILSHEIMER:· Objection to form.

19· · · · · · · · MR. RUTHERFORD:· I'll rephrase.

20· ·BY MR. RUTHERFORD:

21· · · · · Q.· · Did you take steps to prevent HSS's

22· ·ability to perform the March 2023 demonstration?

23· · · · · · · · MR. GREILSHEIMER:· Objection to form.

24· ·BY MR. RUTHERFORD:

25· · · · · Q.· · You may answer.



·1· · · · · A.· · No, we did not.

·2· · · · · · · · MR. RUTHERFORD:· If we can go to

·3· ·Exhibit -- Jeff, it's R in the Dropbox, but this will be

·4· ·Exhibit I for the deposition.

·5· · · · · · · · · · · · · · · (Exhibit I was marked and

·6· · · · · · · · · · · · · attached to the transcript.)

·7· ·BY MR. RUTHERFORD:

·8· · · · · Q.· · Do you recognize this document, sir?

·9· · · · · A.· · Yes, I do.

10· · · · · Q.· · All right.· It's -- for the record, it's

11· ·Bates labeled Def. JLF 1179.· And it's dated March 10th,

12· ·2023.

13· · · · · · · · Do you see, sir, you write to Ben and you

14· ·say, "Ben, per our Zoom meeting, we conclude that will

15· ·cancel our agreement because of a technical problem on

16· ·your end, and your team can't make it and there is

17· ·nothing wrong on my end; Can you please confirm it"?

18· · · · · · · · So the Zoom meeting mentioned in this

19· ·email, is that the one that we've been discussing up

20· ·until now?

21· · · · · A.· · Yes.

22· · · · · Q.· · Is it fair to say, then, that the Zoom

23· ·meeting occurred on March 10th, 2023 and not March 11th,

24· ·2023?

25· · · · · A.· · March 10th, yes.



·1· · · · · Q.· · What was your understanding -- so you

·2· ·write "And your team can't make it."· Did you have an

·3· ·understanding of who the team was that couldn't make it?

·4· · · · · A.· · That would have been Jamil's team, whoever

·5· ·is it.

·6· · · · · Q.· · Well, do you have an understanding of who

·7· ·was on that team that couldn't make it?

·8· · · · · A.· · It can be on that time that Shaun or

·9· ·Rhaine or they can send other engineer.· He told me he

10· ·had another engineer, it's not the only engineer that he

11· ·have.

12· · · · · Q.· · So did you have an understanding that the

13· ·engineer would be coming from Admitech?

14· · · · · A.· · The one he told me on that time, yes, he

15· ·should be coming from.

16· · · · · Q.· · And so, then, was it your understanding

17· ·that when you wrote "And your team can't make it" that

18· ·it was Shaun that could not make it to Erbil?

19· · · · · A.· · Wherever is -- he can substitute them with

20· ·any other engineer if he has the system.· It doesn't

21· ·matter from where you coming.· I need the system.· That

22· ·was my concern.

23· · · · · Q.· · And you understood that HSS was working

24· ·with Admitech, and Admitech was the entity providing the

25· ·engineers, right?



·1· · · · · A.· · The question is not clear.· Sorry.

·2· ·Because Ben has a lot of engineer, as he said.· Admitech

·3· ·is not the only -- is not only the two engineer he has.

·4· ·If the system with Admitech is not working, he can send

·5· ·me another engineer.· They only need three to carry on

·6· ·the system, not the engineer.

·7· · · · · Q.· · So your understanding is that Ben had

·8· ·engineers outside of Admitech that could have operated

·9· ·Admitech's system?

10· · · · · A.· · I don't know he can operate the system or

11· ·not, but he said he has an engineer outside of Admitech

12· ·also, yes.

13· · · · · Q.· · You say "We conclude that will cancel our

14· ·agreement."

15· · · · · · · · I think earlier you testified that Ben

16· ·cancelled the contract.· But did Ben cancel the contract

17· ·or did you cancel the contract?

18· · · · · A.· · Ben cancelled the contract.

19· · · · · Q.· · And I think at one point -- I think at one

20· ·point during our discussion we referenced -- it came up

21· ·about HSS not paying their supplier.· Do you recall

22· ·that?

23· · · · · A.· · I don't remember.· Can you show me a

24· ·document?

25· · · · · Q.· · Sure.· Let me see if I can find that



·1· ·document.

·2· · · · · · · · MR. RUTHERFORD:· Can you put back on the

·3· ·screen the text chain we were just looking at?· So it

·4· ·should be Q.

·5· ·BY MR. RUTHERFORD:

·6· · · · · Q.· · We were looking at this a moment ago.· We

·7· ·marked it Exhibit H for the deposition.

·8· · · · · · · · But if you look down at March 23rd, 2023

·9· ·at 12:53:24, do you see that, sir?

10· · · · · A.· · Yes, I see.

11· · · · · Q.· · And you say "And you cancelled, and it's

12· ·cancelled because you didn't pat to your supplier."

13· · · · · · · · Did you mean pay your supplier?

14· · · · · A.· · Yes.

15· · · · · Q.· · So do you recall who told you that HSS

16· ·could not pay their supplier?

17· · · · · A.· · The email that we get back from the

18· ·Admitech, and Ben was included.

19· · · · · Q.· · And so Admitech told you that HSS was

20· ·unable to pay their invoice?

21· · · · · A.· · That's what they write on their email.

22· · · · · Q.· · Let's go to Exhibit S.

23· · · · · · · · MR. RUTHERFORD:· It's Exhibit S in the

24· ·Dropbox, but it's going to be Exhibit J for the

25· ·deposition.



·1· · · · · · · · · · · · · · · (Exhibit J was marked and

·2· · · · · · · · · · · · · attached to the transcript.)

·3· ·BY MR. RUTHERFORD:

·4· · · · · Q.· · Sir, do you recognize this?

·5· · · · · A.· · Yes.

·6· · · · · Q.· · For the record, this is another excerpt.

·7· ·And this one is -- go to the bottom -- has a Bates label

·8· ·ASO-SHERWANI 000556.

·9· · · · · · · · So, sir, if you look at May 10th -- sorry.

10· ·May 9th at 6:37:27.

11· · · · · · · · MR. GREILSHEIMER:· I don't see a May.  I

12· ·see March.

13· · · · · · · · MR. RUTHERFORD:· Sorry.

14· ·BY MR. RUTHERFORD:

15· · · · · Q.· · March 9, 2023 at 6:37:27 p.m., do you see

16· ·that?

17· · · · · A.· · Yes.· Correct.

18· · · · · Q.· · And you say "Good evening, Ben.· I arrived

19· ·Erbil.· Looking forward to seeing the team tomorrow and

20· ·Saturday."

21· · · · · · · · And it appears Ben responds to you

22· ·March 10th, 2023, 12:23:30 a.m., and states -- and Ben

23· ·says "We'll update you tomorrow.· We have a delay with

24· ·our suppliers."

25· · · · · · · · The delay with the suppliers, is this the



·1· ·technical difficulties we've been referring to?

·2· · · · · A.· · I don't know.

·3· · · · · Q.· · And March 11, 2023, 10:00.· And then -- so

·4· ·it's 10:00:02 a.m. Ben says "Do we still have an

·5· ·opportunity to close the sale?"

·6· · · · · · · · What is your understanding of close the

·7· ·sale?

·8· · · · · A.· · I don't remember that one.· I don't have

·9· ·any idea.

10· · · · · Q.· · So going to March 11, 2023, 10:03:07 a.m.

11· ·You write "Okay.· Will talk to and update you.· I tried

12· ·my best to come up with some excuse done to make your

13· ·company's reputation bad here, and he was really upset.

14· ·I have an idea to at least do something to keep our

15· ·connection.· Will talk later."

16· · · · · · · · Sir, were you trying to make HSS's

17· ·reputation bad?

18· · · · · A.· · Not bad.· Good.· Help them.

19· · · · · Q.· · And so you were -- how were you trying to

20· ·help HSS at this time?

21· · · · · A.· · When they cancel the presentation, they

22· ·ask me to help them to keep their reputation with the

23· ·government.· And I tried to bring some excuse for them

24· ·and come up with the idea that they can sell the device,

25· ·its name Gatekeeper, instead of our money.



·1· · · · · Q.· · Did you make any efforts to see if the

·2· ·March 2023 demonstration could be rescheduled?

·3· · · · · · · · MR. RUTHERFORD:· Is if we go to Exhibit T

·4· ·in the Dropbox, but Exhibit K in the deposition.

·5· · · · · · · · · · · · · · · (Exhibit K was marked and

·6· · · · · · · · · · · · · attached to the transcript.)

·7· ·BY MR. RUTHERFORD:

·8· · · · · Q.· · So, sir, do you recognize this?

·9· · · · · A.· · Yes.

10· · · · · Q.· · For the record, this is another excerpt,

11· ·and it's Bates labeled ASO-SHERWANI 000557 through 559.

12· · · · · · · · So on March 12th -- scroll down.

13· · · · · · · · And so, sir, it appears to be a message

14· ·from you.· And you're saying "Thanks, Ben.· For the

15· ·Zero-Click we are done and they will go by themselves."

16· · · · · · · · And then you go on and talk about "I

17· ·already told them about the Gatekeeper and they love it,

18· ·for now, they don't interested in the advance active

19· ·cell."

20· · · · · · · · But focusing on the Zero-Click, so the

21· ·Zero-Click, we are done, you said that on March 12th,

22· ·2023.· But didn't we look at an email earlier today

23· ·dated March 11th, 2023 from Shaun and Rhaine talking

24· ·about a demo?

25· · · · · A.· · Okay.· What's the question?



·1· · · · · Q.· · Well, the question is on March 10th, 2023

·2· ·were you really done with the Zero-Click?

·3· · · · · A.· · March 12th here, the one you show me.

·4· · · · · Q.· · Did I say May again?· I apologize.

·5· · · · · · · · MR. GREILSHEIMER:· You said March 10th.

·6· ·BY MR. RUTHERFORD:

·7· · · · · Q.· · Sorry.· March 12th, 2023.

·8· · · · · · · · So as of March 12th, 2023 were you really

·9· ·done with the Zero-Click?

10· · · · · A.· · They say they don't have the system.· And

11· ·I told them they are not be able to do that.· And that's

12· ·done.

13· · · · · Q.· · And you go on to say "And they will go by

14· ·themselves."

15· · · · · · · · What did you mean by that?

16· · · · · A.· · Just a word.· Doesn't have any meaning.

17· · · · · Q.· · Well --

18· · · · · A.· · At that time they were being angry of me,

19· ·sad of me.· It wasn't some easy bring back those

20· ·engineers, prefer everything, and they didn't show up.

21· ·It's not something easy.· They say, oh, do you want to

22· ·break up?· It's been really -- make my reputation bad.

23· ·It's very hard for me also.

24· · · · · Q.· · Just so the record is clear, they and

25· ·themselves in that sentence is referring to the



·1· ·government?

·2· · · · · A.· · Yes.

·3· · · · · Q.· · And so you did not mean that they would

·4· ·find an alternative to the Zero-Click?

·5· · · · · A.· · I can't control the government.

·6· · · · · · · · MR. GREILSHEIMER:· That makes two of us.

·7· · · · · · · · MR. RUTHERFORD:· It makes all of us.

·8· ·BY MR. RUTHERFORD:

·9· · · · · Q.· · So turning to the next page, please,

10· ·that's going to be March 12th, 2023 at 4:27:45.· And it

11· ·appears to be a message from Ben.· He's telling you

12· ·"Send someone to South Africa."· And you respond "For

13· ·what?"· And Ben says "Test the system you gave a deposit

14· ·for."

15· · · · · · · · And it goes on.· You say "It was our to

16· ·deal, and not an option.· Now we are talking about the

17· ·Gatekeeper.· I already told them it's cancelled and we

18· ·are now talking about the Gatekeeper or my money

19· ·return."

20· · · · · · · · So is it fair to say that Mr. Jamil is

21· ·trying to come up with a solution to be able to provide

22· ·a demonstration?

23· · · · · A.· · No.

24· · · · · · · · MR. GREILSHEIMER:· Objection to form.

25· ·BY MR. RUTHERFORD:



·1· · · · · Q.· · Why is that not fair?

·2· · · · · A.· · Doing a demonstration in South Africa is

·3· ·completely different environment of the Iraqi

·4· ·environment, Kurdish environment.· It's not the same

·5· ·result and not part of the contract.· We don't have any

·6· ·contract that we should go to South Africa for the

·7· ·demonstration.

·8· · · · · Q.· · So essentially your view, then, was as of

·9· ·March 10th and the inability to provide the

10· ·demonstration, that was it, that ended the relationship?

11· · · · · A.· · Yes.

12· · · · · · · · Sorry.· What relationship?

13· · · · · Q.· · The contract.

14· · · · · A.· · They cancel the contract, yes.

15· · · · · Q.· · Then going to Exhibit U --

16· · · · · · · · MR. RUTHERFORD:· It's Exhibit U in the

17· ·Dropbox.· It's going to be Exhibit L for the deposition.

18· · · · · · · · · · · · · · · (Exhibit L was marked and

19· · · · · · · · · · · · · attached to the transcript.)

20· ·BY MR. RUTHERFORD:

21· · · · · Q.· · Sir, looking at the bottom email, do you

22· ·recognize that?

23· · · · · A.· · Yes.

24· · · · · Q.· · For the record, it's a one-page document,

25· ·ASO-SHERWANI Bates label 000240.



·1· · · · · · · · And it appears -- I just want to clear

·2· ·something up.· So you write "The demonstration was

·3· ·scheduled for March 16th through 17th and your team

·4· ·should arrive on March 10th."

·5· · · · · · · · So the demonstration, the HSS

·6· ·demonstration, was supposed to occur on March 16th and

·7· ·17th?

·8· · · · · A.· · Correct.

·9· · · · · Q.· · I think we've been referring collectively

10· ·throughout the deposition as the March 10th

11· ·demonstration.· But we've been talking about the

12· ·demonstration that was supposed to occur on March 16th

13· ·and 17th, right?

14· · · · · A.· · (Moved head up and down.)

15· · · · · Q.· · I'm sorry.· A verbal.· Was that a yes?

16· · · · · A.· · Yes.

17· · · · · Q.· · It's 1:00.· Do we want to take a 30-minute

18· ·lunch break?· And then when we come back I don't think I

19· ·have much left, and we should be able to wrap up fairly

20· ·quickly after that.· But if we want to do a 30-minute

21· ·lunch break and kind of recollect and go from there?

22· · · · · · · · MR. GREILSHEIMER:· Look, it's your

23· ·deposition so it's your decision to make.· My view is if

24· ·you've got about a half hour or so left to go I'd rather

25· ·have you do it now and finish up.· But, you know, if the



·1· ·witness is hungry or tired from questioning, then we

·2· ·should take a break and let him eat some lunch.· And,

·3· ·you know, setting that aside, the court reporter has a

·4· ·say in this, as well, because we can't do any of this if

·5· ·she's not okay.

·6· · · · · · · · MR. RUTHERFORD:· Absolutely.

·7· ·BY MR. RUTHERFORD:

·8· · · · · Q.· · So, sir, would you prefer to go straight

·9· ·through?

10· · · · · A.· · Yeah.· For me it's okay.

11· · · · · · · · (A discussion took place off the record.)

12· · · · · · · · (A recess was taken.)

13· ·BY MR. RUTHERFORD:

14· · · · · Q.· · So, sir, I'm going to show you now --

15· · · · · · · · MR. RUTHERFORD:· So it's going to be

16· ·Exhibit W in the Dropbox, but this will be Exhibit M.

17· ·So for the deposition it will be Exhibit M.

18· · · · · · · · · · · · · · · (Exhibit M was marked and

19· · · · · · · · · · · · · attached to the transcript.)

20· ·BY MR. RUTHERFORD:

21· · · · · Q.· · So, sir, do you recognize this document?

22· · · · · A.· · Yes.

23· · · · · Q.· · For the record, it's Bates labeled Def.

24· ·JLF 1184.· And it goes to 1185.

25· · · · · · · · So, sir, this email is dated March 10,



·1· ·2023.· And you're responding to Ben.

·2· · · · · · · · If you scroll down, it appears Ben wrote

·3· ·to you on March 10th, 2023 at 9:26 p.m., and he says

·4· ·"Afan, this will serve to confirm our conversation

·5· ·during which we advised you we would need to cancel the

·6· ·upcoming demonstration of our system because we have

·7· ·encountered a technical issue."

·8· · · · · · · · So, sir, isn't it true that Mr. Jamil only

·9· ·cancelled the demonstration and not the contract?

10· · · · · A.· · No.

11· · · · · Q.· · So the word contract does not appear in

12· ·his response, though.· He's only saying "to cancel the

13· ·upcoming demonstration."

14· · · · · · · · So is it your point that at a different

15· ·point they cancelled the contract?

16· · · · · A.· · At the Zoom meeting he cancelled the

17· ·contract, yes.

18· · · · · Q.· · I think we already established you don't

19· ·have any recordings or notes from that, correct?

20· · · · · A.· · No.

21· · · · · Q.· · And sticking along the lines of documents,

22· ·was your communication with Mr. Barzani strictly over

23· ·the phone or did you communicate with him via email?

24· · · · · A.· · Mostly in personal.

25· · · · · Q.· · In person?



·1· · · · · · · · So you don't have any emails with

·2· ·Mr. Barzani about --

·3· · · · · A.· · They don't use the email.

·4· · · · · Q.· · They being the Kurdish government?

·5· · · · · A.· · Yes.

·6· · · · · Q.· · And during this period of time during the

·7· ·transaction with HSS, were you a part of the government

·8· ·at that time?

·9· · · · · A.· · Yes.· I was working for the government.

10· · · · · Q.· · In what role?

11· · · · · A.· · Technical consultation.

12· · · · · Q.· · You had mentioned previously that there

13· ·were other, I believe you called them, suppliers related

14· ·to the system that the Kurdish government was looking

15· ·for.· Do you recall that discussion that we had earlier

16· ·in the day?

17· · · · · · · · And those other suppliers, did you

18· ·communicate with them via phone or over email?

19· · · · · A.· · Mostly I called them most of the time.

20· · · · · Q.· · And so you don't have any emails with

21· ·those suppliers?

22· · · · · A.· · I don't think so.

23· · · · · Q.· · Have you ever registered in the United

24· ·States as a foreign agent?

25· · · · · A.· · No.



·1· · · · · Q.· · So is it -- I think we've discussed this

·2· ·quite a bit at this point.· But just so the record is

·3· ·clear, is it fair to say that after the Zoom call on

·4· ·March 10th, 2023 where you -- it's your position that

·5· ·Ben cancelled the contract, as well as the

·6· ·demonstration, that at that point there was nothing Ben

·7· ·could do to revive or stay in compliance with the

·8· ·contract?

·9· · · · · A.· · The question is not clear.

10· · · · · Q.· · Is it your viewpoint that after that

11· ·March 10th, 2023 Zoom call with Ben that there was

12· ·nothing -- nothing could be done at that point to move

13· ·forward with the contract?

14· · · · · A.· · Yes, they cancelled the contract because

15· ·there was -- they say they will not be able to do that.

16· · · · · Q.· · And it's your position here today that you

17· ·did not have any discussions with Admitech prior to the

18· ·March 10th, 2023 Zoom call regarding negotiating a

19· ·different contract directly with Admitech?

20· · · · · A.· · No.

21· · · · · Q.· · And just to be clear and make sure the

22· ·record is clear, as well, the $300,000 was paid by the

23· ·Kurdish government, and ASO paid the other 60,000,

24· ·correct?

25· · · · · A.· · Yes.



·1· · · · · Q.· · I do not have any further questions for

·2· ·this witness.

·3· · · · · · · · MR. GREILSHEIMER:· And I don't intend to

·4· ·ask any of the witness at this time.· Anything we need

·5· ·to do, we think we can probably supply by affidavit.

·6· · · · · · · · MR. RUTHERFORD:· Madam Court Reporter, any

·7· ·logistical questions?

·8· · · · · · · · THE REPORTER:· Yes.· In the way of

·9· ·transcripts, what would you like to order?

10· · · · · · · · MR. RUTHERFORD:· So I think we've already

11· ·requested the rough.· And then we'll do a standard after

12· ·that.

13· · · · · · · · THE REPORTER:· Counsel for plaintiff?

14· · · · · · · · MR. GREILSHEIMER:· I assume that Tyler is

15· ·going to provide us with a transcript for review and

16· ·correction and signature?

17· · · · · · · · MR. RUTHERFORD:· Correct.

18· · · · · · · · THE REPORTER:· So you are not ordering a

19· ·transcript, sir?

20· · · · · · · · MR. GREILSHEIMER:· That's correct.  I

21· ·think he has to send us one so that we can sign it and

22· ·send it back.

23· · · · · · · · (A discussion took place off the record.)

24· · · · · · · · THE REPORTER:· So basically you're getting

25· ·an original and one?



·1· · · · · · · · So you want an original and one?

·2· · · · · · · · MR. GREILSHEIMER:· It's his expense to

·3· ·provide us with the copy to review, not ours to buy it.

·4· · · · · · · · MR. RUTHERFORD:· On the same page.

·5· · · · · · · · MR. GREILSHEIMER:· And tomorrow, when

·6· ·we're in the opposite situation, we buy them.

·7· · · · · · · · MR. RUTHERFORD:· It will be your turn.

·8· · · · · · · · THE REPORTER:· So an original and one,

·9· ·Mr. Rutherford?

10· · · · · · · · MR. RUTHERFORD:· Yes, please.

11

12· · · · · · · · (Signature having not been waived, the

13· ·videoconference deposition of AFAN SHERWANI was

14· ·concluded at 1:20 p.m. EST.)
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EXHIBIT C 



MEMORANDUM OF UNDERSTANDING 
 

This Memorandum of Understanding (the “Agreement”) is made this 3rd day of December 2022, by and 
between HSS Development Group a division of Cyber Communications Control Group Inc., (hereinafter “HSS”), a 
corporation organized and operating under the laws of the State of Delaware with registered address at 75 South 
Broadway, White Plains, NY 10601, and Afan Omar, an individual (hereinafter the “RESELLER”), (Collectively 
the “Parties”). 
 
WHEREAS, RESELLER has requested HSS to visit Kurdistan to conduct presentations and 
demonstrations of its cyber surveillance system the Intellus ZERO-CLICK (the “SYSTEM to members of 
RESELLER’s Government Client. 
 

NOW, THEREFORE, in consideration of the mutual covenants contained herein, and other good and 
valuable consideration, the Parties hereby agree as follows: 
 

1. HSS Responsibilities. HSS agrees to visit Kurdistan with five of its specialists on or ab out 
December 15, 2022 to conduct presentations and demonstrations of the SYSTEM to members of 
RESELLER’s Government Client. 
 

2. RESELLER’s Payment to Help Defray HSS’s Expenses. RESELLER accepts that HSS shall 
incur substantial expenses in discharging its responsibilities under this Agreement and agrees to make a good faith 
payment to HSS in the amount of sixty thousand United States Dollars ($60,000.00) payable upon the execution of 
this agreement. This good faith payment can be used as a deposit against the purchase of the SYSTEM by 
RESELLER. 

3. Amendments. This Agreement may not be amended except by a writing duly signed by both 
Parties referring specifically to this Agreement. 

 
4. Binding Effect. This Agreement shall inure to the benefit of the Parties and their successors 

or assigns, if any. 
 

5. Severability. If any provision or any portion of any provision of this Agreement shall be held 
to be void or unenforceable in part, the remaining provisions or portions of provisions shall continue in full 
force and effect. 
 

6. Assignment. This Agreement may be assigned by either party, whether by agreement, 
operation of law or otherwise, with the prior written consent of the other party. 
 

7. Counterparts. This Agreement may be signed in counterparts, and each shall be considered 
an original if signed by the Parties. 
 

8. Governing Law. This Agreement shall be construed in accordance with the laws of New 
York and the Courts of New York shall have jurisdiction in any dispute that may arise under this Agreement. 
 

9. Integration. This Agreement shall constitute the entire agreement between the parties in 
respect to the subject matter herein and supersedes all prior oral or written agreements. 
 

10. Due Diligence. RESELLER acknowledges that it is not relying on any statements or 
representations made by HSS or HSS’s representatives concerning the marketability of HSS’s products and 
that it has conducted its own independent investigation and due diligence and has determined on its own to 
enter into this agreement. 

11. Contract Construction - Legal Counsel. Neither Party shall be deemed the craftsman of this 



Agreement for purposes of contract construction. Further each Party has had an opportunity to consult with 
counsel of its choosing prior to signing this Agreement. 
 

12. Notices. All notices, payments or demands required under this Agreement shall be addressed 
as follows: 
 
HSS at: 75 South Broadway, White Plains, NY 10601 Telephone: 
+1.917.701.5265, Email: 37@secintel.com 
 
RESELLER at: #27-01 Peninsula Plaza, Singapore 1790   
Telephone: + 571 358 1225, Email: afan@k-rsc.org 
 

13. SYSTEM Features to be Demonstrated - During the live demonstration HSS will show how the 
system does the following: 

• Access to App audio & video calls made by the target (Skype, WhatsApp, Facetime, etc) 
• Access to Cellular Voice Calls 
• Access to Messenger App history (WhatsApp, Telegram, Facebook, etc..) 
• Access Targets private Email without detection 
• Access Phone Configuration and Identifiers; IMSI, IMEI, Mac Address, IP and more 
• Access and download audio/video files stored on the phone 

Access browser cookies and private internet accounts (Gmail, Facebook, SIGNAL, On-Line Crypto Exchanges, On-
Line Banking, On-Line Wallets and more) 

• Access to GEO-LOCATION 
• Access to Private Social Media Accounts 
• Access to Inbound / outbound Call Logs 
• Access Target's Private Online Accounts on his Phone 
• Learn what Applications are installed on the Target’s phone 
• See what Running Services are on the Target’s Phone (WiFi, Bluetooth, Location, etc) 
• See / Access files in device memory/removable storage on the phone (images, videos, etc) 
• View contacts on phone (address book) 
• View or edit calendar events on the phone 
• Get the Global IP Address 
• Learn the Target’s Battery Life 
• Learn the Target’s Operator Name 
• Get the Device Model, Manufacturer 

 
14. Phones to be Tested During Demonstration. The RESELLER will provide a new unpacked 

Android phone and a new unpacked iOS phone with sim cards with data for each phone. 
 

15. Messenger Services to Be Monitored During the Demonstration. The RESELLER will install 
messenger services into the phones and HSS will demonstrate how the SYSTEM monitors those messenger services 
during the demonstration. 
 

16. Demonstration Environment. The demonstration will take place in an environment that is FREE of 
any jamming signals, Wi-Fi signal blockers or other RF interference. 
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Invoice 
 
 

Date Number Valid For F.O.B. Terms 

Dec 2, 2022 120222A8 30 Days N/A Wire Transfer 
 

Qty 
 

Item Description 
Unit Price 

(USD) 
Extended Price 

(USD) 

1 1. Good faith deposit to help defray HSS’s 
expenses incurred during its Visit.  This good 
faith payment can be used as a deposit against the 
purchase of the SYSTEM by RESELLER. 

 

60,000.00 60,000.00 

  

  

Total 60,000.00 

 
Wire Transfer Details: 
Name of Bank - TD Bank 
285 Mamaroneck Avenue, White Plains, NY 10605 
ABA# 031101266 (for wires from domestic (U.S.) banks) 
Swift Code - NRTHUS33XXX (For wires from international banks) 
For the account of: Cyber Communications Control Group Inc. 
Account number: 4413685417 

 
 
 



This Agreement (“Agreement”) made on February 20, 2023  by and between HSS Development Group a division 
of Cyber Communications Control Group Inc. (“HSS”) and ASO LLC, a Limited liability company  
(“PURCHASER”) collectively (the “Parties”) concerning the matters hereinafter set forth. Any prior understanding 
or agreement is invalid unless the terms are contained specifically in this agreement. 
 
WITNESSETH 
 
WHEREAS HSS has sent RESELLER a proposal dated February 17, 2023 that includes the features of a 
SYSTEM for government use, 
 
WHEREAS PURCHASER would like to purchase the SYSTEM subject to seeing a successful demonstration of 
the SYSTEM in their country.  
 
 
NOW THEREFORE in consideration of the various covenants, premises, and conditions set forth below the 
parties agree as follows: 
 
1.0 DEPOSIT. 
PURCHASER shall pay a deposit to HSS of three hundred Thousand United States Dollars ($300,000) 
upon the execution of this agreement.   
 
2.0    HSS Live In-Country Demonstration  
Upon receipt of the $300,000 deposit HSS shall visit Kurdistan and conduct live demonstrations of the SYSTEM’s 
features included in the PROPOSAL dated February 17, 2023.  If HSS is successful in demonstrating these features 
PURCHASER will enter into a letter of credit to purchase the SYSTEM. 
 
3.0  Purchase Price 
The Purchase price of the system is eleven million one hundred thirty-five thousand Untired States Dollars 
($11,135,000.00) of which three hundred sixty thousand United States dollars ($360,000.00) has already been paid. 
The Letter of Credit will be 10,775,000.   Service for each of the first three years which includes updates and 
upgrades is 10% of the purchase price or ($1,113,500.00.  The price of the SYSTEM for each subsequent year after 
the first 3 years will be 10% of the purchase price or $1,113,500.00. 
 
4.0  Payment Terms of the Letter of Credit. 
PURCHASER shall provide for an acceptable drawdown in the Letter of Credit with the remaining balance to be 
paid prior to delivery. 
 
5.0  Payback of Deposit to ASO LLC. 
Upon receipt of the 50% paydown of $5,387,500 HSS shall refund the $300,000 ASO paid. 
 
6.0  Unsuccessful Demonstration   
If HSS is not able to successfully demonstrate the features in the PROPOSAL then HSS shall refund the $360,000 
has previously paid within 14 days of the unsuccessful demonstration. 
 
 
7.0  Delivery of the System. 
The System shall be installed at the PURCHASER’S location within 90 days of the acceptable drawdown of the letter 
of credit.  
 
8.0  Assignment. 
No right or obligation under this Agreement shall be assigned by a Party without the other’s prior written consent. 
Any attempted assignment shall be void and of no effect. 
 



9.0 Entire agreement. 
This Agreement, along with the attached Exhibits and any written modifications signed by both Parties, shall constitute 
the entire agreement between the Parties with respect to the System defined herein and shall supersede any prior or 
contemporaneous understandings, agreements, representations, conditions, warranties, oral or written, expressed or 
implied, and all other communications, between the Parties. This Agreement may be executed via facsimile or other 
electronic copy signature. 
10.0 Modification 
This Agreement may not be amended except by a writing signed by an authorized representative of HSS and 
PURCHASER. 
 
11.0 Warranty. 
 
HSS warrants that the software delivered to the customer for the Cyber Surveillance System, will conform to the 
design, performance and manufacturing specifications of this agreement and will operate free from all defects, 
which may cause the delivered system to fail to conform to the specified functional and/or performance 
requirements. The warranty period lasts 12 months starting from the date of the delivery. 
 
Warranties and customer’s remedies hereunder are solely for the benefit of the RESELLER’S customer and shall 
not extend to any other entity whatsoever. The reseller’s customer shall be solely responsible for the selection, 
use, efficiency, and suitability of the equipment. This warranty shall not apply if the system or any part thereof has 
been damaged by improper operation, maintenance, misuse, accident, neglect, fault or negligence or has been 
subject to the opening of any sealed components without HSS’s prior written approval. 
 
The warranties provided herein constitute HSS’s sole and exclusive liability for defective or non- conforming 
product, software and services and shall constitute the customers sole and exclusive remedy for defective or non- 
conforming product, software, and services. Unless specified in this order, all express or implied conditions, 
representations, and warranties, including any implied warranty or condition of merchantability, satisfactory 
quality, fitness for a particular purpose or non-infringement, are disclaimed, except to the extent that such 
disclaimers are held to be legally invalid and are in lieu of all obligations or liabilities on the part of supplier for 
damages. 
 
12.0 Proprietary Information 
Nothing in this Sales Contract shall be deemed to grant to the customer any rights in patents, copyrights, proprietary 
information and trade secrets or any title or property interest in or to the software, including third party licensed 
software, or any of the intellectual property embodied in such software. The customer shall retain and shall not 
remove or destroy any copyright, trademark, logos or other intellectual property rights legends or notices placed or 
contained in the licensed software. 
 
13.0  Tax 
The prices in this Sales Contract do not include any customs, duties, value added tax or any other assessments which 
may be levied by the relevant authorities. Any such amounts, whether withheld at source or otherwise, will be paid by 
the PURCHASER. 
 
14.0  Counterparts. 
This Agreement may be executed in one (1) or more counterparts, each of which shall be deemed an original but all of 
which taken together shall constitute one and the same instrument. A validly executed counterpart that is delivered by 
one party to the other via electronic transmission shall be valid and binding to the same extent as one delivered 
physically, provided that the valid signature is clearly visible. 
 
15.0  Binding Upon Successors. 

All terms and conditions of this Agreement shall be binding upon and inure to the benefit of the Parties hereto and their 



Affiliates as defined herein, their successors, and their assigns. PURCHASER may not assign or otherwise 
transfer by operation of law, change of control or otherwise, any of its rights under this Agreement without HSS’s prior 
written consent. 
 
16.0  Governing Law. 
This Agreement shall be construed in accordance with the laws of New York and the Courts of New York shall 
have jurisdiction in any dispute that may arise under this Agreement. 
 
17.0  Notices. 
All notices under this Agreement shall be addressed as follows: 

HSS at: 75 South Broadway, White Plains, NY 10601 
Telephone: +1.917.701.5265, Fax: +1.914-368-9729, Email: 37@secintel.com 
 
RESELLER at: Kurdistan Region Government Iraq, Kurdistan Region Govt, Erbil 44001 
Telephone:_+1.571.358.1225, Email:   afan@k-rsc.org> 
 
18.0  FORCE MAJEURE 
15.1 In case that the uncontrollable events occur despite the mutual efforts of Buyer and Seller, Buyer and Seller shall 
recognize those events as force majeure. In case such events occur, Seller shall notify Buyer with enclosed evidence 
documents within 7 (seven) working days from the date of such occurrence and the both parties shall do their best to 
eliminate such obstacles. 
15.2 Should any force majeure circumstances arise, each of the contracting Parties shall be excused for non-fulfillment 
or for delayed fulfillment of any of its contractual obligations, if the affected Party informs the other Party in writing 
within 7 (seven) days of its occurrence. 
15.3 Force majeure shall mean quarantine restrictions and closed state borders, caused by COVID-19 pandemic and 
beyond the control of either Party, fires, floods, natural calamities or other acts such as war, turmoil, strikes (as not 
limited to be establishment of the Seller), sabotage, explosions. 
15.4 It is understood and agreed between the Parties hereto that rights and obligations of the Parties shall be deemed to 
be in suspension during the continuance of the aforesaid force majeure event and the said rights and obligations shall 
automatically revive upon the cessation of the intervening force majeure event. The period within which the rights and 
obligations of the Parties shall be in suspension due to force majeure event shall not be considered as delay with respect 
to the period of delivery and/or acceptance of delivery or otherwise determined to either Party under the Contract. 
15.5 Notwithstanding the provisions of the immediately foregoing clauses it is further understood and agreed between 
the Parties hereto that in the event of any force majeure persisting for an uninterrupted period exceeding 3 (three) 
months, either Party hereto reserves the right to terminate this Contract upon giving prior written notice of 30 (thirty) 
days to the other Party of the intention to terminate without any liability other than reimbursement on the terms 
provided in this Contract for the Item received. 
 

19.0 Demonstration Procedures  
PURCHASER (Kurdistan Region) will provide HSS with 3 new unwrapped android cell phones and 3 new unwrapped 
iOS phones and will provide sim cards issued by telecom companies in Kurdistan. The SIM cards need to have loaded 
data, 1 GB, and airtime on each sim, $2-$3 United States dollars or equivalent airtime will be sufficient for the 
demonstration. 
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IN WITNESS WHEREOF, the Parties have executed this Agreement as of the date first written above. 
 
HSS: PURCHASER: 
Cyber Communications Control Group Inc.  ASO LLC  
 
 
 
 
By:  By:  
Name:  Ben Jamil  Name: 
Title:  CEO Title: 
 
 
  

Afan Sherwani

CEO 



 
 
 
 
 

Invoice 

 From: HSS at: 75 South Broadway, White 
Plains, NY 10601 
Telephone: +1.917.701.5265, Fax: +1.914-
368-9729, Email: 37@secintel.com 

To: Afan Omar  
Kurdistan Region Government 
Iraq, Kurdistan Region Govt 
Erbil 44001 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Wire transfer Details:  
Name of Bank - TD Bank 
285 Mamaroneck Avenue, White Plains, NY 10605 
ABA# 031101266 (for wires from domestic (U.S.) banks) 
Swift Code - NRTHUS33XXX (For wires from international banks) 
For the account of: Cyber Communications Control Group Inc. 
Account number: 4413685417 
 

 
_________________________________ 
Ben Jamil, CEO 

Date Invoice Number  Shipping Terms Payment Terms 

February 20, 2023 022023A8  Delivered Net 
 

Qty 
 

Item Description 
Unit Price 

(USD) 
Extended Price 

(USD) 

 
 

1 
 

 
 
Deposit on System for Secure Communications  
 
 
 
 
 
 
 
 
 
 
 
 

 
 

300,000.00 
 
 
 
 

 
 

300,000.00 
 
 
 
 

Total due  300,000.00 

Shipping and handling N/A 

Total due     300,000.00 
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EXHIBIT D 





1/10/23, 12:53 PM - Messages and calls are end-to-end encrypted. No 
one outside of this chat, not even WhatsApp, can read or listen to 
them. Tap to learn more.
1/10/23, 12:53 PM - khasro'wathman: This message was deleted
1/10/23, 12:54 PM - khasro'wathman: Good morning dear Mr Bin
I would like to express my thanks and appreciation to you and our 
brother Mr Afan and I ask  you, if you do not mind, to close our topic 
at the present time so that we can inform you again later about it 
Thanks again for your efforts.
With all the best
1/10/23, 12:56 PM - Ben Jamil: All the best to you also
1/10/23, 12:56 PM - khasro'wathman: STK-20230110-WA0000.webp (file 
attached)
1/10/23, 12:56 PM - khasro'wathman: STK-20230110-WA0001.webp (file 
attached)
1/10/23, 12:57 PM - khasro'wathman: Really your solution is the best. 
I wish all success to you and to your company
1/10/23, 12:58 PM - khasro'wathman: I saw a lot of solutions in the 
world but you are unique  this my real feedback
1/10/23, 12:58 PM - khasro'wathman: With all the best
1/10/23, 12:59 PM - khasro'wathman: STK-20230110-WA0002.webp (file 
attached)
1/17/23, 11:52 AM - Ben Jamil: When do you want us to return to Erbil  
to conclude  our demonstration  and begin the training
We would need at least 6 days
1/17/23, 12:06 PM - khasro'wathman: Good evening 
I. Can’t promise any thing  I haven’t  authorisation  for that
1/17/23, 12:09 PM - khasro'wathman: According to your last term 
conditions  I can’t do any discussion  it is to hard to us  to give 
any promises 
With all the best
1/17/23, 12:13 PM - Ben Jamil: We  have modified the conditions in a 
ducussion with  Afan

Monthly service only 10 % of the invoice price

We agree  to negotiate a reasonable lower deposit 

Down  from our standard 75%
To a percentage mutually acceptable
1/17/23, 12:14 PM - Ben Jamil: What else do you require?
1/17/23, 12:15 PM - Ben Jamil: When would you like to receive  our 
MAGIC?
1/17/23, 12:50 PM - khasro'wathman: This message was deleted
1/31/23, 4:46 AM - khasro'wathman: Hello
1/31/23, 4:47 AM - khasro'wathman: Good morning
1/31/23, 4:47 AM - khasro'wathman: Please if you have time call me
1/31/23, 6:44 AM - khasro'wathman: Good morning
1/31/23, 6:45 AM - khasro'wathman: Set an appointment to talk about 
the topic if possible



With all the best
1/31/23, 8:42 AM - Ben Jamil: When would you like to talk?
1/31/23, 9:17 AM - Ben Jamil: My email address is 

37@SECINTEL.COM
1/31/23, 9:36 AM - khasro'wathman: Ok
2/2/23, 2:55 PM - khasro'wathman: Good morning 
Pls did you receive my email ? 
Inform us  
With all the best
2/2/23, 2:56 PM - Ben Jamil: Can you speak now please
2/2/23, 2:58 PM - Ben Jamil: Did not receive your email
2/2/23, 3:00 PM - Ben Jamil: Please call me when you are available 

Thanks 
Ben Jamil CEO
2/2/23, 11:29 PM - Ben Jamil: Are you available  to speak now?
2/2/23, 11:30 PM - Ben Jamil: Send me a text for the time you are free
With all the best
2/3/23, 2:10 AM - khasro'wathman: Good night
2/3/23, 2:11 AM - khasro'wathman: Today  any time
2/3/23, 2:12 AM - khasro'wathman: Krcs@pronmail.Com
2/3/23, 2:43 AM - khasro'wathman: IMG-20230203-WA0000.jpg (file 
attached)
2/3/23, 10:42 AM - khasro'wathman: Missed voice call
2/3/23, 1:50 PM - khasro'wathman: Good afternoon
2/3/23, 1:51 PM - khasro'wathman: Do you have time to talk after 1 
hour  please ?
2/4/23, 5:28 PM - Ben Jamil: Sending today  to your email address
2/4/23, 5:38 PM - Ben Jamil: Proposal  sent
2/4/23, 5:38 PM - Ben Jamil: Please confirm receipt
2/4/23, 5:49 PM - Ben Jamil: Proposal sent to proton 
Has been bounced back
2/4/23, 5:50 PM - Ben Jamil: What other do you hav
2/4/23, 5:56 PM - Ben Jamil: What other email options do you have
2/15/23, 8:07 PM - Ben Jamil: ZC Features (Standard & New for 2023)

Standard Features of ZC: 

• Access to App audio & video calls made by the target (Skype, 
WhatsApp, Facetime, etc)
• Access to Cellular Voice Calls
• Access to Messenger App history (WhatsApp, Telegram, Facebook, 
etc..)
• Access Targets private Email without detection
• Access Phone Configuration and Identifiers; IMSI, IMEI, Mac Address, 
IP and more
• Access and download audio/video files stored on the phone



• Access browser cookies and private internet accounts (Gmail, 
Facebook, SIGNAL, On-
Line Crypto Exchanges, On-Line Banking, On-Line Wallets and more)

• Access to GEO-LOCATION
• Access to Private Social Media Accounts
• Access to Inbound / outbound Call Logs
• Access Target's Private Online Accounts on his Phone
• Learn what Applications are installed on the Target’s phone
• See what Running Services are on the Target’s Phone (WiFi, 
Bluetooth, Location, etc)
• See / Access files in device memory/removable storage on the phone 
(images, videos,
etc)
• View contacts on phone (address book)
• View or edit calendar events on the phone
• Get the Global IP Address
• Learn the Target’s Battery Life
• Learn the Target’s Operator Name
• Get the Device Model, Manufacturer

—
— 

New Features for 2023:
Camera capture and manipulation: Ability to take pictures + 7FPS 
images to build 'video' for low memory usage: a) takes up low space 
locally on the device b) transfer using cellular data or WiFi with low 
data signature in case the target has a limited data plan and the 
officer decides to extract without using WiFi)

Microphone access and manipulation: (for room conversation capture + 
super-flat audio compression similar to image file retrieval - for low 
memory usage: a) takes up low space b) transfer using cellular data or 
WiFi with low data signature in case the target has a limited data 
plan and the officer decides to extract without using WiFi)

Installation of files capability: The officer can transfer a file 
(image, video, document, etc) onto the target phone.
Case uses involves infiltration and installation of evidence (to 
provoke the target, to bribe the target, to persuade the target) or 
(to provoke accomplices to the target, to bribe accomplices to the 
target, to persuade accomplices to the target) during an investigation 
that requires overt or covert discovery of evidence on the target's 
phone.

Screen Operation Capture:
a) Click-Tap detection, recording, and replay
1) The officer can observe where the target clicks on a screen, record 



what he clicks on, and replay it for post-event analysis
2) If the target is off-line (away from cellular data / far from 
towers / in airplane mode with no connectivity), as soon as the target 
comes back into connectivity, the officer can acquire Click-Tap 
history)

b) Keystroke Capture
1) Live in real-time
2) Offline (away from cellular data / far from towers / in airplane 
mode with no connectivity), as soon as the target comes back into 
connectivity, the officer can acquire Click-Tap history)

c) Keylogger Functionality: Any changes from the screen can be logged, 
both online & offline 

In Beta:

Battery optimizing - Scheduled for Q2 2023, this will enable the 
battery of the target phone to deplete slower during extended 
surveillance operation (during takeover of the captured phone by ZC)

Auto Admin Mode (Android) Scheduled for Q2 2023 - this will give root 
access to an android phone for additional levels of manipulation 
required by the surveillance officer in an automated format.
2/16/23, 12:21 AM - khasro'wathman: Good night
2/16/23, 12:21 AM - khasro'wathman: Thanks for updating
2/16/23, 12:27 PM - Ben Jamil: Are you free to speak?
2/16/23, 12:28 PM - Ben Jamil: How are you today?
2/17/23, 4:27 AM - khasro'wathman: Good morning
2/17/23, 7:46 AM - Ben Jamil: Good morning
2/17/23, 8:03 AM - Ben Jamil: How are you?
3/11/23, 11:19 AM - khasro'wathman: Missed voice call
3/11/23, 11:19 AM - khasro'wathman: Good morning
3/11/23, 11:19 AM - khasro'wathman: Pls any updates?
3/11/23, 12:39 PM - Ben Jamil: Good morning 
We are working with the engineers in South Africa  for a solution

Thanks for your  patience
3/11/23, 1:01 PM - khasro'wathman: Please for what solutions   And 
what happened with your plan for this week ?
3/11/23, 1:24 PM - Ben Jamil: Please check with Afan who  can explain
3/12/23, 3:54 AM - khasro'wathman: Okay
3/15/23, 11:05 AM - Ben Jamil: We are waiting for your confirmation  
that you can provide access to the SS7
so we can demo our zero click
3/15/23, 11:05 AM - Ben Jamil: Dear general
3/15/23, 11:06 AM - Ben Jamil: We are prepared to visit and  demo
In Erbil



3/17/23, 5:17 PM - Ben Jamil: Please  calle so we can comply with  our 
obligations to do a demonstration under the contract
3/19/23, 10:43 AM - Ben Jamil: We are waiting to hear from you about  
a new date  for the demonstration
3/23/23, 5:42 PM - Ben Jamil: Have more MAGIC to show to you
3/23/23, 5:43 PM - Ben Jamil: Give us two phone numbers 

And 

We show  you how to take control of them for 30 days 

Low cost
3/23/23, 5:43 PM - Ben Jamil: Call me
3/28/23, 1:31 AM - khasro'wathman: Good morning
3/28/23, 1:33 AM - khasro'wathman: I am not in Kurdistan I am abroad 
With all the best
3/28/23, 8:14 AM - Ben Jamil: Urgent we speak because our demo team 
has been  waiting for you to confirm our demo dates in Erbil
3/28/23, 9:38 AM - khasro'wathman: Pls talk to afan not to me. I am 
abroad
3/28/23, 9:40 AM - Ben Jamil: Afan refuses to cooperate
3/28/23, 9:41 AM - Ben Jamil: Can we have a new point of contact in 
the H E
3/28/23, 9:49 AM - khasro'wathman: Dear sir 
I would like inform you  I am abroad for treatment  and I am out this 
job 
With all the best
3/28/23, 10:11 AM - Ben Jamil: Can you kindly refer us to a 
responsible person who we can work with
3/30/23, 1:04 PM - Ben Jamil: May ALLAH bless you and your treatment
4/2/23, 12:59 PM - Ben Jamil: How are you feeling?
4/2/23, 1:54 PM - khasro'wathman: Thanks little-bit better
4/7/23, 2:33 PM - Ben Jamil: When is it convenient for us  to discuss 
your govts requirements
4/20/23, 1:20 PM - Ben Jamil: How are you feeling toda
5/22/23, 4:35 PM - Ben Jamil: How are you feeling?
5/22/23, 4:49 PM - khasro'wathman: Good morning
5/22/23, 4:50 PM - khasro'wathman: Thanks B I am fine
5/22/23, 5:05 PM - Ben Jamil: When can we speak?
We  want to. Come and demo our improvements in the MAGIC SYSTEM
6/1/23, 11:44 AM - Ben Jamil: When are you available to speak?
6/12/23, 3:58 PM - Ben Jamil: Please  call I have important. News  for 
you
6/14/23, 1:44 AM - khasro'wathman: Missed voice call
6/14/23, 1:44 AM - khasro'wathman: Missed voice call
6/14/23, 10:50 AM - Ben Jamil: When are you available to discuss our 
project



EXHIBIT E 



By Insikt Group®
December 3, 2025

Intellexa’s Global Corporate Web
Insikt Group found more companies 
likely tied to Intellexa’s wider network, 
especially to the previously reported 
Czech cluster, including one seemingly 
used to ship Intellexa products to clients.

Two newly identified advertising firms 
may link to the “Aladdin” ad-based 
infection vector, previously tied to the 
Czech cluster via a leaked 2022 proof-
of-concept invoice.

Insikt Group continues to observe 
Intellexa activity across multiple 
countries, including Iraq, even as the 
group has changed its infrastructure 
setup and techniques.

CYBER
THREAT
ANALYSIS



CYBER THREAT ANALYSIS 
 

The author, Julian-Ferdinand Vögele, thanks Amnesty International's Security Lab for its ongoing 
reporting on the Intellexa and Predator spyware ecosystem. Today, Security Lab published a related 
report on Intellexa, which can be found here. 

NOTE: This was updated on February 20, 2026, with a minor correction. 

Executive Summary 
Insikt Group identified several individuals and entities linked to Intellexa and its broader network of 
associated companies. These connections span technical, operational, and corporate roles, including 
backend development, infrastructure setup, and company formation. Using export and import data, 
Insikt Group identified one entity linked to the previously reported Czech cluster that facilitated the 
shipment of Intellexa products to clients. In at least one instance, a direct delivery was made to an end 
user, while additional entities in Kazakhstan and the Philippines appear to have been involved in product 
imports, indicating an expanding network footprint. Two additional entities in the advertising sector may 
be tied to the “Aladdin” ad-based infection vector, previously associated with the Czech cluster via a 
leaked 2022 invoice. In addition, Recorded Future’s proprietary intelligence revealed ongoing Predator 
spyware activity in multiple countries, including new evidence of its deployment in Iraq. 
 
The continued domestic use of mercenary spyware such as Predator poses significant privacy, legal, 
and physical security risks worldwide. Although civil society remains the primary target in most publicly 
documented cases, recent evidence shows that executives and other high-profile individuals with 
substantial intelligence value are increasingly being targeted as well. Due to Predator’s costly licensing 
model, operators are likely to reserve its deployment for high-value strategic targets, placing politicians, 
business leaders, and individuals in sensitive roles at heightened risk. Meanwhile, the widespread and 
likely unlawful use of spyware against political opposition continues to be a pressing issue under 
investigation in several European Union (EU) member states, including Poland and Greece. 

Insikt Group assesses that several key trends are shaping the spyware ecosystem, including growing 
balkanization as companies split along geopolitical lines, with some sanctioned entities seeking 
renewed legitimacy through acquisitions while others shift toward regions with weaker oversight (1, 2). 
Despite this, a core network of facilitators continues to underpin the industry’s operations. Furthermore, 
rising competition and secrecy surrounding high-value exploit technologies are heightening risks of 
corruption, insider leaks, and attacks on spyware vendors themselves. Targeting has also expanded 
beyond traditional civil society figures to include corporate leaders and private-sector individuals (1, 2), 
suggesting that the publicly visible cases represent only a fraction of a much larger, concealed global 
ecosystem. 

 
1 ​ ​ ​ ​ ​ ​       CTA-2025-1203 ​ ​            ​                Recorded Future® | www.recordedfuture.com 
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https://techcrunch.com/2025/11/03/how-an-ex-l3-harris-trenchant-boss-stole-and-sold-cyber-exploits-to-russia/
https://www.nytimes.com/2023/03/20/world/europe/greece-spyware-hacking-meta.html
https://techcrunch.com/2025/10/09/italian-businessmans-phone-reportedly-targeted-with-paragon-spyware/
http://www.recordedfuture.com
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Key Findings 

●​ Insikt Group uncovered additional companies highly likely tied to Intellexa’s broader corporate 
web, particularly within the previously discussed Czech cluster. At least one of these entities 
appears to have been used to ship Intellexa products to clients, offering further insight into 
Intellexa's global business structures. 

●​ Two newly identified companies appear to operate in the advertising sector and may be 
connected to a previously reported ad-based infection vector known as “Aladdin.” This vector 
was earlier associated with the Czech cluster through a leaked invoice from 2022 showing 
payments for a proof-of-concept to an individual linked to that cluster. 

●​ Analysis of export and import databases revealed indications that one of the newly identified 
companies was used to deliver Intellexa products to end customers, either directly or through 
intermediaries. This research also exposed two additional entities located in Kazakhstan and the 
Philippines. 
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Background 
Predator is a sophisticated mercenary spyware targeting both Android and iPhone devices and has 
been active since at least 2019. Initially created by Cytrox and now seemingly managed and distributed 
through a broader network of Intellexa-linked companies, Predator is designed for adaptability and 
stealth, leaving little evidence on compromised devices and complicating external investigations into its 
misuse. Once deployed, Predator provides complete access to a device’s microphone, camera, and all 
data, including contacts, messages, photos, videos, and more. Its modular, Python-based architecture 
lets operators add capabilities remotely without re-exploiting the device. 
 
Predator can be delivered through “1-click” and “zero-click” attack vectors. “1-click” attacks rely on 
social engineering messages with malicious links that require user interaction (1, 2, 3), while 
“zero-click” attacks, described in the “Predator Files,” involve techniques that do not require any action 
from the target, such as network injection or proximity-based methods. However, there have been no 
confirmed cases of Predator using fully remote “zero-click” exploits like those seen with NSO Group 
Pegasus, which can compromise devices through messaging apps without any user interaction (for 
example, FORCEDENTRY or BLASTPASS). 
 
Over the past two years, Insikt Group has identified suspected Predator operators in more than a dozen 
countries, including in Angola, Armenia, Botswana, the Democratic Republic of the Congo, Egypt, 
Indonesia, Kazakhstan, Mongolia, Mozambique, Oman, the Philippines, Saudi Arabia, and Trinidad and 
Tobago (1, 2). Further investigations have revealed evidence of Predator deployments and operator 
activity in a number of other countries, among them Greece, Sudan, and Vietnam (see Figure 1). 
Notably, in Greece, the use of Predator against journalists, politicians, businesspeople, and other public 
figures, known as the “Predatorgate” scandal, has prompted multiple investigations and legal 
proceedings that remain ongoing. 
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Figure 1: Countries where there is evidence of Predator deployments and operator activity (Source: Recorded Future) 

 
Although Predator is officially marketed for counterterrorism and law enforcement use, investigations 
have revealed a consistent pattern of its deployment against civil society figures, including journalists, 
activists, and politicians (1, 2, 3, 4). The cases documented in earlier reports likely represent only a 
fraction of the total abuses, given the broad proliferation of mercenary spyware such as Predator, the 
increasing difficulty of detection, likely exacerbated by recent iPhone operating system updates, and 
the limited support and awareness among victims. It is important to highlight the risk of cross-border 
targeting, exemplified by cases involving Predator, where an operator linked to Vietnam reportedly 
targeted EU officials and members of the European Parliament, as well as other mercenary spyware 
such as Pegasus. Lastly, although individual spyware vendors may implement different control 
mechanisms, statements by the CEO of Memento Labs have raised doubts about their effectiveness, as 
one of the company’s clients reportedly continued using products that were meant to have been 
decommissioned. 
 
Despite increased public reporting on Predator’s infrastructure and techniques, and growing attention of 
Intellexa’s corporate structure, Predator operations continue, though the full scope of their activity 
remains unclear. This persistence continues even after measures such as US sanctions, an EU 
resolution, a US visa ban on Intellexa affiliates, and the launch of the Pall Mall Process , alongside likely 1

rising exploit costs, particularly for iPhones. This likely reflects rising demand for spyware, especially in 

1 The Pall Mall Process is an initiative launched by the governments of France and the United Kingdom aimed at establishing standards for the 
ethical use of commercially available technologies in intrusive surveillance operations. 
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countries facing export restrictions, ongoing technical innovation, and increasingly complex corporate 
structures (for example, front companies and unwitting directors) designed to impede sanctions and 
attribution. 
 
Notably, while actual payments and terms are opaque, exploit-chain prices for smartphones like 
iPhones often reach the millions; for example, reports cite a Russian zero-day broker offering up to $20 
million for zero-day remote code executions (RCEs) against the latest iPhones and Android devices, and 
a United Arab Emirates (UAE)-based startup, Advanced Security Solutions, reportedly offering up to 
$20 million for SMS-delivered smartphone hacking tools. 
 
Ultimately, it remains unclear whether companies like Intellexa develop their own exploits or obtain them 
from others (and, if so, at what cost and under what conditions) as well as who else collaborates with 
these providers. A 2024 report indicating that the Russia-backed group APT29 (tracked as BlueBravo 
by Insikt Group) may have used the same exploits as Intellexa and NSO underscores why this issue 
warrants attention and raises a number of important questions. 

Mapping Intellexa’s Corporate Web and State of Activity 
Mapping the corporate structure of a mercenary spyware vendor such as Intellexa presents significant 
challenges. As illustrated in Figure 2, these entities typically operate through a complex web of shell 
and front companies distributed across multiple jurisdictions. They frequently alter ownership 
structures, employ ambiguity, and use various obfuscation tactics to evade detection. Consequently, 
the available picture of Intellexa’s organizational landscape is often incomplete, opaque, and rapidly 
outdated. 
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Figure 2: Locations of companies linked to Intellexa (Source: Recorded Future; Amnesty International) 

 
This report seeks to narrow some of the existing knowledge gaps by offering new insights into the 
structure and operations of Intellexa’s corporate web. It highlights suspected Intellexa-affiliated 
employees, identifies additional companies that may have served, or continue to serve, as front entities, 
including two possibly linked to AdInt-related attack vectors, and provides further details on how 
Intellexa–associated firms appear to ship their products to end customers. 

Intellexa Employees and Risks of Corporate Fragmentation 
Using proprietary Recorded Future data, Insikt Group gained deeper insights into several partially 
identified employees. Among them, three are likely based in Greece and one in North Macedonia. 
Available information suggests these individuals are, at least in part, involved in infrastructure, 
development, legal, and IT support–related activities. 
 

●​ The first individual, based in Greece, has a professional background in IT administration across 
logistics and consulting sectors, uses multiple Intellexa-linked and related company email 
addresses, and shows evidence of IT infrastructure involvement through various technical 
platforms. 

●​ The second individual is assessed to be part of Intellexa’s infrastructure team, with activity 
through Intellexa-linked accounts accessing IT management services from the same system as 
the first individual. 

●​ The third individual’s email appears in company records for several Intellexa-linked entities, all 
represented by a Greek lawyer involved in multiple international legal and business contexts. 
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●​ The fourth individual, based in Skopje, is a backend developer with past roles at regional telecom 
firms, a “stealth mode” company tied to Cytrox, and later at another European cybersecurity 
firm, with additional online activity linked to development platforms and repositories. 

Role of Greece in Intellexa-Linked Operations 
Notably, the 2023 Predator Files previously reported that Athens had become a central hub for Intellexa 
operations. According to the investigation, a former employee of Cytrox, a subsidiary of Intellexa 
responsible for developing Predator, stated that a training center for Predator operators had been 
established in Athens. This facility, originally planned for Skopje, was reportedly overseen by an 
individual referred to as “Greek Cypriot.” Based on a leaked 2021 commercial proposal, comprehensive 
training and round-the-clock remote operational and technical support had been previously discussed. 
 
A report published in November 2025 revealed that Intellexa had allegedly conducted covert training 
sessions within the offices of the Greek security contractor Krikel. The company appears to have 
played a role in procuring or facilitating the use of Predator spyware in Greece, an involvement that 
ultimately contributed to what became known as “Predatorgate.” The Greek offices of both Intellexa and 
Krikel were raided by the Greek police cybercrime division as part of the ongoing investigations into the 
wiretapping scandal. Legal proceedings related to “Predatorgate” remain ongoing at the time of writing. 
 
According to an Inside Story report from April 2024, several former Intellexa employees were allegedly 
connected to IANUS Consulting, Remote Greece, and ADDAPP Technologies, which were said to serve 
as intermediaries for employee compensation. While the precise nature of these companies’ 
relationship with Intellexa remains unclear, Inside Story reported that ADDAPP Technologies’ response 
to a request for comment originated from the same tax domicile and business address services provider 
used by Intellexa-affiliated entities, including Apollo Technologies and Hermes Technologies. 

Risks of Corporate Fragmentation in Mercenary Spyware Ecosystem 
Corporate fragmentation within the mercenary spyware ecosystem, and the surveillance industry more 
broadly, does not merely complicate structural analysis; it also introduces distinct operational and 
security risks that can ultimately affect end customers. These risks can be grouped into three primary 
categories: 
 

●​ Increased security vulnerability: As corporate structures become more fragmented and less 
streamlined, network hardening becomes significantly more challenging. In cases such as 
Intellexa, this complexity likely increases susceptibility to cyber attacks and security lapses. This 
is particularly concerning given that mercenary spyware vendors appear, at least in part, to 
retain visibility into their customers’ operations, a risk previously exemplified by the NSO Group. 

●​ Operational constraints due to sanctions and covert operations: Sanctions and the need for 
covert or semi-clandestine operations make it more difficult for these entities to obtain certain 
technologies or technical support. This limitation may compel them to rely on personal devices, 
third-party providers, or informal channels, thereby increasing exposure to security risks. 
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●​ Employee-related exposure risks: As illustrated by the individuals discussed earlier, employees 
linked to companies like Intellexa may, through secondary engagements or contracting roles, 
gain access to external networks, including potentially sensitive or intelligence-sharing 
environments. Such overlap could inadvertently create pathways for data exposure or 
unauthorized access to intelligence. 

Revealing Additional Elements of the “Czech Cluster” 
Through additional corporate research, Insikt Group identified a new set of companies highly likely 
linked to Intellexa, tracing their connections through a previously reported cluster of firms in the Czech 
Republic associated with Dvir Horef Hazan (see Figure 3). 
 

 
Figure 3: Connections between Predator infrastructure and FoxITech s.r.o. (Source: Investigace.cz; Recorded Future) 

 
Both the newly identified entities and the previously reported companies connected to this Czech 
cluster are illustrated in Figure 4. These companies appear to fulfill distinct operational roles within the 
broader Intellexa network, which are examined in the following sections. Notably, the domains 
associated with the four new entities discussed below became active in close succession between 
March 8 and 26, 2024. 
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Figure 4: Further mapping of Intellexa’s corporate web linked to Czech cluster (Source: Recorded Future) 

PULSE FZCO — Cyber Security Consultancy 
The company PULSE FZCO is associated with the domain pulse-fzco[.]com, which was hosted on the IP 
address 173[.]236[.]243[.]198 (DREAMHOST-AS, US [AS26347]) from at least March 10, 2024, until the 
time of writing. The IP address has also hosted other Intellexa-associated domains such as shilo[.]eu 
and thalestris[.]ch, as well as other domains linked to newly identified companies discussed in this 
report. PULSE FZCO is registered in the Dubai International Free Zone Authority (DIFZA) in the United 
Arab Emirates (UAE) and, according to its website, claims to “help you safeguard your data from cyber 
threats, data breaches, and unauthorized access” (see Figure 5). 
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Figure 5: Website linked to PULSE FZCO (Source: URLScan) 

 
Based on export data analyzed by Insikt Group, PULSE FZCO likely operates as a front company used to 
facilitate product shipments, either directly to Intellexa clients or through local importing partners, as 
discussed further in the section titled Tracing Previously Identified Intellexa Customers through 
Export Data. 

Interestingly, the Pulse FZCO website lists a company named SefuTech as one of its partners. 

Zelus Analytics 
The company Zelus Analytics is linked to the domain zelus-analytics[.]com, which was hosted on the 
same IP address as the domain linked to PULSE FZCO. The domain was resolving to this IP address 
from at least March 8, 2024, two days prior to the registration of PULSE FZCO’s domain, until October 
28, 2025, when it ceased resolving to that IP address. According to its website, Zelus Analytics claims 
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to provide “a unique data analysis system designed to process large amount of data from multiple 
sources and diverse formats including text, voice, images, location, calendars, contacts metadata and 
more to provide a complete and holistic intelligence image for intelligence investigation purposes” (see 
Figure 6). The system is referred to as TCDA (Target Centric Data Analytics). 

 
Figure 6: Website linked to Zelus (Source: Recorded Future) 

Notably, Zelus in Greek mythology is the daimon personifying dedication, rivalry, envy, jealousy, and 
zeal, a noteworthy detail given that several previous companies, including “Apollo” and “Hermes,” also 
drew inspiration from Greek mythology. 

Within the document object model (DOM) of the Zelus Analytics website, a link was found that resolves 
to the YouTube video uploaded by @dvir-horefhazan7938, an account highly likely belonging to Dvir 
Horef Hazan (see Figure 7). Interestingly, a link to the same video was also found on the website 
apollowebtech[.]com, which has been hosted on the IP address 173[.]236[.]243[.]198 since at least 
March 13, 2024. 
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Figure 7: DOM on the website hosted on apollowebtech[.]com (Source: URLScan) 

The website on apollowebtech[.]com, which is likely linked to the known Intellexa-related company 
Apollo Technologies discussed above, claims to be a “leading provider for Law enforcement and 
Intelligence agencies worldwide” (see Figure 8). 
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Figure 8: Website linked to apollowebtech[.]com (Source: URLScan) 

 
The YouTube video is brief and depicts a zoom-in sequence of a “Social Network,” as illustrated in 
Figure 9. While its exact purpose remains unclear, it is assessed that the video was likely intended to 
lend an appearance of legitimacy to the website or served merely as a placeholder element. 
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Figure 9: YouTube video linked to Dvir Horef Hazan (Source: YouTube) 

Pulse Advertise 
The company Pulse Advertise is associated with the domain pulseadvertise[.]com, which was hosted 
on the IP address 173[.]236[.]243[.]198 from March 16, 2024, and remains active on that address at the 
time of writing. Similar to PULSE FZCO, Pulse Advertise is registered in the DIFZA in the United Arab 
Emirates. Insikt Group assesses that Pulse Advertise is potentially involved in an attack vector known as 
“Aladdin,” which is examined in greater detail in the section titled Companies Linked to “Czech 
Cluster” Potentially Linked to AdInt. 
 
Notably, the contact number listed for Pulse Advertise (see Figure 10) matches the one associated with 
Hadastech s.r.o., a company that, according to a Greek police report, had received payments from 
Intellexa for unspecified services and had imported 40 shipments from an unidentified Ukrainian 
company between 2020 and 2021, described as mobile phones and “other networking apparatus.” 
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Figure 10: Pulse Advertise results from a Google search (Source: Google Search) 

MorningStar TEC 
Lastly, Insikt Group identified another company, MorningStar TEC, which is associated with the domain 
morningstartec[.]com, which was hosted on the IP address 173[.]236[.]243[.]198 from at least March 8, 
2024, until the time of writing. Notably, the domain zelus-analytics[.]com, mentioned earlier, began 
resolving on the same day. According to its website, MorningStar TEC is a “Middle eastern [sic] based 
growth agency,” specialized in “results driven marketing campaigns by leveraging creativity, 
technology, and bundling complimentary products for your customers” (see Figure 11). 

 
Figure 11: MorningStar TEC result from a Google search (Source: Google Search) 

 
Levi Amos (spelling may vary), an Israeli entrepreneur, is listed as the director of MorningStar TEC. He 
has been previously mentioned in connection with Intellexa. According to a report by the Czech 
investigative outlet Investigace.cz, a December 2020 shipping declaration showed that an Israeli 
company named Amos Levy Consultant Ltd, also referred to as Amos Levi Ltd on some documents, 
supplied Intellexa S.A. in Greece with “18 pallets of computer parts.” The shipment reportedly followed a 
procurement by Hadastech s.r.o., the company linked to Dvir Horef Hazan. MorningStar TEC is linked to 
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Shilo s.r.o., a company associated with the domain shilo[.]eu, which Insikt Group had previously 
reported on in connection with Predator’s Tier 5 infrastructure. 
 
Similar to Pulse Advertise, Insikt Group assesses that Morning Star Tec may also be involved in an 
attack vector known as “Aladdin,” which is discussed in greater detail in the sections below. 

Companies Linked to “Czech Cluster” Potentially Linked to Infection Vector 
As noted earlier, two companies, Pulse Advertise and MorningStar TEC, stood out, as both appeared to 
operate in the advertising sector based on their websites. According to its website, Pulse Advertise 
offers “the most powerful ad-serving and natively integrated SSP [supply-side platform] to ensure value 
path optimization for all” (see Figure 12). 

 
 

Figure 12: Website linked to MorningStar TEC (Source: Recorded Future) 
 
In turn, MorningStar TEC’s business model is said to focus on performance-based outcomes rather than 
traditional advertising (see Figure 13). Notably, certain parts of MorningStar TEC’s website appear to be 
improperly programmed; for instance, clicking on the “Benefits” tab triggers a download of the 
website’s HTML file. 
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Figure 13: Website on morningstartec[.]com (Source: Recorded Future) 

 
Insikt Group assesses that these entities may be involved in an ad-based infection vector, specifically 
one referred to as “Aladdin.” “Aladdin” was first reported by Haaretz in April 2024, based on leaked 
internal Intellexa documents from 2022. These documents described a proof-of-concept system named 
“Aladdin,” designed to enable operators to infect targeted iOS and Android devices through malicious 
online advertisements. The ads, placed or directed toward specific victims, served as the delivery 
mechanism for the exploit. The leaked materials included demonstrations and technical documentation 
illustrating how the system leveraged ad networks for targeting, as well as examples of bait 
advertisements (such as fake job postings aimed at graphic designers or activists) that, when interacted 
with, would trigger the exploit chain resulting in spyware installation. “Aladdin” resembles Sherlock, a 
commercial surveillance capability developed by the Israeli software maker Insanet that is capable of 
infecting devices running Windows, Android, and iOS. Insikt Group is not aware of any reporting 
indicating that “Aladdin” has been used in the wild. 
 
At a high level, the concept operates as follows: When a potential victim visits a website containing an 
ad slot, the site requests an advertisement from a supply-side platform (SSP). The ad exchange then 
solicits bids from various demand-side platforms (DSPs), which respond with bids based on their 
targeting parameters. The ad exchange selects the highest bid and serves the winning advertisement’s 
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content to the website. The primary challenge in this process lies in accurately identifying the intended 
target and successfully winning the ad auction to ensure the malicious content is delivered to that 
individual. 
 
Notably, a Vsquare report from August 2025 references an invoice dated July 28, 2022, issued to one 
of Dvir Horef Hazan’s companies, which includes the line item “Payment for project POC, ‘Aladin.’” This 
project is believed to be connected to the Intellexa proof-of-concept (PoC) described by Haaretz in 
2024. This suggests that the Czech cluster likely played a role in “Aladdin,” though the exact nature of 
its involvement remains unclear. It is worth noting that the name appears spelled as “Aladin” in the 
invoice. 

Tracing Previously Identified Intellexa Customers through Export Data 
As noted above, at least one of the previously listed companies, PULSE FZCO, likely operates as a front 
entity used to facilitate the shipment of Intellexa-related products, either directly to suspected Intellexa 
customers previously identified by Insikt Group or to intermediary entities that import such products on 
behalf of the end customers. 

Botswana 
Based on import records, Insikt Group identified that PULSE FZCO shipped products to Botswana’s 
Directorate of Intelligence and Security (DIS) in October 2023. Notably, this department has previously 
been linked to the import of other surveillance-related products. The shipments were described in 
relatively generic technical terms. While the reported shipment value appears relatively low, this may 
reflect incomplete data in import databases, the involvement of additional front entities, or the nature of 
the goods themselves (for example, specific system components rather than full platforms). Notably, 
approximately one month after this shipment was recorded, Insikt Group observed the start of activity 
associated with the Predator cluster in Botswana (see Figure 14). 
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Figure 14: Timeline of Predator-linked activity in Botswana (Source: Recorded Future) 

 
Based on infrastructure analysis, Insikt Group assesses that Botswana continued to use Predator 
spyware at least until June 2025, and that it potentially still uses Predator at the time of writing. 

Kazakhstan 
In October 2023, PULSE FZCO shipped products to the Kazakh company OOO Seven Hills (see Figure 
15), with the shipment valued at approximately 6,463,070,090 KZT (around $12.4 million USD). The 
product descriptions are technical in nature, encompassing both software and hardware, but remain 
relatively generic (for example, “ПРОГРАММНО-АППАРАТНЫЙ КОМПЛЕКС ‘АНАЛИЗ ДАННЫХ,’” 
which translates to “hardware-software complex ‘Data Analysis’”). The company has previously been 
associated with the import of surveillance technologies on behalf of Kazakhstan. For instance, OOO 
Seven Hills was reportedly involved in importing products linked to the Swiss firm NeoSoft, which has 
been implicated in multiple international mobile subscriber identity (IMSI) catcher–related scandals and 
has allegedly sold or attempted to sell surveillance tools to repressive regimes. 
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Figure 15: Website linked to OOO Seven Hills (Source: Recorded Future) 

 
Kazakhstan has been identified as a Predator user in late 2023 and was publicly reported on by Insikt 
Group in February 2024. The country has a track record of using cyber surveillance vendors such as 
NSO Group, FinFisher, and RCS Lab to target activists and politicians. 
 
Based on infrastructure analysis, Insikt Group assesses that Kazakhstan has, at least until August 2025, 
continued to use Predator spyware. 

Philippines 
In September 2023, PULSE FZCO shipped products valued at approximately $113,532 USD to the 
Philippines-based company ComWorks. The company is associated with the domain 
comworks-inc[.]com, and according to its website, it provides “diverse mobile solutions to different 
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markets that add value to our partners and principals” (see Figure 16). As of 2018, ComWorks was listed 
among the top 1,000 companies in the Philippines. 
 

 
Figure 16: Website linked to ComWorks (Source: URLScan) 

 
Notably, the CEO of ComWorks holds the same position at Neo-Tech Asia Distribution, and Insikt Group 
further identified overlapping employees as well as signs of a potential reselling collaboration. 
 
Insikt Group previously identified a Predator customer assessed to be highly likely linked to the 
Philippines in 2023 and publicly reported on this finding in February 2024. It remains unclear whether 
this Predator customer continues to be active at the time of writing. 
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Ongoing Intellexa Operations Across Multiple Countries 
Following various publications on Intellexa’s Predator infrastructure since 2023 by Insikt Group and 
others, Intellexa started changing its infrastructure setups making some forms of detection harder, as 
we anticipated. For example, while Insikt Group is still observing domains hosted on virtual private 
servers, there has been a push towards hiding the infrastructure behind Cloudflare. Overall, Insikt 
Group has observed less infrastructure in 2025 than in 2024, suggesting that activity has slowed, with 
changes in domain naming conventions making it harder to connect domains to specific regions and, 
thereby, customers. 

Overall, this makes it more difficult to assess the level of activity associated with the observed Predator 
clusters. Using Recorded Future Network Intelligence, Insikt Group determined that the 
Mozambique-linked cluster, previously reported, remained active through at least late June 2025. 

Furthermore, several Tier 4 servers in other clusters tied to Predator spyware customers continued to 
communicate with the Tier 5 infrastructure (see Figure 18). As of writing, customers assessed to be 
based in Saudi Arabia, Kazakhstan, Angola, and Mongolia were still observed communicating with Tier 
5 infrastructure, suggesting continued activity. In contrast, customers in Botswana, Trinidad and 
Tobago, and Egypt ceased communication in June, May, and March 2025, respectively. This may 
indicate that these entities discontinued their use of Predator spyware around those times; however, it 
is also possible that they merely modified or migrated their infrastructure setups.​
 

 
Figure 18: Multi-tiered infrastructure linked to Predator (Source: Recorded Future) 
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Additional Evidence Supports Operational Presence in Iraq 
Insikt Group previously observed that Predator-related domains often included keywords or naming 
patterns that could offer insight into their targeting or associated customers. Drawing on this 
observation, and in combination with Recorded Future Network Intelligence, Insikt Group had, for 
instance, historically assessed Predator activity in Iraq, identifying multiple domains likely referring to 
communities or groups linked to the Badini dialect spoken in the Badinan region of Iraqi Kurdistan. 
Notably, the first and fourth domains became active on the same day, while the second and third 
domains also appeared to have gone live around the same time. “Gardalul” is a documentary exploring 
the history of Kurds in Iraqi Kurdistan and the lives of the Peshmerga fighters during the Ba’ath regime. 
 

Domain IP Address First Seen Last Seen 

badinigroup[.]com  38[.]180[.]54[.]77  2024-01-31 2025-01-22 

keep-badinigroups[.]com  5[.]253[.]43[.]92  2024-07-01 2025-07-01 

gardalul[.]com  45[.]86[.]231[.]8 2024-07-02 2025-06-29 

birura[.]com  89[.]150[.]57[.]85 2024-01-31 2025-01-24 
Table 1: Domains and IP addresses likely linked to a Predator customer located in Iraq (Source: Recorded Future) 
 
More specifically, Insikt Group observed network communications between the Tier 5 infrastructure, 
described in greater detail in Insikt Group’s June 2025 report on Predator, and a static internet service 
provider (ISP)-assigned IP address geolocated in Iraq. The communication pattern matched that 
typically observed between Tier 4 servers and Tier 5 infrastructure in other Predator deployments. 
 
In addition, Insikt Group identified suspected victim traffic originating from Iraqi IP space to at least one 
Predator Tier 1 server, specifically 169[.]239[.]129[.]23, which hosted the domain eppointment[.]io on 
April 8, 2024. Although Insikt Group has not yet observed a complete communication chain linking Tier 
1 through Tier 5, Insikt Group assesses with medium confidence that there is a Predator spyware 
customer located in Iraq, and that this customer likely remains operational in 2025. 
 
For context, Iraqi authorities, specifically the Counter-Terrorism Service (CTS), previously sought to 
procure Hacking Team’s “RCS/Galileo” spyware around 2014 and 2015, as revealed through leaked 
correspondence in which an “Iraq government representative” requested to “test” the company’s 
phone-hacking solution, suggesting a direct procurement attempt. A leaked client renewal spreadsheet 
also listed “INTECH-CONDOR K — Iraqi Kurdistan” as active (renewal dated June 30, 2015), indicating 
an operational deployment in the Kurdistan Region of Iraq (KRI) via a reseller. Supporting this, German 
media reported that spyware had been supplied to Kurdish authorities in northern Iraq under the 
codename “Condor.” The government of Kurdistan has also been linked to other spyware sales, such as 
through the intermediary Ben Jamil. 
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Suspected Activity in Pakistan 
Insikt Group identified infrastructure indicators likely associated with the use of Predator spyware linked 
to Pakistan. However, based on the identified indicators, it remains unclear whether these were 
deployed against targets within or connected to Pakistan, or whether a customer was operating from 
Pakistan. Based on the identified infrastructure indicators, Insikt Group assesses that the targeting likely 
focused on individuals located in or connected to the Balochistan region. 

Mitigations 
●​ Leverage indicators of compromise (IoCs) to identify potential past or ongoing infections and use 

the Recorded Future® Intelligence Cloud to monitor for Predator or other malware. 
●​ Adopt a collective security mindset by remaining vigilant about both your own exposure and that 

of colleagues, friends, and family who may be targeted indirectly. 
●​ Exercise heightened caution toward spearphishing attempts, verifying unexpected messages or 

attachments before engaging with them. 
●​ Limit the use of unnecessary applications to reduce your device’s attack surface and minimize 

exposure to malicious or compromised software. 
●​ Keep mobile devices fully updated by promptly applying operating system and app patches to 

mitigate known security vulnerabilities. 
●​ Enable Lockdown Mode where available to strengthen device defenses against advanced 

spyware and exploit-based attacks. 
●​ Use ad-blocking and restrict ad-tracking identifiers to reduce exposure through malicious 

advertising and tracking-based attack vectors. 

Outlook 
Insikt Group’s latest research provides a deeper look into Intellexa’s corporate network, revealing a web 
of interconnected entities that likely serve distinct operational purposes. Despite mounting public 
exposure and international measures intended to limit its proliferation, Intellexa remains active, 
illustrating how resilient and adaptable the mercenary spyware industry has become. The findings also 
highlight that tracking and analyzing advanced spyware like Predator is increasingly complex, not only 
due to evolving exploit and delivery techniques but also because of the opaque global corporate 
structures that enable and obscure such operations. This comes with a broader proliferation of such 
capabilities making once-exclusive offensive technologies far more widely available. In an era of global 
fragmentation, conflict, and power shifts, demand for these capabilities continues to grow, as 
intelligence on individuals’ activities, thoughts, and creations becomes an instrument of political, 
economic, and social control. 
 
Looking ahead, while not comprehensive, Insikt Group assesses that several key patterns are shaping 
the trajectory of the spyware ecosystem. A process of balkanisation is clearly underway, with 
companies increasingly dividing along geopolitical lines: Some previously sanctioned entities are 

 
25 ​ ​ ​ ​ ​ ​       CTA-2025-1203 ​ ​            ​                Recorded Future® | www.recordedfuture.com 

 

http://www.recordedfuture.com


CYBER THREAT ANALYSIS 
 
seeking legitimacy and access to Western markets through acquisitions (1, 2), while others are turning 
toward regions with less oversight. This fragmentation is accompanied by constant market turnover, as 
newly established or rebranded firms emerge to replace sanctioned or defunct entities, often 
functioning as fronts or continuations of the same underlying operations, making corporate and legal 
analysis increasingly critical for effective threat research. Despite these shifts, a core set of individuals 
and facilitators remains persistent, reappearing across different companies and serving as the enduring 
legal, financial, and logistical backbone of the industry. Meanwhile, industry challenges are intensifying: 
The high value of spyware technologies, particularly their exploit capabilities, and the secrecy 
surrounding them fuel risks of corruption, insider leaks, and even attacks on the mercenary spyware 
companies themselves. Finally, the scope of targeting continues to widen beyond journalists, activists, 
and politicians to include corporate leaders and private-sector figures, as evidenced by cases involving 
Predator in Greece and Paragon in Italy (1, 2). These developments suggest that what is publicly visible 
likely represents only a small portion of a much larger and largely concealed global ecosystem. An often 
underreported aspect is the high personal and professional cost victims face when speaking out, as 
doing so can jeopardize business relationships, sourcing opportunities (for example, in journalism), or 
trust (such as within the security community). 
 
Together, these dynamics suggest a continuing evolution and diffusion of mercenary spyware 
operations, requiring sustained scrutiny, coordinated policy efforts, and improved technological and 
legal countermeasures to mitigate their global impact. 
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Appendix A: Indicators of Compromise (IoCs) 

Domains: 
badinigroup[.]com 
birura[.]com 
gardalul[.]com 
keep-badinigroups[.]com 
 
IP Addresses: 
5[.]253[.]43[.]92 
38[.]180[.]54[.]77 
45[.]86[.]231[.]8 
89[.]150[.]57[.]85 

Appendix B: MITRE ATT&CK Techniques 

Tactic: Technique ATT&CK Code 

Resource Development: Acquire Infrastructure: Domains T1583.001 

Resource Development: Acquire Infrastructure: Virtual Private Server T1583.003 

Resource Development: Acquire Infrastructure: Server T1583.004 

Initial Access: Spearphishing Link T1566.002 

Execution: Exploitation for Client Execution T1203 
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Recorded Future reporting contains expressions of likelihood or probability consistent 
with US Intelligence Community Directive (ICD) 203: Analytic Standards (published 
January 2, 2015). Recorded Future reporting also uses confidence level standards 
employed by the US Intelligence Community to assess the quality and quantity of the 
source information supporting our analytic judgments. 
 

About Insikt Group® 

Recorded Future’s Insikt Group, the company’s threat research division, comprises 
analysts and security researchers with deep government, law enforcement, military, and 
intelligence agency experience. Their mission is to produce intelligence that reduces risk 
for customers, enables tangible outcomes, and prevents business disruption. 

 

About Recorded Future® 

Recorded Future is the world’s largest intelligence company. The Recorded Future 
Intelligence Operations Platform provides the most complete coverage across 
adversaries, infrastructure, and targets. By combining precise, AI-driven analytics with 
the Intelligence Graph® populated by specialized threat data, Recorded Future enables 
cyber teams to see the complete picture, act with confidence, and get ahead of threats 
that matter before they impact your business. Headquartered in Boston with offices 
around the world, Recorded Future works with more than 1,900 businesses and 
government organizations across 80 countries. 

Learn more at recordedfuture.com 
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Mattie Moore 
1 Wood Road 

Wilmington, DE 19806 
703-946-3704 

M22strategies@gmail.com 

February 19, 2026 

Preservation of Evidence Letter/Litigation Hold 
VIA EMAIL-LINKEDIN MESSAGE 
Khasro Wasman 
Aka Khasraou Wassman 
Khasraou Office, Lebanon 
Khasarou Office, Erbil 
Kherbil@gmail.com 
https://www.linkedin.com/in/khasraou-khasraouoffice-7a970453 
 
Re: Preservation of Evidence, Moore v., Masrour Barzani, Jonathon Moore, Theodore Kittila, et 
al., case: 1:25-cv-08218 (SDNY), Moore v. Kittila, et al., (Writ of Replevin) 26-92 (Delaware), 
Moore v. Moore, U.S. Court of Appeals, Third Circuit 25-2755.  
 
Dear Mr. Wasman, 
 

As the Plaintiff in the above-referenced litigation pending in the United States District 
Court Delaware and the Southern District of New York, this letter serves as notice you will be 
called as a witness and are in possession of information relevant to the above-referenced and 
future cases involving Masrour Barzani, Mustafa Barzani, Waysi Barzani, Mansour Barzani, 
Jonathon Moore, Afan Omar Sherwani, and other defendants currently named in litigation in the 
United States; this includes possible actions in the European Union and the U.K.  

 
As a non-party (at this juncture) and prospective witness who may have custody or 
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control of evidence relevant to this case, I hereby notify you of your legal and ethical obligation 
to preserve all documents, electronically stored information (ESI), and other materials that may 
be relevant to this litigation.  This litigation involves allegations of a conspiracy of identification 
concealment, to launder pilfered monies, evade significant U.S. tax obligations, and facilitate 
related unlawful acts, harassment, extortion, violations of OFAC sanctioned related to Iran and 
other entities recently expanded by the U.S. Treasury, export-import violations in the 
procurement of illicit technology “spyware” commercially known as Pegasus or Predator, 
requiring DOD approval and waivers and illegal in the United States for private use; all detailed 
in the complaints. Related cases to which I am not a party include the District of Columbia, 
Revend, et al., v. Masrour Barzani, Moore, et al., Yakob v. Lalav Group Limited, et al., ASO, 
LLC (Sherwani, Barzani) v. HSS Development Group Limited, and Jamil v. Afan Sherwani, 
Halloran, et al., (SDNY) have overlapping cases, defendants, and witnesses which include Mr. 
Kittila, Mr. Green, and Halloran, et al. 

Scope of Preservation 

You are directed to preserve, without deletion, alteration, or destruction, all materials, 
whether in physical or electronic form, in your possession, custody, or control that are potentially 
relevant to this litigation due to your firm’s relationship with Masrour Barzani, Mustafa Barzani, 
Waysi Barzani, Muksi Barzani, Mansour Barzani, Masoud Barzani, Jonathon Moore, Afan Omar 
Sherwani, Theodore Kittila, William Green, Halloran, Farkas, Kittila, LLP, Law Offices of 
Jonathon Moore, Ingomar Fiduciary Services, Inc. and related subsidiaries, Golden Eagle Global, 
Inc. and subsidiaries. This includes, but is not limited to: 

1. All communications, including emails, memoranda, letters, or other correspondence, 
involving the above including Masrour Barzani, Massoud Barzani, Muksi Barzani, 
Mansour Barzani, Sirwan Barzani, Korek, ASO, LLC, Afan Omar Sherwani, ASO1, 
LLC, Sarwar Pedawi, Ster Group, Jonathon Moore, Law Offices of Jonathon Moore, 
Ingomar Fiduciary Services, Inc., and related companies, Intellexa and related 
subsidiaries (I attach Exhibit A for your review and include all names and related 
companies in this request), or other related parties, concerning financial transactions, 
shell entities, cross border wire transfers, nominee accounts, or any activities related to 
the alleged concealment, money laundering, or tax evasion scheme (18 U.S.C. § 
1956(a)(1)(B)(i); 26 U.S.C. § 7201) or other evidence related to the dispute and involving 
any or monetary transaction. All contracts and vendor shipments arranged by you to 
Singapore, Luxembourg, Kurdistan, Milan, and other countries as stipulated in 
Attachment A. 
 

2. All communications, including notes, emails, memoranda, letters, or other 
correspondence of or involving the above and all communication related to Plaintiff’s 
complaints, bank accounts, financial transactions, shell entities, cross border wire 
transfers, nominee accounts, or any activities related to the alleged concealment, money 
laundering, or tax evasion scheme (18 U.S.C. § 1956(a)(1)(B)(i); 26 U.S.C. § 7201) and 
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illicit procurement of Predator, Intellexa equipment and subsidiaries as mentioned in 
Attachment A and Rhaine Dylan Knox, Newco, Admintech (South Africa). 

3. Financial documents, including contracts, payment logs, bank records, or invoices, 
related to transactions involving the above including all documents and information 
obtained or shared with all persons above relating to the transaction procurement and 
enforcement of illicit technology contracts from 2022 to the present currently pending in 
SDNY and listed for all years to the present in Attachment A. 

4.  Any documents or ESI, related to the above including information on Plaintiff Moore, all 
information including names Mahtaub Moore, Mattie Lolavar, Mattie Moore, from 
Theodore Kittila, William Green, Jonathon Moore, ASO, LLC, Masrour Barzani, Muksi 
Barzani, Law Offices of Jonathon Moore, Golden Eagle Global, Inc., and its subsidiaries, 
Mansour Barzani, Haval Dosky, Halloran, Farkas, Kittila, LLP including but not limited 
to data or data compilations stored in any medium from which information can be 
obtained, including encrypted text messages, from your association with the above 
including data or data compilations stored in any medium from which information can be 
obtained, including encrypted text messages, including communications or records 
related to the above-mentioned transaction. Metadata associated with electronic 
documents, including creation dates, modification records, and access logs.  This includes 
disabling any auto-deletion or ephemeral messaging settings and preserving associated 
metadata, such as timestamps and sender/receiver information.  This obligation extends 
to all formats, including paper documents, emails, text messages, cloud-based storage, 
databases, and other ESI, whether stored on personal or professional devices, servers, or 
third-party platforms, including those held by accounting firms or other agents. 

Legal and Ethical Duty 

Your duty to preserve evidence arises under federal law when litigation is reasonably 
anticipated (Zubulake v. UBS Warburg LLC, 220 F.R.D. 212, 218 (S.D.N.Y. 2003)) and is 
reinforced by New York Rules of Professional Conduct, which prohibits attorneys from 
unlawfully obstructing access to evidence or destroying material with potential evidentiary value.  
Given Mr. Moore’s recent June 18, 2025 testimony in Delaware, under oath, indicating past and 
intended destruction of relevant documents by him, the coercive removal of a Dell server 
properly subpoenaed in Iraq Telecom Limited, et al, v. Korek , the pending ASO, LLC Afan 
Shermani, Barzani spyware case in the Southern District of New York as reported by the Daily 
Beast and Intelligence Online, Government Accountability Project, and the potential relevance of 
documents on the allegations as mentioned in this letter, requires immediate preservation and is 
critical to prevent spoliation. This request is made as public records demonstrate you were 
involved at a deep level as published here:  

https://www.welt.de/wirtschaft/article144017893/Hacking-Team-Deutsche-versorgten-Kurden-
mit-Sionagesoftware.html?utm_source=chatgpt.com 
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Preservation Steps 

 
To comply with this request, you must: 

• Suspend any document destruction policies, including auto-deletion settings for emails or 
electronic files. 

• Identify and secure all relevant documents and ESI in your possession, custody, or 
control, including those held by your former or current law firm, employees, or third 
parties (e.g., cloud providers). 

• Notify any employees, agents, or associates who may have relevant materials to preserve 
them. 

• Maintain metadata and ensure that documents are not altered during collection or storage. 
• Maintain all shipping and vendor lists and equipment related to Attachment A and the 

article from Germany. 

Should you have any questions or require clarification regarding the scope of this request, 
please contact me. I fully expect a cyber compromise as a result of this preservation of evidence 
letter, and recommend you refrain from such illicit activity. 

 Kind regards, 

 /s/Mattie Moore 

 Enclosures: Attachment A 

 

 

 

 
 
 
 



EXHIBIT A 



لە شەڕی ئازەربایجان و
تا وازهێنانیئەرمەنستانەوە 

دوەزیرە تورکەکەی سوێ
)detiles.aspx?id=60566(

ڕۆژهەڵاتی کوردستان: مانگرتن
بەرفراوانتر دەبێت

)detiles.aspx?id=60567(

The Wayback Machine - https://web.archive.org/web/20190719151620/http://nnsroj.net/detiles.aspx?id=70678

بابەتی گەرم:

"کوندور- CONDOR"؛ نهێنی ساختەکاری لە پرۆسەی
وردستاندەنگدان لە هەرێمی ک

Tuesday, May 15, 2018 

    

ئامادەکردنی: عەممار گوڵی

وڵاتی عراق کە هێشتاش گیرۆدەی کۆمەڵێک کێشەی ئەمنیەوە دەناڵێنێ لە هەوڵداندایە لە یەکەمین ئەزموونی
یدیموکراتی دوای داعش سیمایەکی جیاواز لە خۆی بە جیهان نیشان بدات. بەڕێوەچوونی هەڵبژاردن سەرەڕا
 ئەمهەموو مەترسیەکان لە روانگەی زۆرێک لە چاوەدێرانی هەلومەرجی عراق هەنگاوێکی گرینگە بۆ تێپەڕاندنی

وایی.وڵاتە لە قەیران و شەڕی ناوخۆیی ئەو ساڵانەی د

2/18/26, 4:05 PM ؛ نهێنی ساختەکاری لە پرۆسەی دەنگدان لە هەرێمی کوردستان"CONDOR -کوندور"

https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=70678 1/14

https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60566
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60566
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60566
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60566
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60566
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60566
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60567
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60567
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60567
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60567
https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=60567


بەڵام هاوکات بەڕێوەچوونی هەڵبژاردن و کەڵک وەرگرتن لە سیستەمی ئەلیکترۆنی بۆ دەنگدان و راگەیاندنی
ەم سیستەمەئەنجامەکان خۆی بووەتە سەر ئێشەیەکی نوێ بۆ ئەم وڵاتە و ئەم پرسیارە دێنێتە ئارا کە ئایا ئ
هەرێمیتوانای پارێگاری کردن لە دەنگی دەنگدەرانی هەیە یان نا؟ وادیارە وڵامی ئەم پرسیارە بەلانی کەمەوە لە 

دا دێنێ.کوردستان مشت و مڕێکی زۆر لەگەڵ خۆی

هەر رۆژێک دوای بڵاو بوونەوەی ئەنجامە بەراییەکانی هەندێک لە ناوەندەکانی دەنگدان لە هەرێمی کوردستان و
گشتیعراق، چەندین حزب خوازیاری ژماردنەوەی دووبارەی دەستی دەنگەکان بوون و چەندین حزبیش کۆی 

پرۆسەی هەڵبژاردنەکەیان رەت کردەوە و داوای دووبارە کردنەوەی هەڵبژاردن دەکەنەوە.

ئێوارەی رۆژی دووشەمە ١٤ جوولای، شەش لایەنی هەرێمی کوردستان سەرەڕای قەبووڵ نەکردنی ئەنجامە
بەراییەکان بە هەڵوێستێکی هاوبەش هەردوو حزبی یەکیەتی نیشتمانی کوردستان و پارتی دیموکراتی
 ئەلەکترۆنیکوردستانیان تۆمەتبار کرد بە دەست تێوەردان لە ئاکامی هەڵبژاردنەکان و هاک کردنی سیستەمی

 خۆیان.دەنگدان بۆ گۆڕینی ئەنجامەکان لە بەرژەوەندی

سەرکردەکانی ھاوپەیمانی بۆ دیموکراسی و دادپەروەری، گۆڕان، یەکگرتوو، کۆمەڵ، بزوتنەوەی ئیسلامی و
لەحزبی شیوعی لە مەکۆی سەرەکی یەکگرتوو دوای چەندین کاتژمێر وتووێژ سەبارەت بە ئاکامی هەڵبژاردن، 
بەیانێکی هاوبەشدا رایانگەیاند کە " پرۆسەی دەنگدانە ئەلیکترۆنییەکە ڕووبەرووی دەستێوەردان و
سەرلەنوێساختەکاریەکی بەرنامە بۆ دارێژراوی پێش وەختە بووەتەوە" و داوای هەڵوەشانەوەی هەڵبژاردن و 

بەڕێوەچوونی ئەو پرۆسەیەیان کرد.

لە بەشێکی راگەیندراوەکەدا هاتووە کە ئەوان "بە دوور لە ھەر جۆرە توند و تیژیەک، ھەموو رێکارە سیاسی و
یاسایی و مەدەنیەکان دەگرینە بەر."
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ئەو لایەنانە جەختیان کردووەتەوە کە ئەو ئەنجامانەی کە لە سیستەمە ئەلەکترۆنیەکەوە وەرگیراون، لەگەڵ
 لایەنیئەنجامە راستەقینەکانی نێو سندووقەکانی دەنگدان یەک ناگرنەوە و بە ئاشکرا لە بەرژەوەندی هەندێ

راون.سیاسی دەسکاری ک

بەرهەم ساڵح سەرۆکی ھاوپەیمانی بۆ دیموکراسی و دادپەروەری دەستکاری کردنی ئەنجامەکانی بە پیلانگێڕی
:وەسف کردووە و جەختیشی کردووەتەوە و گوتوویەتی

 " ئێمە لە هاوپەیمانی بەروونی رایدەگەیەنین كە ئەو دەرئەنجامەی راگەیەندراوە، بە ناڕاستی دەزانین و بە
وردستانقازانجی دەسەڵات گەمەی پێكراوە، بۆیە گومانی جددی دەخاتەسەر پڕۆسەی هەڵبژاردن لە هەرێمی ك

"و كەركوك و ناوچە دابڕێندراوەكان.

بە گوێرەی راپۆرتەکان ناڕەزایەتیەکان زۆرتر لە سنووری هەرێمی کوردستان و کەرکووک و پارێزگای نەینەوا بووە و
اکلە بەشەکانی تری عراق، سەرەڕای بوونی سکاڵای لایەنەکانیتر، ناڕەزایەتی و سکاڵای لایەنەکان سەبارەت بە ه

بووە.کردنی سیستەمی ئەلەکترۆنیکی هەڵبژاردن یان نە بووە یانیش زۆر کەم 

ئەگەری هاک کردنی سیستەمی ئێلێکترۆنی دەنگدان لە هەرێمی کوردستان

پێش بەڕێوەچوونی هەڵبژاردنی پەرلەمانی عراق، کومیسیۆنی باڵای سەربەخۆی هەڵبژاردنەکانی عراق چەندین
دنیجار دڵنیایی دابوو بە هاوڵاتیان و حزبەکان کە تەواوی رێکارە پێویستەکانیان گرتووەتە بەر و هاک کر

ن نییە.سیستەمی ئێلێکترۆنی دەنگدانیش کارێکی ئاسا

بە وتەی بەپرسانی کومیسیۆن، سیستەمی دەنگدان درووست کراوی کومپانیایەکی کوریای باشوور بە ناوی
"MIRO". کۆمیسیۆنەکە ئەوەی رایگەیاندبوو کە ئەو ئامێرانە کە بەکار هاتوون پارێزراون و هاک کردنیان زۆر
ژماردنیزەحمەتە. هاوکات لە ئەگەری درووستبوونی هەرجۆرە کێشەیەک لە پرۆسەی دەنگدان یانیش 

ارێزرێت.دەنگەکان، دەکرێ دەسبەجێ ئامێرە پەککەوتووەکە جێگۆڕکێی پێ بکرێت و دەنگی دەنگدەران بپ

کومیسیۆن رایگەیاندبوو ساختەکاری لە پسووڵەی دەنگدان ئاستەمە و هەموو دەنگەکان دەبێ لەگەڵ سیستەمی
و کارتیزانیاری کەسانی دەنگدەر یەکانگیر بن و لە ئەگەری یەکانگیر نەبوونی داتاکانی هەردوو ئامێرەکە 

ەبنەوە.دەنگدان، دەنگەکان بەتاڵ د

کۆمیسیۆنەکە راشیگەیاندبوو کە ئامێرە بەکار هاتووەکان خاوەن سیستەمی چاوەدێری مانگی دەستکردن و
دەکرێن ودەنگەکان سات بە سات لە رێگەی مانگی دەستکردەوە رەوانەی سێ ناوەندی کومیسیۆن لە بەغداد 

ەوە.لەوێ کۆدەکرێن 
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سەرۆکی تۆڕی شەمسیش پێش هەڵبژاردنەکان دڵنیایی دابووە لایەنەکان کە دەنگەکان پارێزراو دەبن و تەواوی
دەبێت.زانیاریەکان کۆد دەکرێن و تەنیا کومیسیۆن توانای خوێندنەوەی داتاکانی 

سەرەڕای هەموو دڵنیایەکانی کومیسیۆن و دەوڵەتی ناوەندی عراق، ئەم پرۆسەیە و ئەنجامە بەراییەکان بەلانی
انەوەکەمەوە لە هەرێمی کوردستان و ناوچە دابڕێندراوەکان وەک کەرکووک لە لایەن حزبەکان و لایەنە سیاسیەک

پرسیاری خراوەتە سەر و قەبووڵ نەکراوە.

تەواوی حزبە کوردستانیەکان بە پارتی و یەکیەتیشەوە دژ بە ئەنجامە بەراییەکانیان ناڕەزایەتیان دەبڕیوە و
نەکان.سکاڵای خۆیان گەیاندووەتە کومیسیۆنی باڵای سەربەخۆی هەڵبژارد

لایەنەکانی ئۆپۆزیسیۆن لەو بڕوایەدان کە پارتی و یەکیەتی ئەنجامە درووستەکانیان لە رێگەی هاک کردنی
گۆڕیوە.سیستەمی ئێلێکترۆنی دەنگدانەوە لە بەرژەوەندی خۆیان 

زۆرترین ناڕەزایەتیەکان ڕووبەڕووی ئەو ئەنجامانە کراونەتەوە کە دوابەدوای دەنگدان و لە رێگەی سامپێڵی چاپ
کاتێککراوی سندووقەکانەوە دراوە بە لایەنەکان. بە وتەی لایەنەکان لە بڕێک لە ناوەندەکانی دەنگدان، 
 تەسلیمی  لایەنەکاندەنگەکانی نێو سندووقەکان ژمێردراون زۆر جیاواز بووە لەگەڵ ئەو سامپێڵانە کە پێشتر

وو.کراب

هاوکات هەردوو حزبی یەکیەتی و پارتیش کە تۆمەتبارن بە دەسکاری ئەنجامی هەڵبژاردنەکان، لە هەولێر و
ی باڵا.سلێمانی دژ بە یەکتر سکاڵایان گەیاندووەتە کومیسیۆن

تەواوی ئەم ناڕەزایەتیانە لە کاتێکدایە کە تا ئێستا هیچ لایەنێک بەڵگەی پێویستی سەبارەت بە ساختەکاری لە
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وەتەوە.ئەنجامی هەڵبژرادنی پەرلەمان بە فەرمی بڵاو نەکردو

بەڵام سەرەڕای هەموو ئەمانە سیستەمی دەنگدانی ئەلکترۆنی بێ کێشە و گرفت نەبووە و پێشتریش چەندین
سیستەمانەکومپانیای سایبری دوابەدوای تاقیکردنەوەی سیستەمگەلێکی هاوشێوە جەختیان لە نادڵنیایی ئەو 

ەوە.کردووەت

لە ساڵی ٢٠٠٨ زانایانی زانکۆی پرینستۆنی ولایەتە یەکگرتووەکانی ئەمریکا توانیبوویان بە هاک کردنی سیستەمی
 سەبەتەیدەنگدانی ئەلکترۆنی ئەنجامەکان بە بێ ئەوەی کەس پێ بزانێ بگۆڕن و دەنگەکانی بەربژێرێک بخەنە

بەربژێرێکی ترەوە.

ئەندروو پاوڵ کە سەرپەرەشتی ئەم لێکۆڵینەوەیەی کردبوو لە وتووێژێکدا لەگەڵ سایتی ئەو زانکۆیە
https://web.archive.org/web/20190719151620/https://www.princeton.edu/news/2016/10/28/qa-(

appel-how-make-sure-every-vote-counts( جەختی کردبوویەوە کە "تەواوی سیستەمە ئەلکرۆنیەکانی
 هاوکاتدەنگدان نادڵنیان" و دەکرێ هاک بکرێن. هاوکات رایگەیاندبوو کە " بۆ رەواندنەوەی ئەم کێشەیە دەبێ

ێت."کەڵک لە پسووڵەی کاغەزی و سکانێر وەربگیر

رێبازی کار کردنی سیستەمی سکان بەوجۆرەیە کە دەنگەکان پێش ئەوەی بچنە ناو سندووقی دەنگدان، لە رێگای
ەی کەئامێرێکەوە سکان دەکرێن و ئەنجامەکەش رەوانەی ناوەندی سەرەکی دەکرێت، هاوشێوەی ئەو سیستەم

وەرگرتووە.کومیسیۆنیش کەڵکی لێ 

سەرەڕای هەموو ئەم رێکارانە دیسان زانایانی کۆمپیوتەر لەو بڕوایەدان بەم جۆرە رێبازانە ناکرێ پێش بە هاک
یرێت.کردنی سیستەمی ئەلکترۆنی دەنگدان لە لایەن هاکێرەکانەوە بگ

بە وتەی لێکۆڵەرێکی زانستی کۆمپیوتەر
//web.archive.org/web/20190719151620/https://www.csoonline.com/article/3269297/security/online-(

voting-is-impossible-to-secure-so-why-are-some-governments-using-it.html( لە وڵاتی
ی تۆڕیکەنەدا، دابین کردنی ئەمنیەت بۆ هەڵبژاردنی ئۆنڵاین زۆر مەحاڵە و هاکەرەکان دەتوانن بە هاک کردن

ا بێنن.داتاکان ئەنجامەکان بۆ لای خۆیان راکێشن و گۆڕانیان بەسەرد

بە وتەی ئەم پسپۆڕە ئەو کۆدانە کە یەک لە دوای یەک لە شوێنێکەوە بۆ شوێنێکیتر دەنێردرێن، لە بەشێکی زۆری
ێک کە دەستسێرڤێرەکان بوونیان هەیە و هاکەرەکان دەتوانن بە سانایی و بە هاوئاهەنگی لەگەڵ کەس

کەن.ڕاگەیشتنیان هەیە بە سێرڤێرەکان، کۆدەکان دەس بخەن و هەموو سیستەمەکە هاک ب

بەجۆرێک کە بە گوێگرتن لە تۆڕی زانیاریەکان، ئەو داتایانەی کە دەنێردرێن رادەکێشرێن و دوای دەسکاری
رێنەوە.کردنیان جارێکیتر رەوانەی شوێنی مەبەست دەک

  ئۆپۆزیسیۆنەوە رایانگەیەندراون، لە ئەگەری سەلماندنی هاک کرانی بە گوێرەی ئەو زانیاریانە کە لە لایەن
ت زۆرە.سیستەمی دەنگدان، ئەگەری ئەوەی کە هاکەرەکان لە رێبازگەلێکی هاوشێوە کەڵکیان وەرگرتبێ

ئایا لە هەرێمی کوردستان توانای هاک کردنی سیستمی دەنگدان هەیە؟
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وادەردەکەوێت کە هەرێمی کوردستان و بەتایبەت دوو حزبی یەکیەتی و پارتی خاوەن ئیمکانات و ژێرخانی
پێویست بۆ هاک کردنی سیستەمی دەنگدانی ئەلکترۆنی نەبن.

هاوکات شارەزایان لەو بڕوایەدان کە بەشێک لە وڵاتانی ناوچەکە وەک ئێران، تورکیا و رووسیا بە هۆی
بەرژەوەندی هاوبەش لەگەڵ دوو حزبی خاوەن دەسەڵات، سیستەمی دەنگدانیان لەبەرژەوەندی ئەو دوو حزبە

ێت.هاک کردبێت و ئەنجامەکانیان گۆڕیب

سەرەڕای هەموو ئەمانە دەبێ بوترێت کە حکوومەتی هەرێمی کوردستان لە چەند ساڵی رابردوودا هەوڵی داوە
رژێرخانەکانی خۆی لە بواری جەنگی ئەلکترۆنی و سیخۆڕیدا بە کەڵ وەرگرتن لە تەکنەلۆژیای سەردەم بەهێزت

بکات.

لە مانگی جوولای ساڵی ٢٠١٥ سایتی ویکیلیکس زیاتر لە یەک ملیۆن بەڵگە و ئیمەیلی کۆمپانیایکی ئیتاڵی بە ناوی "
Hacking Team" بڵاو کردەوە. ئەم کۆمپانیایە پێشتر خۆی رایگەیاندبوو کە بە هۆی هێرشی سایبریەوە زیاتر لە

٤٠٠ گیگا بایت لە زانیاریەکانیان دزراوە.

ئەم کۆمپانیایە لە ساڵی ٢٠٠٣ لە شاری میلانی ئیتالیا و لە لایەن دوو پرۆگرامێرەوە دامەزراوە و زۆرتر لە بواری
ە کردنیفرۆشتنی ئامێرەکانی دزە کردن، چاودێری و سیخۆڕیکردن بە دەوڵەتان چالاکە. ئەم کۆمپانیایە لە پێناس
ارخۆیدا دەڵێت کە؛ "ئەو ئامێر و پرۆگرامانە کە بەرهەمی ئەهێنن لە شەش قاڕەی جیهاندا دژ بە جنایەتکاران بەک

"دێن.

کۆمپانیای " Hacking Team" بە کەڵک وەرگرتن لە پلاتفۆرمگەلێک لەچەشنی "داوینچی" و "گالیلۆ" ئەو
 دەکرێندەرفەتە بۆ مۆشتەریەکانی دەڕەخسێنێت تا لە رێگەی ئەو سیستەمانەوە کە لە رێگەی دوورەوە کۆنترۆڵ

چاوەدێری هاوڵاتیان و ئامانجگەلێکی تایبەت بکەن. 

2/18/26, 4:05 PM ؛ نهێنی ساختەکاری لە پرۆسەی دەنگدان لە هەرێمی کوردستان"CONDOR -کوندور"

https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=70678 6/14



بۆ نموونە:
لە رێگەی پرۆگرامگەلی "کەی لاگێڕ"

کۆ کردنەوەی نهێنی ئیمەیل، مەسەیج و مێژووی پەیوەندیە تەلەفۆنیەکان
گەڕان بە نێو داتاکان و مێژووی زانیاریەکانی ئامێرە ئێلێکترۆنیەکان و هاوکات گرتنی سکرین شات لە زانیاریەکان

کۆ کردنەوە و تۆماری تەواوی پەیوەندیە )دیمەن و دەنگ( لە رێگەی ئێس دی کارتەوە بۆ دەرباز کردنی کۆدینگی
انکۆبوونەوە سکایپیەک

کەڵک وەرگرتن لە میکرۆفۆنی ئامێرە ئەلکترۆنیەکان بۆ گوێ گرتن و سیخوڕیکردن 
ئاکتیڤ کردنی کامێرای موبایل و کۆمپیوتێر

چاوەدێری کردنی هاوڵاتیان و ئامانجە تایبەتەکان لە رێگای هاک کردنی سیستەمی GPS ی موبایلەکان
WiFi شکاندن و دەسخستنی ژمارەی نهێنی تۆڕی وای فای

کۆمپانیای " Hacking Team" لەو ساڵانەی دواییدا بە هۆی پێشکەش کردنی خزمەتگوزاری بەو وڵاتانەی کە
خنەیمافی مرۆڤ پێشێل دەکەن وەک سعوودیە، بەحرەین، ئیسرائیل، ئازەربایجان، سوودان و ڤەنزوێلا رە

سەر.زۆری هاتووەتە 

Hacking "  دوابەدوای بڵاو بوونەوەی بەڵگەکان و ئیمەیلەکانی ئەم کۆمپانیایە لە ساڵی ٢٠١٥، دەرکەوت کە
Team" بەپێچەوانەی هەموو بەڵێنەکانی پێشووی و هاوکات داخوازیەکانی نەتەوە یەکگرتووەکان، پەیوەندییە
بازرگانییەکانی خۆی لەگەڵ سوودان نەپچڕاندووە و بەردەوام بووە لە فرۆشتنی ئامێری سیخوڕیکردنی بەو وڵاتە.

٢١ وڵاتی جیهان کە دەوترێت کەڵک لە پرۆگرامی مەودا دووری گالیلۆ وەردەگرن
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حکوومەتی ئیتالیا لە ساڵی ٢٠١٦ و دوابەدوای بڵاو بوونەوەی نهێنیەکانی " Hacking Team"، فرۆشتنی
ەرگرتنیهەرجۆرە ئامێرێکی سیخوڕیکردن و چاوەدێری کردن بە وڵاتانی دەرەوەی یەکیەتی ئەورووپای بە و

ر کرد.مۆڵەتی پێویست لە دەوڵەت سنووردا

ئەم کۆمپانیایە دوابەدوای چەند فەزیحەیکی لەم چەشنە، بۆ بێ کاریگەر کردنی رێنمایەکانی حکوومەتی ئیتالیا و
زادوور کردنەوەی سەرنجەکان لەسەر خۆی زۆربەی گرێبەستەکانی بە نێوەندگیری کۆمپانیایەکی سێهەم و شارە

.و راوێژکار لە بوارەکانی فرۆشتنی ئامێری ئەلکترۆنی بەستەوە

هاوکات بە گوێرەی ئەو زانیاریانەی بڵاو بوونەتەوە
https://web.archive.org/web/20190719151620/https://medium.com/@beyourownreason/revealed-(

the-true-extent-of-hacking-team-contacts-across-europe-653ba00d95ce(، ئەم کۆمپانیایە لە
"رێگای دوو راوێژکاری ئەڵمانی بە ناوەکانی "سیمۆن تیۆس" و "کلاوس ڤایگمان"، پرۆگرامی سیخۆڕی 
ندور- گالیلۆ"یان لە ژێر ناوی نهێنی "کوCONDOR" فرۆشتووە بە ئەنجومەنی ئاسایشی هەرێمی کوردستان بە
"FALCONالکۆن-سەرۆکایەتی مەسروور بارزانی. هەر ئەم کۆمپانیایە هاوکات هەمان ژێرخانی بە ناوی نهێنی "ف

فرۆشتووە بە دەوڵەتی ناوەندی عراق.

ئاکتیڤ و دۆخی پرۆگرامەکە لە ساڵی ٢٠١٥

دوابەدوای بڵاو بوونەوەی ئەم گرێبەستە، یەک لە بەرپرسانی " Hacking Team" لە وتووێژ لەگەڵ
نی وراگەیاندنەکان جەختی کردبوویەوە کە پرۆگرامگەلێک لە چەشنی " گالیلۆ" تەنیا بۆ ئامانجگەلێکی مەدە

بەگوێرەی یاسای ئەو هەرێمە کە پێ فرۆشراوە کەڵکی لێ وەردەگیرێت. 

دەیڤید ڤینسینزێتى وتووشیەتی لە گرێبەستی
://web.archive.org/web/20190719151620/https://www.welt.de/wirtschaft/article144017893/Deutsche-(

versorgten-Kurden-mit-Spionagesoftware.html( نێوان ئەوان و ئەنجومەنی ئاسایشی هەرێمی
 ناوکی وکوردستان وتراوە و جەخت کراوەتەوە کە نابێت ئەم پرۆگرامە بۆ ئامانجگەلی سەربازی، سیخۆڕی

چەکی کۆمەڵکوژی کەڵکی لێ وەربگیرێت.

خەسرەو وەسمان کە بە نوێنەرایەتی حکوومەتی هەرێم گرێبەستەکەی ئیمزا کردووە دڵنیایی داوە کە پرۆگرامەکە
کی لێتەنیا بۆ ئامانجگەلێکی مەدەنی و بۆ بەرژەوەندی نەتەوەیی حکوومەتی هەرێمی کوردستان کەڵ

.وەردەگیرێت

ئەمە لە کاتێکدایە کە بە گوێرەی یەکێک لەو ئیمەیلانە
https://web.archive.org/web/20190719151620/https://www.heise.de/ct/ausgabe/2015-17-(

Die-Spionagesoftware-Firma-Hacking-Team-wurde-gehackt-2755600.html( کە بڵاو

2/18/26, 4:05 PM ؛ نهێنی ساختەکاری لە پرۆسەی دەنگدان لە هەرێمی کوردستان"CONDOR -کوندور"

https://web.archive.org/web/20190719151620/https://nnsroj.net/detiles.aspx?id=70678 8/14

https://web.archive.org/web/20190719151620/https://medium.com/@beyourownreason/revealed-the-true-extent-of-hacking-team-contacts-across-europe-653ba00d95ce
https://web.archive.org/web/20190719151620/https://medium.com/@beyourownreason/revealed-the-true-extent-of-hacking-team-contacts-across-europe-653ba00d95ce
https://web.archive.org/web/20190719151620/https://medium.com/@beyourownreason/revealed-the-true-extent-of-hacking-team-contacts-across-europe-653ba00d95ce
https://web.archive.org/web/20190719151620/https://www.welt.de/wirtschaft/article144017893/Deutsche-versorgten-Kurden-mit-Spionagesoftware.html
https://web.archive.org/web/20190719151620/https://www.welt.de/wirtschaft/article144017893/Deutsche-versorgten-Kurden-mit-Spionagesoftware.html
https://web.archive.org/web/20190719151620/https://www.welt.de/wirtschaft/article144017893/Deutsche-versorgten-Kurden-mit-Spionagesoftware.html
https://web.archive.org/web/20190719151620/https://www.heise.de/ct/ausgabe/2015-17-Die-Spionagesoftware-Firma-Hacking-Team-wurde-gehackt-2755600.html
https://web.archive.org/web/20190719151620/https://www.heise.de/ct/ausgabe/2015-17-Die-Spionagesoftware-Firma-Hacking-Team-wurde-gehackt-2755600.html
https://web.archive.org/web/20190719151620/https://www.heise.de/ct/ausgabe/2015-17-Die-Spionagesoftware-Firma-Hacking-Team-wurde-gehackt-2755600.html


رپرسانی "کراونەتەوە، بەHacking Team" دڵگرانی خۆیان سەبارەت بە فرۆشتنی پرۆگرامی "گالیلۆ" بە
 لەهەرێمی کوردستان نەشاردووەتەوە و بە روونی وتوویانە "بە گوێرەی ئەو شتەی ئێستا لە رۆژهەڵاتی ناوەڕاست
گرامە،ئارادایە )مەبەست شەڕی داعش بووە(، بۆ بەرگری کردن لە دەست پێڕاگەیشتنی دەستانی ناپاک بەم پرۆ
ندنیئێمە دەبێ بزانین کێشەی سیمۆن و موشتەریەکەی بۆ کۆندۆر چیە و دۆخی ئەوێ چۆنە. بەداخەوە دامەزرا

پارێزین."ئامێرەکان کۆتایی هاتووە. ئێمە دەبێ خۆمان و هاوکات موشتەریەکانمان ب

خشتەی چۆنیەتی کار کردنی پرۆگرامی گالیلۆ 

بەگوێرەی ئەو زانیاریانە کە کۆمپانایای "Hacking Team" بڵاوی کردووەتەوە پرۆگرامی "گالیلو" بۆ
بەرەنگاربوونەوەی سیستەمی کۆدینگ بەکار دێت و لەئەگەری دابەزاندنی ئەم پرۆگرامە لەسەر سیستەمێکدا
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مافی بڵاوکردنەوەی سەرجەم بابەتەکانی ناوەندی نووچە و شرۆڤەی رۆژ پارێزراوە

پەیوەندی‌دار:

)detiles.aspx?id=70694( سەفەرەکەی بەرهەم ساڵح بۆ تورکیا خەنجەرە لە پشتی ڕۆژئاڤا 

)detiles.aspx?id=70669( لەبەردەم زریان نابێ دیوار هەڵچنى، دەبێ چارۆکە هەڵدەی 

 کوژران و برینداربوونی چووار هاووڵاتی مەدەنی لەلایەن کۆمەڵەی شۆڕشگێری زەحمەتکێشانی کوردستانی ئێران
)detiles.aspx?id=70667(

)detiles.aspx?id=70664( )پرسی "هەڵبژاردن" لە رۆژهەڵاتی کوردستان )بەشی یەکەم 

)detiles.aspx?id=70660( درێژەی گرژییەکان لە شەنگال؛ کوژران و برینداربوونی ١٦ هاووڵاتی ئیزدی 

تەگ:

یانیش لە ئەگەری گیرۆدە بوونی سیستەمێک بەو پرۆگرامە، تەواوی سیستەمەکە گیرۆدە دەبێت و هەموو
وەندی.زانیاریەکان دەگوازرێتەوە بۆ سێرڤێری نا

دەگوترێت گرێبەستی ئەنجومەنی ئاسایش و ئەم کۆمپانیایە ساڵی ٢٠١٤ ئیمزا کراوە و ئیمەیلی دوو راوێژکارە
 سێپتامبری ئەڵمانیەکەش لە مانگی٢٠١٤ بە شێوەیکی کۆد کراو رەوانەی کۆمپانیای "Hacking Team" کراوە.

بە گوێرەی زانیاریەکان پرۆگرامەکە بە ٢٠٠ هەزار یۆرۆ کڕدراوە و تێچووی ساڵێکیش بۆ نوێکردنەوە و ئاپدەیت
ر لە کردنی و خزمەتگوزاری زیات٥٠ هەزار یۆرۆیە.

هەر بۆیە بە دوور نازانرێ کە گەر ئەو دوو حیزبە باڵادەستەی هەرێمی کوردستان دەستڕاگەیشتنیان بەو ئامێر و
پرۆگرامانە هەبووبێ، کارێکی ئاستەم نەبووە بۆیان گەر ویستبێتیان سیستەمی دەنگدان لە بەرژەوەندی خۆیان

ەن.هاک بک

)tag.aspx?tag=19( هەڵبژاردن)tag.aspx?tag=10474( هەرێمی کوردستان

)tag.aspx?tag=10523( عراق)tag.aspx?tag=10524( ساختەکاری

)tag.aspx?tag=10525( دەنگدانی ئەلکترۆنی)tag.aspx?tag=10470( پارتی

)tag.aspx?tag=10526( یەکیەتی)tag.aspx?tag=10527( گۆڕان)tag.aspx?tag=10528( نەوەی نوێ

)tag.aspx?tag=10529( هاوپەیمانی

راپۆرتەهەواڵ
)detiles.aspx?id=70692(
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١٣ بابەت لە سەر ڕاپەڕینی وەرزێرانی موکریان و خەڵکی بۆکان لە سەردەمی موسەدیق )بابەتی حەوتەم(

هەواڵ

هەینی ۳۰گەلاوێژ۱۳۹۷/ ۱:۵۲

ژمارە ی ٢ بڵاوکراوەی ' کرد' ، سەردەمی ئیدارەی سمکۆ لە ورمێ
)detiles.aspx?id=70688(

شەممە ۴گەلاوێژ۱۳۹۶/ ۲:۱۸

کوژران و برینداربوونی چووار هاووڵاتی مەدەنی لەلایەن کۆمەڵەی شۆڕشگێری زەحمەتکێشانی
انی ئێرانکوردست

)detiles.aspx?id=70667(
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هەڵبژاردە

هەینی ۴نەورۆز۱۳۹۶/ ۰:۴۵

لە دووەم ڕۆژی نەورۆز چووار کۆڵبەر گیانیان لەدەستدا
)detiles.aspx?id=70661(

چوارشەممە ۲۵رەشەمە۱۳۹۵/ ۱:۱

درێژەی گرژییەکان لە شەنگال؛ کوژران و برینداربوونی ١٦ هاووڵاتی ئیزدی
)detiles.aspx?id=70660(

دیمانە

Interview Picture

"گەلێک دەوڵەت نێوانی ڕۆژئاوا و تورکیا پێک بێنن...بەڵام لە نێوان ئێمە و دەوڵەتی تورکیا دا عەفرین هەیە"
)detiles.aspx?id=70693(

گەلێک دەوڵەت ، ئەوانەی کە ئەندامی ناتۆن و لەگەڵ ترکەکان کار دەکەن و پێوەندییان لەگەڵ تورکیا هەیە دەیانەوێ نێوانی ڕۆژئاوا

رۆژئاوا/ پێنج‌شەمە ۱۲رەزبەر۱۳۹۷/ ۲۳:۳۳
)tag.aspx?tag=10458( )tag.aspx?tag=182(عەفرین/

بینراوترینەکانی مانگ

بینراوترینەکانی هەفتە

مامۆستا »هێمن« له‌ دوو ده‌لاقه‌ی هیوای ئیدئۆلۆژیک و ره‌‌شبینیی فه‌لسه‌فییه‌وه‌
)detiles.aspx?id=60560(

یوونس ره‌زایی

AM 10:19:00 4/16/2016
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ئامینە کاکە باوە؛ لە پێشمەرگایەتییەوە بۆ پەرلەمانتاریی سوێد
)detiles.aspx?id=60508(

NNSROJ :مەحموود بۆزئەرسڵان / ئەلمۆنیتۆر وەرگێڕانی

AM 4:07:00 3/17/2016

چۆن دەکرێ دەس لە نووسینی ]خوێندنەوەیەکی "لاکانی"[ هەڵگرین!
)detiles.aspx?id=60556(

سیمای باوی رۆشنبیر-ژورنالیست لە کوردوستاندا ئیتر لە سیمای فرۆشیارەکانی ئەو مۆڵانە ئەچێت کە دوای هەر هەورەتریشخەیەک وەک قارچک
یادبووندان.سەرهەڵدەدەن و بەردەوام لە ز

AM 8:08:00 4/14/2016

سۆسیۆلۆژیا، "به‌ سپۆنسه‌ری یه‌كه‌می بێ ركابه‌ر"
)detiles.aspx?id=60550(

ئه‌گه‌ر له‌ ساڵانی پێش هێرشی داعیشدا له‌ باشووری كوردستان ده‌سته‌واژه‌ی وه‌ك "واسیته‌" و "خاڵ" و "ته‌عینات"، شویێنی "ئازادای" و "یه‌كسانی" و
"داد"یان گرتبۆوه‌، ئه‌وا ئه‌مڕۆكه‌ ئه‌وانه‌ چیتر بۆ به‌ده‌ستهێنانی شوێن...

PM 4:10:00 4/12/2016
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EXHIBIT H 



PARTNERSHIP AGREEMENT 

This Partnership Agreement (the "Agreement") dated December 8, 2022, by and between Admitech (PTY) LTD. a
company organized under the laws of South Africa with its principal place of business at 12 Castle street, Houghton,
Johannesburg, South Africa and its owners Rhaine Dylan Knox and Sathish Telukram (hereinafter referred to as
"ADMITECH") and Cyber Communications Control Group Inc. a company organized under the laws of Delaware, with
its principal place of business at 75 South Broadway, White Plains, NY 10601 (hereinafter referred to as the "CYBER").
collectively (the "PARTIES") concerning the matters hereinafter set forth. Any prior understanding or agreement is
invalid unless the terms are contained specifically in this agreement. 

WHEREAS, ADMITECH designs and develops software products for use by Government agencies, and

WHEREAS, CYBER is engaged in the sale of security and surveillance equipment to Government agencies
worldwide and would like to distribute ADMITECH's products; and 

WHEREAS, ADMITECH agrees that once CYBER has purchased for the benefit of profit to ADMITECH
the sum of Five million United States dollars of its products from ADMITECH it will form a new company with 
CYBER ("NEW CO") and it will donate the intellectual property to two of its software products, the Zero-Click 
System solution and the One Click System solution (See Exhibit A) to NEWCO 

NOW, THEREFORE, in consideration of the mutual covenants contained herein, and other
good and valuable consideration, the parties hereby agree as follows:

1.
• 

For the eriod before CYBER reaches 5 million USD to the benefit of rofit to ADMITECH:
ADMITECH agrees to enter into a distribution agreement appointing CYBER as its Exclusive 
the date of this Agreement. 

�on

2. For the period after CYBER reaches 5 million USD to the benefit of profit to ADMITECH:
• CYBER shall form a corporation ("NEW CO") that will be owned 51 % by CYBER and 49% by

ADMITECH. 
• ADMITECH shall donate its intellectual property for 2 of its products; a) the Zero-Click core System

software and b) its one-click core System software. 
• ADMITECH's compensation for the Zero-Click core System software and the one-click core System 

software, both including 1 year support, upgrades and updates will be reduced to 300,000 USD plus 20% of
the total purchase price paid for the deal paid to CYBER after the deduction for all commission payments 
CYBER makes including commission that will be paid to related parties HSS GROUP and ADMITECH for
their demonstrating and technical related assistance required for closing the sale. 

• ADMITECH's compensation for its other products will remain as they appear in the Distribution
Agreement. 

• ADMITECH will relocate to a country of CYBER's choice which will be safe for ADMITECH's staff at no
expense to ADMITECH. 

• Rhaine Dylan Knox and Sathish Telukram will be appointed as CTO and CFO ofNEWCO indefinitely and
will retain their positions in subsequent NEWCO's strategically created for marketing and selling of their 
solutions and systems developed for as long as NEWCO's continues trading. 

• Rhaine Dylan Knox and Sathish Telukram shall have final authority over the design and development of all
products offered by NEWCO and subsequent NEWCO's created. 

• Any form of dilution ofNEWCO's equity must be approved by all of the Parties.
�,,,, 

:3Q. Amendments. This Agreement may not be amended except by a writing duly signe��
parti#referring specifically to this Agreement. 

,kf 
4. Binding Effect. This Agreement shall inure to the benefit of the parties and their successors or

assigns, if any. Def. JLF 0178



5. Severability. If any provision or any portion of any provision of this Agreement shall be held to
be void or unenforceable in part, the remaining provisions or portions of provisions shall continue in full force 
and effect. 

6. Assignment. This Agreement may be assigned by either party, whether by agreement,
operation of law or otherwise, with the prior written consent of the other party. 

7. Counterparts. This Agreement may be signed in counterparts, and each shall be considered an
original if signed by the parties. 

8. Governing Law. This Agreement shall be construed in accordance with the laws of New York
and the Courts of New York shall have jurisdiction in any dispute that may arise under this Agreement. 

9. Integration. This Agreement shall constitute the entire agreement between the parties in
respect to the subject matter herein and supersedes all prior oral or written agreements. 

10. Due Diligence. ADMITECH acknowledges that it is not relying on any statements or representations
made by CYBER or CYBER's representatives concerning the marketability of CYBER's products and that it has 
conducted its own independent investigation and due diligence and has determined on its own to enter into this 
agreement. 

11. Contract Construction -Legal Counsel. Neither party shall be deemed the craftsman of this
Agreement for purposes of contract construction. Further each party has had an opportunity to consult with 
counsel of it's choosing prior to signing this Agreement. 

12. Notices. All notices, payments or demands required under this Agreement shall be
addressed as follows: 

CYBER at: 75 South Broadway, White Plains, NY 10601 
Telephone:+ 1.917.701.5265, Email: 37@secintel.com 

ADMITECH at: 12 Castle Street, Houghton, Johannesburg. Sou 
. 
Af�ic. 

a
�Telephone: +27.84.010.3395, Email: admitech@admitech.afri · , 

_.,,,,__ 

13. ADMITECH represents it is fully capable of entering into ·s �greement and they have no current
relationships that would prohibit them from entering into this agreemen . MITECH agrees to indemnify CYBER

for any obligations, costs, claims, judgments, attorneys' fees, and attachments arising from or growing out of a third 
party action claiming they have rights to ADMITECH's intellectual property, products or services and that 
CYBER has infringed upon them. 

CYBER: 
Cyber Communications Control Group Inc. 

By: fJ= � 
Name: Ben J� 
Title: CEO 

Individually: 
Rhaine Dylan Knox 

ADMITECH 

By: 
Nam 
Title: 

Individually: 
Sathish kram 

By: 

Def. JLF 0179
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89 The Zero-Click System Solution and the One Click System S u
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ADMITECH (PTY) LTDRHAINE(+27840103395) ; SHAUN(+27659840571)

The Solution

The Objective

ADMITECH (PTY) LTD, A SOUTH AFRICA BASED ENTERPRISE WOULD LIKE TO OFFER YOUR COMPANY, HSS DEVELOPMENT
GROUP, BASED IN NEW YORK, 75 SOUTH BROADWAY, WHITE PLAINS, NEW YORK 10601, UNITED STATES OF AMERICA,
LONDON, UNITED KINGDOM AND GEORGI SOFIYSKI ST. 52, 1606 SOFIA, BULGARIA, THE PROPOSED SOFTWARE
DEVELOPMENT SERVICES.

WINDOWS 10, 11 TRACING APP DEVELOPMENT PROPOSAL

ADMITECH
PROPOSAL FOR SERVICES
For Independent Contractors

OVERVIEW

ADMITECH (PTY) LTD is pleased to submit this proposal for windows software appdevelopment of the tracing systems you require.

 Need: HSS Group requires a software solution for their tracing and information gathering requirements.

 Admitech proposes our feature rich 100% stealth zero click solution, or the lesser feature enriched one click
solution or alternatively the zero stealth basic system plugin solution as follows:
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The Software
Following are the details of the pricing:
Item Price
Zero-click System core software $1 200 000.00
Zero-click System core software with 1 year support, upgrades and updates included $1 350 000.00
One-click system core software $600 000.00
One-click Solution core software with 1 year support, upgrades and updates included $750 000.00
Zero Stealth basic system plugin solution (back door variant) $100 000.00
Zero Stealth basic system plugin solution with 1 year support, upgrades and updates included $150 000.00
Zero Click System - support equipment mini-core unit $75 000.00
Zero Click System – support equipment STP module $50 000.00
UnlimitedWhite-labelling (the client may white label any volume of apps from the app store) $200 000.00
Single app white labelling service performed by our inhouse team $50 000.00
Custom user interface for the clients branding/company $50 000.00
Single target tracking/locating $10 000.00
Maintenance, updates and upgrades to the core software for 3 years, payable monthly $20 000.00pm

We look forward to providing you with the best solution you require which aligns to your budgetary
constraints.
If you have questions on this proposal, feel free to contact us at your convenience by email at
rhainek@admitech.africa or by phone at +27840103395.
Looking forward to hearing from you at your soonest convenience!

mailto:rhainek@admitech.africa
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Mattie Moore
1 Wood Road

Wilmington, DE 19806

Curtis Melvin
1639 N. Harrison Street
Arlington, VA 22205-2750

Margaret Carrick Melvin
1639 N Harrison Street
Arlington, VA 2205-2750

Lucia Moore
285 Lee Street,
Apartment 202
Oakland, CA 94610

John and Jane Does 1-8

July 24, 2022

This letter is a request for payment due to the fraudulent inducement and emotional
distress as elaborated in the enclosed affidavit pertaining to events from 2018 to the present.
After an extensive due diligence, review of accounting ledgers and interviews, it is now clear
there was a co-conspiracy to defraud me by false and intentional misrepresentations, knowingly
made to deceive and induce my marital assets to provide financial payments for misrepresented
and induced expenses; and perpetrated the inducement through unlawful threats and threats to
my husband as elaborated herein.

I demand payment of $850,000 for reimbursement of fraudulent expenses, emotional
distress, and expenses and damage related to actions set forth in the enclosed affidavit. Please
respond by August 15, 2023.

Mattie L. Moore
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[11/19/25, 12:51:46 PM] Ben Jamil: Messages and calls are end-to-end 
encrypted. Only people in this chat can read, listen to, or share 
them.
[11/19/25, 12:51:46 PM] Ben Jamil: You use a default timer for 
disappearing messages in new chats. New messages will disappear from 
this chat 7 days after they're sent, except when kept. Tap to update 
your own default timer.
[11/19/25, 12:50:56 PM] Ben Jamil: Hi Mattie
[11/19/25, 12:51:25 PM] Ben Jamil: this is more convient as I now can 
include Elan Jamil
[11/19/25, 12:51:30 PM] Ben Jamil: FYI
[11/19/25, 2:33:14 PM] Ben Jamil: Mattie 
Please  don't  disappear messages 
Unless  that is important to you
[11/19/25, 2:33:35 PM] Ben Jamil: My memory is not too good
[11/19/25, 2:34:50 PM] Ben Jamil: if we were to send money to you,
[11/19/25, 2:34:50 PM] Ben Jamil: which account?
[11/19/25, 2:34:50 PM] Ben Jamil: even for a partial?
[11/19/25, 2:34:50 PM] Ben Jamil: When you're ready to send money, 
just let me know and I'll provide the necessary details. We can then 
discuss the next steps.
[11/19/25, 2:34:50 PM] Ben Jamil: Need to understand  first  what the 
next steps are
[11/19/25, 2:34:51 PM] Ben Jamil: Convince them to either send a team 
for a demo or arrange a visit for a demonstration.
[11/19/25, 2:35:10 PM] Ben Jamil: this was last night
[11/19/25, 7:31:24 PM] Ben Jamil: Need to understand  first  what the 
next steps are
[11/19/25, 7:31:24 PM] Ben Jamil: Convince them to either send a team 
for a demo or arrange a visit for a demonstration.
[11/19/25, 7:31:24 PM] Ben Jamil: if you serious, I will try to 
convince the supplier to advance some good faith deposit  as he now 
believes  that when they do the demo he will be getting from you or 
your govt  around 14 millions
[11/19/25, 7:31:24 PM] Ben Jamil: he knows that you paid a deposit
[11/19/25, 7:31:24 PM] Ben Jamil: you also need to know that that his 
zero click system needs to have access to the ss7 or the netwwork
[11/19/25, 7:31:25 PM] Ben Jamil: I want to be honest with you so 
later no issues
[11/19/25, 7:31:25 PM] Ben Jamil: he is a UAE company and will not 
send any money to you in the U SA
[11/19/25, 7:31:25 PM] Ben Jamil: so you will give him an account over 
seas
[11/19/25, 7:31:25 PM] Ben Jamil: any place but the USA
[11/19/25, 7:32:13 PM] Ben Jamil: (This was Afan and I today)
[11/19/25, 9:20:58 PM] Ben Jamil: You're the one holding my money, and 
that's why trust has been broken. I don't see why I should have to get 
money from someone else. If you're willing to return my money, let me 
know so I can start working. And regarding bank account I can provide 
Iraqi bank accounts .



[11/19/25, 9:20:59 PM] Ben Jamil: because of your breach of our 
contract, and my legal fees that you forced on me, I have no money 
left
[11/19/25, 9:20:59 PM] Ben Jamil: am finding a good solution for  you 
by this recommendation
[11/19/25, 9:20:59 PM] Ben Jamil: you get your money back why do you 
care from whom?
[11/19/25, 9:20:59 PM] Ben Jamil: I am doing you a favor
[11/19/25, 9:20:59 PM] Ben Jamil: but unless your client is willing to 
pay the $14,000,000 plus yearly maintenance
[11/19/25, 9:20:59 PM] Ben Jamil: lets forget all about it
[11/19/25, 9:20:59 PM] Ben Jamil: (New from afan)
[11/19/25, 9:26:01 PM] Ben Jamil: You're the one holding my money, and 
that's why trust has been broken. I don't see why I should have to get 
money from someone else. If you're willing to return my money, let me 
know so I can start working. And regarding bank account I can provide 
Iraqi bank accounts .
[11/19/25, 9:26:02 PM] Ben Jamil: because of your breach of our 
contract, and my legal fees that you forced on me, I have no money 
left
[11/19/25, 9:26:02 PM] Ben Jamil: am finding a good solution for  you 
by this recommendation
[11/19/25, 9:26:02 PM] Ben Jamil: you get your money back why do you 
care from whom?
[11/19/25, 9:26:02 PM] Ben Jamil: I am doing you a favor
[11/19/25, 9:26:02 PM] Ben Jamil: but unless your client is willing to 
pay the $14,000,000 plus yearly maintenance
[11/19/25, 9:26:02 PM] Ben Jamil: lets forget all about it
[11/19/25, 9:26:02 PM] Ben Jamil: why do you trust is broken
[11/19/25, 9:26:02 PM] Ben Jamil: you contacted my  suppliers in south 
Africa and tried to make a deal behind me
[11/19/25, 9:26:03 PM] Ben Jamil: how can  you speak about trust?
[11/19/25, 9:26:03 PM] Ben Jamil: you must be joking
[11/19/25, 9:26:03 PM] Ben Jamil: and then you paid Rahine to come to 
Irbil for another demo
[11/19/25, 9:26:03 PM] Ben Jamil: and damaged my relationship with my 
south African suppliers
[11/19/25, 9:26:03 PM] Ben Jamil: so please spare me your bulshit 
about trust
[11/19/25, 9:26:24 PM] Ben Jamil: MORE WITH AFAN
[11/20/25, 11:28:57 AM] Mattie Moore: You updated the message timer. 
New messages will disappear from this chat 90 days after they're sent, 
except when kept. Tap to change.
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